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NEW QUESTION # 56

Refer to the exhibit.
Edit SubPattern =]
Name:  ExcessVPNLoginFailure q&
Filters: Paren Attribute Operator Value (jc> Paren Next Row
[+ I -] Event Type IN v EventT Logon Failure © | © AND v © | ®
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The rule evaluates multiple VPN logon failures within a ten-minute window.
Consider the following VPN failure events received within a ten-minute window:

eporting IP="1.1.1.1" Source IP="2.2.2.2" Reporting
Device="FortiGate" action="ssl-login-fail"™ user="Sarah"

Reporting IP="1.1.1.1" Source IP="2.2.2.2\ Reporting
Device="FortiGate" action="ssl-login-fail" user="John"

Reporting IP="1.1.1.3" Source IB={'2.2.2.2" Reporting
Device="FortiGate2" action="ggl=login-fail" user="Tom"

Reporting IP="1.1.1.3" _ Seurce IP="2. 2 WE
Device="FortiGate2" action="ssl-login- fa;f" user="Jo
Reporting IP="1,1%13 3" Source IP="2.2.2.2" Reporting

Device="FortiGare2" action="ssl-login-fail" user="Sarah’

Reporting IP="1.1.1.1" Source IP="2.2.2.2" Reporting
Device="FortiGate" action="ssl-login-fail" user="Tom"

How many incidents are generated?

A0
B. 1
C.2
D.3

Answer: D

NEW QUESTION # 57
Refer to the exhibit.



Jun 02 2020. 09 46:30 PM Missing specric performange Auto Cleared

Jun 02 2020. 05:40.30 PM Misying specric performance Auip Cleaed

et oo i oom
Delnils Evenis Rule 0O auve rgﬁmps

Clear If: WITHIN n stes the loflowang conddons are mei

ﬂgLul.Sw CLEAR
HmriP AllPingLosaSrv CLEAR Host IP
HTHAT Clear Condition Hosl 1P = Original Rule Hosl 1P

incidents: GENERATE Seventy 10 (HIGH) incident PH RULE NON RESPONSIVE SER
WITH Host IP = AlIPingLossSry Hoal IP Hosl IP * SystemShuldown R

Walch Lists UPDATE Avalabilmy l1sues
WITH Hesl Name

Why was this incident auto cleared?

¢ A. Within five minutes, the packet loss percentage dropped to a level where the host IP of the original rule matches the host
IP of'the clear condition pattern

¢ B. The original rule did not trigger within five minutes

¢ C. Within five minutes the packet loss percentage dropped to a level where the reporting IP is the same as the host [P

¢ D. Within five minutes, the packet loss percentage dropped to a level where the reporting IP is same as the source IP

Answer: A

Explanation:

From the "Clear If" condition in the exhibit:

*WITHIN 5 minutes, the system checks if the pattern AllPinglossSrv_ CLEAR occurs.

*The Host IP of the clear condition must match the Host IP of the original rule (Clear Condition.Host IP = Orignal Rule.Host IP).
*Ifthis condition is met, the system automatically clears the incident because it indicates that network connectivity has been restored
(packet loss has dropped).

Thus, the incident was auto-cleared because the system detected that the issue was resolved within the defined 5-minute window,
meeting the conditions for auto-clearance.

NEW QUESTION # 58
How does FortiSOAR improve incident response times?

A. By automatically applying security patches?

B. By coordinating and orchestrating multiple security tools?

C. By facilitating video conferences with security vendors?

D. By triggering automated workflows in response to specific incident patterns?

Answer: B,D

NEW QUESTION # 59
‘Which of the following is crucial when defining and deploying collectors and agents in a SOC environment?

A. Ensuring high-speed internet connectivity.

B. Ensuring compatibility with the target system.

C. Coordinating with the software vendor for updates.
D. Managing software licenses effectively.

Answer: B



NEW QUESTION # 60
From where does the rule engine load the baseline data values?

A. The daily database
B. The profile database
C. The memory

D. The profile report

Answer: B

Explanation:

Therule engineinFortiSTEMIoadsbaseline data valuesfrom theprofile database. This database stores historical trends and behavioral
baselines for various metrics, such asCPU usage, network activity, and authentication patterns.

#Profile databasemaintainslong-term aggregated statisticsfor anomaly detection.

#Baseline valuesare used to comparecurrent eventsagainst expected behavior.

# This helps indetecting deviations, such as a sudden increase in failed logins or unusual traffic spikes.
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