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Section Objectives
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Topic 1: Design and implement source control (15-20%)

Topic 2: Implement an instrumentation strategy (10-15%)

Topic 3: Develop a security and compliance plan (10-
15%)

Topic 4: Configure processes and communications (10-
15%)

- Plan and implement branching strategies for the source code

¢ 1. Design a branch strategy
e 2. Implement branch policies

- Configure and manage repositories

¢ 1. Configure permissions
¢ 2. Configure tags

- Design and implement a source control strategy

¢ 1. Design a source control strategy
e 2. Implement and manage repositories

- Configure monitoring for a DevOps environment

¢ 1. Configure logging
e 2. Configure monitoring

- Analyze metrics

¢ 1. Analyze and interpret metrics

- Design and implerment a strategy for managing sensitive information in
autormation

¢ 1. Implement and manage certificates
e 2. Implement and manage secrets

- Configure Azure DevOps or GitHub permissions and access

¢ 1. Configure and manage permissions
e 2. Configure and manage access

- Implement and manage pipelines security

¢ 1. Implement security and conpliance
o 2. Design a security and compliance strategy

- Configure activity traceability and flow of work

¢ 1. Plan and implement a structure for the flow of work
o 2. Configure activity traceability

- Configure collaboration and communication

¢ 1. Configure document collaboration
¢ 2. Configure communication between teams



- Implement infrastructure as code (IaC)

e 1. Implement [aC
e 2. Design an [aC strategy

- Design and implement a testing strategy for pipelines

¢ 1. Design a testing strategy
e 2. Implement a testing strategy

- Manage configuration for pipelines

¢ 1. Design a configuration management strategy

e 2. Implement configuration management
Topic 5: Design and implement build and release pipelines

(50-55%) - Design and implement a package management strategy

e 1. Implement a package management strategy
e 2. Design a package management strategy

- Design and implement pipelines

e 1. Implement pipelines
e 2. Design a pipeline strategy

- Design and implement deployments

¢ 1. Implement deployments
e 2. Design a deployment strategy
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HEE #35

Your company plans to use an agile approach to software development

You need to recommend an application to provide communication between members of the development team who work in
locations around the world. The application must meet the following requirements:

* Provide the ability to isolate the members of efferent project teams into separate commumication channels and to keep a history of
the chats within those channels.

* Be available on Windows 10, Mac OS, iOS, and Android operating systers.

* Provide the ability to add external contractors and suppliers to projects.

* Integrate directly with Azure DevOps.

‘What should you recommend?

A. Octopus

B. Bamboo

C. Microsoft Project
D. Slack

: C
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EE #36

You plan to use a NuGet package in a project in Azure DevOps. The NuGet package is in a feed that requires authentication.
You need to ensure that the project can restore the NuGet package autormatically.

‘What should the project use to automate the authentication?

A. an Azure Artifacts Credential Provider

B. an Azure Active Directory (Azure AD) account that has multi- factor authentication (MFA) enabled
C. an Azure Active Directory (Azure AD) service principal
D18912E1457D5D1DDCBD40AB3BF70D5D

D. an Azare Automation account

HE: A

MY

The Azure Artifacts Credential Provider automates the acquisition of credentials needed to restore NuGet packages as part of your
NET development workflow. It integrates with MSBuild, dotnet, and NuGet(.exe) and works on Windows, Mac, and Linux. Any
time you want to use packages froman Azure Artifacts feed, the Credential Provider will automatically acquire and securely store a
token on behalf of the NuGet client you're using,

Reference:

https/github.com/Microsoft/artifacts-credprovider

HE#37

Your teamuses an agile development approach.

Youneed to recommend a branching strategy for the team's Git repository. The strategy must meet the following requirements.
Provide the ability to work on multiple independent tasks in parallel.

Ensure that checked-in code remains in a releasable state always.

Ensure that new features can be abandoned at any time.

Encourage experimentation.

What should you recommend?

¢ A a single-running branch with multiple short-lived topic branches
¢ B. nultiple long-running branches

¢ (. a single long-running branch

e D. asingle fork per team member

HY: A
M.
Explanation

Topic branches, however, are usefll in projects of any size. A topic branch is a short-lived branch that you create and use for a
single particular feature or related work. This is something you've likely never done with a VCS before because it's generally too
expensive to create and merge branches. But in Git it's common to create, work on, merge, and delete branches several times a day.
Reference:

https//git-scm.com/book/en/v2/Git- Branching- Branching- Workflows

EE #38

Your company uses Azure DevOps.

Only users who have accounts in Azure Active Directory can access the Azure DevOps environment.

Youneed to ensure that only devices that are connected to the on-premises network can access the Azure DevOps environment.
‘What should you do?

A. Assign the Stakeholder access level all users.

B. In Azure Active Directory, configure risky sign-ins.

C. In Azure Active Directory, configure conditional access.
D. In Azure DevOps, configure Security in Project Settings.

: C
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Conditional Access is a capability of Azure Active Directory. With Conditional Access, you can implement automated access
control decisions for accessing your cloud apps that are based on conditions.

Conditional Access policies are enforced after the first-factor authentication has been completed.

References:

httpsz//docs.microsoft.conven-us/azure/active-directory/conditional-access/overview

HEE #39

You need to ensure that an Azure web app named az400-9940427-main supports rolling upgrades. The solution must ensure that
only 10 percent of users who connect to az400-9940427-main use update versions of the app.

The solution must mnimize administrative effort.

To complete this task, sign in to the Microsoft Azure portal

HH-

dY:

See solution below.

Explanation:

Set up staging environments in Azure App Service
1. Open Microsoft Azure Portal

2. Log into your Azure account, select your app ' s resource page, in the left pane, select Deployment slots > Add Slot.
my-demo-app - Deployment slots
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3. Inthe Add a slot dialog box, give the slot a name, and select whether to clone an app configuration from another deployment slot.
Select Add to continue.



Add a slot 5

Name
l sfdglnd [

Clone settings from:

Do not clone settings
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4. After the slot is added, select Close to close the dialog box. The new slot is now shown on the Deployment slots page. By
default, Traffic % is set to 0 for the new slot, with all customer traffic routed to the production slot.
5. Select the new deployment slot to open that slot ' s resource page.

i my-demo—app - Deployment slots X
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L
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i I‘-t‘- - '0 aigr'en.- can be swapped batw -=-m*wcd-&plc ment slots, including the praduction slot
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i Quickstart ‘:
i
8, Deployment slots »

Deployment Center

Settings

Configuration

6. Change TRAFFIC % to 10
References:
https://do cs.microsoft.conven -us/azure/app-service/deploy-staging-slots
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