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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q132-Q137):
NEW QUESTION # 132 
A company is deploying a new application in the AWS Cloud. The company wants a highly available web server that will sit behind
an Elastic Load Balancer. The load balancer will route requests to multiple target groups based on the URL in the request. All traffic
must use HTTPS.
TLS processing must be offloaded to the load balancer. The web server must know the user's IP address so that the company can
keep accurate logs for security purposes.
Which solution will meet these requirements?

A. Deploy a Network Load Balancer with a TLS listener for each domain. Use host-based routing rules to forward the traffic
to the correct target group for each domain. Configure client IP address preservation for traffic to the targets.
B. Deploy an Application Load Balancer with an HTTPS listener for each domain. Use host-based routing rules to forward
the traffic to the correct target group for each domain. Include the X- Forwarded-For request header with traffic to the
targets.
C. Deploy an Application Load Balancer with an HTTPS listener. Use path-based routing rules to forward the traffic to the
correct target group. Include the X-Forwarded-For request header with traffic to the targets.
D. Deploy a Network Load Balancer with a TLS listener. Use path-based routing rules to forward the traffic to the correct
target group. Configure client IP address preservation for traffic to the targets.

Answer: C

Explanation:
An Application Load Balancer (ALB) can be used to route traffic to multiple target groups based on the URL in the request. The
ALB can be configured with an HTTPS listener to ensure all traffic uses HTTPS. TLS processing can be offloaded to the ALB,
which reduces the load on the web server. Path-based routing rules can be used to route traffic to the correct target group based on
the URL in the request. The X-Forwarded-For request header can be included with traffic to the targets, which will allow the web
server to know the user's IP address and keep accurate logs for security purposes.
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/x-forwarded-headers.html

NEW QUESTION # 133 
A company's existing AWS environment contains public application servers that run on Amazon EC2 instances. The application
servers run in a VPC subnet. Each server is associated with an Elastic IP address.
The company has a new requirement for firewall inspection of all traffic from the internet before the traffic reaches any EC2
instances. A security engineer has deployed and configured a Gateway Load Balancer (GLB) in a standalone VPC with a fleet of
third-party firewalls.
How should a network engineer update the environment to ensure that the traffic travels across the fleet of firewalls?

A. Provision a GLB endpoint in the application VPC in a new subnet. Create a gateway route table with a route that specifies
the application subnet CIDR block as the destination and the GLB endpoint as the target. Associate the gateway route table
with the internet gateway in the application VPUpdate the application subnet route table's default route destination to be the
GLB endpoint.
B. Instruct the security engineer to move the GLB into the application VPC. Create a gateway route table. Associate the
gateway route table with the application subnet. Add a default route to the gateway route table with the GLB as its
destination. Update the route table on the GLB to direct traffic from the internet gateway to the application servers. Ensure
that the EC2 instances' security group allows traffic from the GLB.
C. Update the application subnet route table to have a default route to the GLOn the standalone VPC that contains the
firewall fleet, add a route in the route table for the application VPC's CIDR block with the GLB endpoint as the destination.
Update the EC2 instances' security group to allow traffic from the GLB.
D. Deploy a transit gateway. Attach a GLB endpoint to the transit gateway. Attach the application VPC to the transit
gateway. Update the application subnet route table's default route destination to be the GLB endpoint. Ensure that the EC2
instances' security group allows traffic from the GLB endpoint.

Answer: A

Explanation:
We need a ingress route table associated with IGW for traffic coming from Internet and routed towards F/W subnet.



NEW QUESTION # 134 
A company has two AWS accounts one for Production and one for Connectivity. A network engineer needs to connect the
Production account VPC to a transit gateway in the Connectivity account. The feature to auto accept shared attachments is not
enabled on the transit gateway.
Which set of steps should the network engineer follow in each AWS account to meet these requirements?

A. 1. In the Production account: Create a resource share in AWS Resource Access Manager for the transit gateway. Provide
the Connectivity account ID. Enable the feature to allow external accounts
2. In the Connectivity account: Accept the resource.
3. In the Connectivity account: Create an attachment to the VPC subnets.
4. In the Production account: Accept the attachment. Associate a route table with the attachment.
B. 1. In the Production account: Create a resource share in AWS Resource Access Manager for the VPC subnets. Provide
the Connectivity account ID. Enable the feature to allow external accounts.
2. In the Connectivity account: Accept the resource.
3. In the Production account: Create an attachment on the transit gateway to the VPC subnets.
4. In the Connectivity account: Accept the attachment. Associate a route table with the attachment.
C. 1. In the Connectivity account: Create a resource share in AWS Resource Access Manager for the transit gateway.
Provide the Production account ID Enable the feature to allow external accounts.
2. In the Production account: Accept the resource.
3. In the Production account: Create an attachment to the VPC subnets.
4. In the Connectivity account: Accept the attachment. Associate a route table with the attachment.
D. 1. In the Connectivity account: Create a resource share in AWS Resource Access Manager for the VPC subnets. Provide
the Production account ID. Enable the feature to allow external accounts.
2. In the Production account: Accept the resource.
3. In the Connectivity account: Create an attachment on the transit gateway to the VPC subnets.
4. In the Production account: Accept the attachment. Associate a route table with the attachment.

Answer: A

Explanation:
step 1: In the Production account, create a resource share in AWS Resource Access Manager for the transit gateway and provide
the Connectivity account ID. Enabling the feature to allow external accounts is also required to share resources between accounts.
Step 2: In the Connectivity account, accept the shared resource. This action will allow the Production account to use the transit
gateway in the Connectivity account. Step 3: In the Connectivity account, create an attachment to the VPC subnets. This attachment
will enable communication between the VPC in the Production account and the transit gateway in the Connectivity account. Step 4:
In the Production account, accept the attachment and associate a route table with the attachment. This will enable the VPC to route
traffic through the transit gateway to other resources in the Connectivity account.

NEW QUESTION # 135 
A company uses a 1 Gbps AWS Direct Connect connection to connect its AWS environment to its on- premises data center. The
connection provides employees with access to an application VPC that is hosted on AWS. Many remote employees use a
company-provided VPN to connect to the data center. These employees are reporting slowness when they access the application
during business hours. On-premises users have started to report similar slowness while they are in the office.
The company plans to build an additional application on AWS. On-site and remote employees will use the additional application.
After the deployment of this additional application, the company will need 20% more bandwidth than the company currently uses.
With the increased usage, the company wants to add resiliency to the AWS connectivity. A network engineer must review the
current implementation and must make improvements within a limited budget.
What should the network engineer do to meet these requirements MOST cost-effectively?

A. Deploy Amazon Workspaces into the application VPInstruct the remote employees to connect to Workspaces.
B. Set up a new 1 Gbps Direct Connect dedicated connection to accommodate the additional traffic load from remote
employees and the additional application. Create a link aggregation group (LAG).
C. Replace the existing 1 Gbps Direct Connect connection with two new 2 Gbps Direct Connect hosted connections. Create
an AWS Client VPN endpoint in the application VPC. Instruct the remote employees to connect to the Client VPN endpoint.
D. Deploy an AWS Site-to-Site VPN connection to the application VPC. Configure the on-premises routing for the remote
employees to connect to the Site-to-Site VPN connection.

Answer: B

Explanation:



Setting up a new 1 Gbps Direct Connect dedicated connection to accommodate the additional traffic load from remote employees
and the additional application would provide more bandwidth and lower latency than a VPN connection over the public internet1.
Creating a link aggregation group (LAG) with the existing and new Direct Connect connections would provide resiliency and
redundancy for the AWS connectivity2.

NEW QUESTION # 136 
A company wants to use thin clients running virtual desktops to replace 500 desktop computers used by its call center employees.
The company is evaluating Amazon WorkSpaces as a solution.
A network engineer who is testing with a thin client is unable to connect to Amazon WorkSpaces.
After entering credentials, the network engineer receives the following error:
"An error occurred while launching your WorkSpace. Please try again."
What should the network engineer do to resolve this issue?

A. Update the inbound rules on the network ACL on the subnets used for Amazon WorkSpaces to allow UDP on port 4172
and TCP on port 4172.
B. Update the inbound rules on the security group assigned to Amazon WorkSpaces to allow UDP on port 4172 and TCP
on port 4172.
C. Update the company's corporate firewall to allow inbound access to UDP on port 4172 and TCP on port 4172. Open
outbound ephemeral ports explicitly to allow return communication.
D. Update the company's corporate firewall to allow outbound access to UDP on port 4172 and TCP on port 4172. Open
inbound ephemeral ports explicitly to allow return communication.

Answer: D

Explanation:
To connect to your WorkSpaces, the network that your Amazon WorkSpaces clients are connected to must have certain ports
open to the IP address ranges for the various AWS services (grouped in subsets). These address ranges vary by AWS Region.
These same ports must also be open on any firewall running on the client. For more information about the AWS IP address ranges
for different Regions, see AWS IP Address Ranges in the Amazon Web Services General Reference.
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port- requirements.html#client-application-ports

NEW QUESTION # 137
......
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