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If'you are willing to buy our Identity-and- Access-Management- Architect dumps pdf, T will recommend you to download the free
dumps demo first and check the accuracy of our Identity-and- Access-Management- Architect practice questions. Maybe there are
no complete Identity-and- Access-Management- Architect study materials in our trial, but it contains the latest questions enough to let
you understand the content of our Identity-and- Access-Management- Architect Braindumps. Please try to instantly download the
free demo in our exam page.

Salesforce Certified Identity and Access Management Architect Sample
Questions (Q43-Q48):

NEW QUESTION # 43

Northern Trail Outfitters (NTO) is setting up Salesforce to authenticate users with an external identity provider. The NTO Salesforce
Administrator is having trouble getting things setup.

‘What should an identity architect use to show which part of the login assertion is fading?

A. Identity Provider Metadata download

B. Connected App Manager

C. Security Assertion Markup Language Validator
D. SAML Metadata file importer
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Answer: C

NEW QUESTION # 44

An Enterprise is using a Lightweight Directory Access Protocol (LDAP ) server as the only point for user authentication with a
username/password. Salesforce delegated authentication is configured to integrate Salesforce under single sign-on (SSO).
Mow can end users change their password?

A. Users can click on the "Forgot your Password" link on the Salesforce.com login page.
B. Users can request the Salesforce Admin to reset their password.

C. Users can change it on the enterprise LDAP authentication portal.

D. Users once logged In, can go to the Change Password screen in Salesforce.

Answer: B

NEW QUESTION # 45

The security team at Universal Containers (UC) has identified exporting reports as a high-riskaction and would like to require users
to be logged into Salesforce with their Active Directory (AD) credentials when doing so. For all other users of Salesforce, users
should be allowed to use AD Credentials or Salesforce credentials. What solution should be recommended to prevent exporting
reports except when logged in using AD credentials while maintaining the ability to view reports when logged in with Salesforce
credentials?

e A. Use SAML federated Authentication, treat SAML Sessionsas High Assurance, and raise the session level required for
exporting reports.

¢ B. Use SAML Federated Authentication and Custom SAML JIT Provisioning to dynamically and or remove a permission set
that grants the Export Reports Permission.

e C. Use SAML Federated Authentication and block access to reports when accessed through a Standard Assurance session.

e D. Use SAML federated Authentication with a Login Flow to dynamically add or remove a Permission Set that grants the
Export Reports Permission.

Answer: A

Explanation:

The best solution toprevent exporting reports except when logged in using AD credentials while maintaining the ability to view
reports when logged in with Salesforce credentials is to use SAML federated authentication, treat SAML sessions as high assurance,
and raise the session level required for exporting reports. SAML federated authentication is a process that allows users to log in to
Salesforce with an external identity provider (IdP), such as AD, that authenticates the user and issues a security token to Salesforce.
By treating SAML sessions as high assurance, Salesforce assigns a higher level of trust and security to the sessions that are
established by SAML federated authentication. By raising the session level required for exporting reports, Salesforce requires users
to have a high assurance session before they can export reports.

This solution ensures that only users who log in with AD credentials can export reports, while users who log in with Salesforce
credentials can still view reports but not export them.

The other options are not valid solutions for this scenario. Using SAML federated authentication and blocking access to reports
when accessed through a standard assurance session would prevent users who log in with Salesforce credentials from viewing
reports at all, which is not the desired outcome. Using SAML federated authentication and custom SAML JIT provisioning to
dynamically add or remove a permission set that grants the export reports permission would require UC to write custom code and
logic to implement the JIT provisioning and manage the permission set, which could increase complexity and cost. Using SAML
federated authentication with a login flow to dynamically add or remove a permission set that grants the export reports permission
would also require UCto write custom code and logic to implement the login flow and manage the permission set, which could
mntroduce errors and performance issues. References: [SAML Single Sign-On], [Session Security Levels], [Set Session Security
Levels for Your Org], [Just-in-Time Provisioning for SAML], [Login Flows]

NEW QUESTION # 46

Northern Trail Outfitters mar ages functional group permissions in a custom security application supported by a relational database
and a REST service layer. Group permissions are mapped as permission sets in Salesforce.

‘Which action should an identity architect use to ensure functional group permissions are reflected as permission set assignments?

e A Use the Apex JIT handler to callout to the security application and set permission sets



¢ B. Use the Apex Just-in-Time (JIT) handler to query the Security Assertion markup Language (SAML) attributes and set
permission sets.

¢ (. Use a Logn Flow with invocable Apex to callout to the security application and set permission sets.

¢ D. Use a Login Flow to query SAML attributes and set permission sets.

Answer: C

Explanation:

Explanation

Using a Login Flow with invocable Apex to callout to the security application and set permission sets allows the identity architect to
dynamically assign or remove permission sets based on the fnctional group permissions in the custom security application. This
ensures that the permission set assignments are consistent with the group permissions. References: Login Flows, Invocable Apex

NEW QUESTION # 47

A technology enterprise is planning to implement single sign-on login for users. When users log in to the Salesforce User object
custom field, data should be populated for new and existing users.

Which two steps should an identity architect recommend?

Choose 2 answers

A. Create and update methods.

B. Implement SesslonManagement Class.

C. Implement Auth.SamlJitHandler Interface.
D. Implement RegistrationHandler Interface.

Answer: A,C

Explanation:

Explanation

To populate data for new and existing users in the Salesforce User object custom field when they log in using SSO, the identity
architect should implement the Auth.SamlJitHandler interface and create and update methods. The Auth.SamlJitHandler mterface is
an interface that defines how to handle SAML assertions for Just-in-Time (JIT) provisioning, JIT provisioning is a feature that allows
Salesforce to create or update user records on the fly when users log in through an external identity provider. The create and update
methods are methods in the Auth.SamlJitHandler interface that define how to create or update users in Salesforce based on the
information from the SAML assertion. References: Auth.SamlJitHandler Interface, Just-in-Time Provisioning for SAML and
OpenlD Connect

NEW QUESTION # 48
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