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In a multi-tenant InfiniBand environment managed by UFM, you need to configure access controls to prevent unauthorized users
from altering the fabric configuration. Which method is used within UFM to manage user access and ensure authorized modifications

only?

A. Role-Based Access Control (RBAC)

B. Network Access Control (NAC)

C. Virtual Network Segmentation (VNS)
D. Digital Certification Management (DCM)

Answer: A

Explanation:

Role-Based Access Control (RBAC)is implemented within NVIDIA's Unified Fabric Manager (UFM) to manage user permissions
effectively. RBAC allows administrators toassign roles to users, each with specific permissions, ensuring that only authorized
individuals can make changes to the fabric configuration. This structured approach to access control enhances security by limiting the
potential for unauthorized modifications and streamlines the management of user privileges across the network.
ReferenceRole-Based Access Control (RBAC) - One Identity

NEW QUESTION # 72

You are configuring the Unified Fabric Manager (UFM) for an InfiniBand fabric in a nulti-tenant environment. You need to
implement a solution that can detect potential security threats.

Which UFM feature uses analytics to detect security threats and predict network failures in InfiniBand data centers?

A. Host Agent

B. Enterprise platform
C. Cyber-Al platform
D. Telemetry platform

Answer: C

Explanation:

The UFM Cyber-Al platformis an advanced feature of NVIDIA's Unified Fabric Manager designed to enhance security and
reliability in InfiniBand data centers. It leverages Al-powered analytics and machine learning techniques to detect security threats,
operational anomalies, and predict potential network failures.

By analyzing real-time and historical telemetry data, UFM Cyber- Al can identify abnormal system behaviors, performance
degradations, and usage profile changes. This proactive approach enables administrators to address issues before they escalate,
ensuring the mtegrity and uptime of'the data center.

Reference Extracts from NVIDIA Documentation:

* "The NVIDIA Unified Fabric Manager (UFM) Cyber-Al platform offers enhanced and real-time network telemetry, combined
with Al-powered intelligence and advanced analytics. It enables IT managers to discover operational anomalies and even predict
network failures."

* "UFM Cyber-Al uses machine learning (ML) techniques and Al models for anomaly detection and prediction to learn the lifecycle
patterns of data center network components."

* "The NVIDIA UFM platforms revolutionize data center networking management by combining enhanced, real-time network
telemetry with Al-powered cyber intelligence and analytics to support scale-out InfiniBand data centers. ... The UFM Cyber-Al
platform takes fabric management to the next level by adding an analytics layer powered by artificial intelligence. It enables data
center operators to proactively monitor and manage the InfiniBand fabric, predicting and preventing potential failures, optimizing
performance, and enhancing security. By analyzing telemetry data and historical patterns, UFM Cyber-Al can detect anomalies that
may indicate security threats or operational issues, providing actionable insights to prevent downtime."

NEW QUESTION # 73
What are the two general user account types in MLNX-OS?
Pick the 2 correct responses below:

A. viewer
B. enable
C. monitor
D. admin



Answer: C,D

Explanation:

MLNX-O0S, the operating system for NVIDIA's networking devices, defines two primary user account types:

adminandmonitor. Theadminaccount has full admnistrative privileges, allowing for complete configuration and management of the
system. Themonitoraccount, on the other hand, is designed for users who need to view system configurations and statuses without
making any changes. This separation ensures a clear distinction between users who manage the system and those who monitor its
operations.

Reference Extracts from NVIDIA Documentation:

* "There are two user roles or account types: admin and monitor. As 'admin’, the user is privileged to run all the available commands.
As '"monitor’, the user can run commands that show system configuration and status, or set terminal settings." MLNX-OS is the
network operating system used on NVIDIA's Mellanox Ethernet switches, including the Spectrum family (e.g., Spectrum-4 switches
in the Spectrum-X platform), designed for high-performance Ethernet networking in Al and HPC data centers. MLNX-OS
provides a command-line interface (CLI) for configuring and managing switch operations, with user accounts controlling access to
various commands and functions. The question asks for the two general user account types in MLNX-OS, which define the primary
privilege levels for user access.

According to NVIDIA's official MLNX-OS documentation, the two general user account types in MLNX-OS are:

* monitor: This account type has read-only access, allowing users to view configurations, status, and logs but not modify settings. It
is used for monitoring and troubleshooting without risking unintended changes.

* admin: This account type has full read-write access, enabling users to view and modify all configurations, execute commands, and
manage the switch's operations. It is intended for administrators with complete control over the system

These two account types represent the primary privilege levels n MLNX-OS, providing a clear distinction between read-only
monitoring and full administrative access.

Exact Extract from N'VIDIA Documentation:

"MLNX-OS supports two primary user account types for managing switch operations:

* monitor: Users with monitor privileges have read-only access to the system. They can view configuration details, system status, and
logs but cannot make changes to the configuration.

* admin: Users with admin privileges have full read-write access, allowing them to configure, manage, and troubleshoot all aspects of
the switch, including executing privileged commands. These account types ensure secure and controlled access to the switch's
management functions."-NVIDIA MLNX-OS User Manual This extract confirms that options B (monitor) and C (admin) are the
correct answers. These account types are the standard privilege levels in MLNX-OS, used to manage access for monitoring and
administrative tasks on Spectrum switches, including those in Spectrum-X deployments.

NEW QUESTION # 74
What command sequence is used to identify the exact name of the server that runs as the master SM in a multi-node fabric?

e A sminfo
smpquery ND <LID>
e B.iis
ibsim<LID>
e C. bstat
sminfo <LID>
e D. sminfo
smpquery N1<LID>

Answer: A

Explanation:

To identify the activeSubnet Manager (SM)node in an InfiniBand fabric, the correct command sequence is:

* sminfo

* Displays general information about the active SM in the fabric, including itsLID.

* smpquery ND <LID>

* Resolves theNode Description (ND)at the given LID, revealing the exact hostname or label of the SM server.
From the InfiniBand Tools Guide:

"The sminfo utility provides the LID of the master SM. Use smpquery ND <LID> to resolve the node name hosting the SM." This
two-step approach is standard for locating and validating the SM identity in fabric diagnostics.

Incorrect Options:

* B (NDis an nvalid query type.

* CandDdo not identify SMs.

Reference: InfiniBand SM Tools - sminfo & smpquery Usage



NEW QUESTION # 75

Which of'the following tools in Cumulus Linux is specifically useful for detecting and differentiating microbursts from regular network
congestion?

Pick the 2 correct responses below

A. ASIC monitoring with millisecond- level granularity

B. What Just Happened (WJH) feature for packet drop analysis
C. Monthly network utilization reports

D. SNMP polling at 5S-minute intervals

Answer: A.B

Explanation:

In Cumulus Linux, microbursts are short-lived, high-volume traffic bursts that often go undetected by coarse- grained monitoring like
SNMP.

The two tools specifically used for this purpose are:

* What Just Happened (WJH)

"WIJH provides real-time packet drop visibility and classifies drops by reason (e.g., congestion, ACLs, etc.), enabling microburst
detection.”

* ASIC monitoring at millisecond granularity

"Deep telemetry is enabled via the switch ASIC, which provides sub-second counters that capture microburst patterns otherwise
missed by SNMP." Incorrect Options:

* AandCprovide low-frequency sanpling, insufficient for microbursts which last milliseconds.

Reference: NVIDIA NetQ & Cumulus Linux Documentation - What Just Happened (WJH)

NEW QUESTION # 76
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