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Cisco 300-720 Exam Syllabus Topics:

Section Weight Objectives

Topic 1: LDAP 15%

- Manage LDAP queries
- Configure LDAP integration

1. Directory services
2. Authentication
3. Group-based policies
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Topic 2: Data Loss Prevention 15%

- Configure DLP policies

1. Sensitive data detection
2. Compliance requirements

- Manage DLP dictionaries
- Implement encryption for outbound email

Topic 3: Administration 15%

- Describe centralized services on a Cisco Secure Email and Web
Manager
- Integrate Cisco Secure Email Gateway with SecureX
- Configure Cisco Secure Email Gateway features

1. Hardware and virtual machine performance specifications
2. Logging
3. Routing and delivery features
4. GUI
5. Manage certificate authorities
6. Initial configuration process

- Configure Cisco Secure Email Threat Defense
- Configure mail policies

1. User matching
2. Incoming and outgoing messages
3. Message splintering

Topic 4: Spam Control and Antispam 15%

- Control spam with Cisco Reputation Filtering

1. SenderBase
2. Reputation scores
3. IP reputation

- Manage spam quarantine
- Configure antispam features

1. SpamCop
2. IronPort Anti-Spam
3. Brightmail

Topic 5: Message Filters 15%

- Create and manage message filters

1. Content filters
2. Incoming and outgoing mail policies
3. Message filters

- Configure advanced message filtering

1. Compound conditions
2. Regular expressions

Topic 6: System Quarantines and Delivery
Methods 10%

- Manage quarantines

1. Spam quarantine
2. Virus quarantine
3. Policy quarantine

- Configure delivery methods

1. SMTP delivery
2. Alternate delivery



Topic 7: Email Authentication and Encryption 15%

- Implement email authentication

1. DKIM
2. DMARC
3. SPF

- Configure encryption

1. TLS
2. PGP
3. S/MIME

>> 300-720 Questions Answers <<

New 300-720 Exam Practice - Latest 300-720 Exam Format
The 300-720 exam questions are designed and verified by experienced and qualified 300-720 exam trainers. So you rest assured
that with Securing Email with Cisco Email Security Appliance (300-720) exam dumps you can streamline your 300-720 Exam
Preparation process and get confidence to pass Securing Email with Cisco Email Security Appliance (300-720) exam in first
attempt.

Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q207-Q212):
NEW QUESTION # 207 
The security administrator wants to configure alerts on Cisco Secure Email Gateway for outbreak filters.
Which two actions must be taken to meet the requirement? (Choose two.)

A. From System Administration enable message splintering.
B. Enable the alerts for the outbreak filters by using an Adaptive Rule.
C. From Mail Policies, configure the Outbreak Filters settings.
D. From Outbreak Filters Global Settings, enable the alerts for the outbreak filters.
E. From Security Services, configure the Outbreak Filters settings.

Answer: D,E

NEW QUESTION # 208 
Which Cisco ESA security service is configured only through an outgoing mail policy?

A. Outbreak Filters
B. antivirus
C. AMP
D. DLP

Answer: D

NEW QUESTION # 209 
Which type of DNS record would contain the following line, which references the DKIM public key per RFC
6376?
v=DKIM1; p=76E629F05F709EF665853333EEC3F5ADE69A2362BECE406582670456943283BE

A. CNAME
B. TXT
C. PTR
D. AAAA

Answer: B
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Explanation:
A TXT record is a type of DNS record that contains arbitrary text data that can be used for various purposes such as verification,
configuration, or authentication. A TXT record can contain the DKIM public key per RFC 6376, which is used to verify the digital
signature of an email message generated by the DKIM private key of the sender domain.
The other options are not valid because:
* A. A CNAME record is a type of DNS record that maps an alias name to a canonical name or another alias name. It does not
contain any DKIM public key information.
* B. An AAAA record is a type of DNS record that maps a hostname to an IPv6 address. It does not contain any DKIM public
key information.
* D. A PTR record is a type of DNS record that maps an IP address to a hostname, which is the reverse of an A or AAAA record.
It does not contain any DKIM public key information.

NEW QUESTION # 210 
An engineer must modify the altsrchost table on a Cisco Secure Email Gateway. Messages destined for a domain named
@cisco.com must be mapped to NewInterface with an IP address of 10.10.10.1.
What must be added to the table?

A. cisco.com@ NewInterface
B. NewInterface @cisco.com
C. @cisco.com NewInterface
D. cisco.com@ 10.10.10.1

Answer: C

Explanation:
The altsrchost table maps a destination recipient domain to the source interface used for delivery.
Adding @cisco.com with NewInterface ensures messages destined for that domain are sent using the interface associated with IP
address 10.10.10.1.

NEW QUESTION # 211 
Which ESA component determines whether a recipient address is valid before the appliance accepts the message?

A. LDAP Acceptance Query
B. Sender Verification Exception List
C. Outbreak Filter
D. DKIM Verification

Answer: A

Explanation:
LDAP Acceptance Queries validate recipients against directory services such as Active Directory during the SMTP conversation.
Invalid recipients are rejected before message acceptance, reducing processing overhead, preventing directory harvest attacks, and
minimizing non-delivery report generation.

NEW QUESTION # 212
......

Our desktop Cisco 300-720 practice exam software is designed for all those candidates who want to learn and practice in the actual
Securing Email with Cisco Email Security Appliance (300-720) exam environment. This desktop practice exam software completely
depicts the Cisco 300-720 Exam scenario with proper rules and regulations so you can practice all the hurdles and difficulties.
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