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Q635):

NEW QUESTION # 630
The Secure Sockets Layer (SSL) protocol addresses the confidentiality of a message through:

A. hash fimction.

B. digital signature certificates.
C. symmetric encryption.

D. message authentication code.

Answer: C

Explanation:

SSL uses a symretric key for message encryption. A message authentication code is used for ensuring data integrity. Hash function
is used for generating a message digest; it does not use public key encryption for message encryption. Digital signature certificates
are used by SSL for server authentication.

NEW QUESTION # 631
An S auditor is reviewing the perimeter security design of a network. Which of the following provides the GREATEST assurance
outgoing Internet traffic is controlled?

A. Load balancer

B. Stateful firewall

C. Intrusion detection system (IDS)

D. Security information and event management (SIEM) system

Answer: B

Explanation:

A stateful firewall provides the greatest assurance that outgoing Internet traffic is controlled, as it monitors and filters packets based
on their source, destination and connection state. A stateful firewall can prevent unauthorized or malicious traffic from leaving the
network, as well as block incoming traffic that does not match an established connection. An intrusion detection system (IDS) can
detect and alert on suspicious or anomalous traffic, but it does not block or control it. A security information and event management
(SIEM) system can collect and analyze logs and events from various sources, but it does not directly control traffic. A load balancer
can distribute traffic among muiltiple servers, but it does not filter or monitor it. References: CISA ReviewManual (Digital Version),
Chapter 6, Section 6.2

NEW QUESTION # 632
A help desk has been contacted regarding a lost business mobile device. The FIRST course of action should be to:

A. consult the legal team regarding the impact of intellectual property loss.
B. involve the security response team to launch an investigation.

C. attempt to locate the device remotely.

D. verify the user's identity through a challenge response system.

Answer: D

NEW QUESTION # 633
Which of the following should be the MOST important consideration when prioritizing the finding for
competing I'T projects?

A. Senior management preferences

B. Quality and accuracy of'the IT project nventory

C. Ciriteria used to determine the benefits of projects

D. Skills and capabilities within the project management team

Answer: C



Explanation:
Section: Information System Acquisition, Development and Implementation

NEW QUESTION # 634

Due to a recent business divesture, an organization has limited IT resources to deliver critical projects.

Reviewing the IT staffing plan against which of the following would BEST guide IT management when estimating resource
requirements for future projects?

A. Peer organizational staffing benchmarks

B. Records of actual time spent on projects

C. Human resources sourcing strategy

D. Budgeted forecast for the next financial year

Answer: C

Explanation:
Section: Protection of Information Assets

NEW QUESTION # 635
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