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As we all know, through the judicial examination, you need to become a lawyer, when the teacher is need through the teachers'
qualification examinations. If you want to be an excellent elites in this line, you need to get the WGU Managing Cloud Security
(JY02) certification, thus it can be seen through the importance of qualification examination. Only through qualification examination,
has obtained the corresponding qualification certificate, we will be able to engage in related work, so the Managing-Cloud-Security
Test Torrent is to help people in a relatively short period of time a great important tool to pass the qualification test.

WGU Managing Cloud Security (JY02) Sample Questions (Q77-Q82):

NEW QUESTION # 77

An engineer needs to create segmentation using the built-in tools provided by the company's cloud provider.

The InfoSec team has given the engineer directions to limit traffic using a security group between two cloud deployments in the
organization. Which mechanisms should the engineer use to create this segmentation?

A. Ports and protocols

B. Unique identifiers and protocols
C. Definitions and protocols

D. MAC addresses and protocols

Answer: A

Explanation:

Cloudsecurity groupstypically filter traffic based onports and protocols. By allowing or denying specific port/protocol combinations,
engineers can control communication between deployments. For example, permitting HTTPS (TCP port 443) while blocking other
ports enforces segmentation.

MAC addresses are not used in cloud-level segmentation because they apply to physical networks. Unique identifiers and definitions
are not practical mechanisns for traffic filtering.

Using ports and protocols aligns with the principle of least privilege by ensuring that only necessary communication pathways exist.
In multi-deployment or hybrid cloud setups, this reduces the attack surface and prevents lateral movement by malicious actors.
Security groups thereby provide logical network segmentation without requiring physical infrastructure changes.

NEW QUESTION # 78
Which steps should an organization take to avoid risk when dealing with software licensing?

A. 1t should ensure it only uses closed-source licenses.

B. It should ensure it has the correct location to store licenses.
C. It should ensure it has the correct type of license.

D. It should ensure it only uses open-source licenses.

Answer: C

Explanation:

The primary safeguard against licensing risk is ensuring the organization has thecorrect type of license.

Software licenses define usage rights, limitations, and legal obligations. Using software outside of license terms can lead to legal
penalties, financial fines, and reputational damage.

Location of licenses is a management issue, not a risk control. Restricting usage to closed-source or open- source alone is not
practical, as both models require compliance with license agreements.

Correct licensing includes verifying user counts, subscription terms, geographic restrictions, and intended use.

It also nvolves monitoring for unauthorized installations and conducting regular audits. Proper license management ensures legal
compliance, cost control, and operational continuity.

NEW QUESTION # 79
A governmental data storage organization plans to relocate its primary North American data center to a new property with larger
acreage. Which defense should the organization deploy at this location to prevent vehicles from causing harm to the data center?

o A.Locks
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e B. Bollards
e C. Fences
e D. Cameras

Answer: B

Explanation:

Bollardsare physical barriers designed to prevent vehicles from ramming into or breaching secure facilities.

They are often placed at entrances, around perimeters, or in front of critical infrastructure like data centers.

Locks, cameras, and fences provide important physical security, but they cannot stop a high-speed vehicle from causing damage.
Cameras record activity, fences create boundaries, and locks secure access points, but only bollards physically block or mitigate
vehicle attacks.

Governmental and critical infrastructure sites commonly deploy bollards to protect against both accidental collisions and deliberate
vehicle-borne attacks. Combined with layered security measures-such as surveillance and fencing-they enhance resilience against
physical threats to sensitive data centers.

NEW QUESTION # 80
An organization is evaluating which cloud computing service model it should implement. It is considering either platform as a service
(PaaS) or software as a service (SaaS). Which risk associated with SaaS can the organization avoid by choosing PaaS?

A. Vendor lock-out
B. Vendor lock-in
C. Natural disaster
D. Personnel threat

Answer: B

Explanation:

WithSaaS, applications are delivered entirely by the provider, and customers have little to no control over the underlying platform or
data portability. This creates a higher risk ofvendor lock-in, as migrating away from one SaaS provider to another may require
reworking applications or losing features.

In contrast,PaaSgives customers more flexibility by allowing them to build, deploy, and manage their own applications while relying
on standardized frameworks and platforms. Because applications are customer- managed, switching providers or migrating
workloads can be easier compared to SaaS.

Vendor lock-out, personnel threats, and natural disasters are risks in any service model. The key differentiator here is portability and
flexibility. Choosing PaaS reduces dependence on a single provider's application features, thereby lowering vendor lock-in risk while
still offloading infrastructure management.

NEW QUESTION # 81

An organization consists of many divisions. Its leadership team has gathered the managers and key team members in each division to
help create a disaster recovery plan. It studies the type of natural events that commonly occur and the risk imvolved for each location
in which the organization has a data center. What is the leadership team doing in this scenario?

A. Running a disaster declaration process
B. Performing an asset inventory

C. Identifying the actions

D. Defining the disaster criteria

Answer: D

Explanation:

By analyzing natural events that could impact data centers and assessing the risks associated with each, the leadership team isdefining
the disaster criteria. This step determines what conditions or events qualify as disasters requiring activation of the recovery plan.

An asset inventory identifies systers, but here the focus is on external events. A disaster declaration process occurs during an actual
event, and identifying actions comes later when response strategies are created.

Defining disaster criteria is essential to avoid ambiguity during crises. It establishes thresholds such as

"category 4 hurricanes," "regional power outages exceeding 12 hours," or "seismic events over a set magnitude." Clear criteria ensure
consistent decision-making and timely activation of recovery procedures.
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