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HH #69

A network administrator is troubleshooting an outage at a remote site. The administrator examines the logs and determines that one
of the internet links at the site appears to be down. After the service provider confirms this information, the administrator fails over
traffic to the backup link. Which of the following should the administrator do next?

e A Document the lessons learned.
e B. Identify the problem.

o C. Verify full system functionality.
¢ D. Establish a plan of action.

IEf#: C

R -
After implementing the failover solution, you should confirm that all services and network paths are fully restored and operating
correctly before closing the ticket.

HMA #70

A network engineer adds a large group of servers to a screened subnet and configures them to use IPv6 only.

The servers need to seamlessly communicate with [Pv4 serverson the internal networks. Which of the following actions is the best
way to achieve this goal?

A. Set up a bridge between the screened subnet and internal networks to handle the conversion.

B. Add IPv6 to the network cards on the internal servers so they can communicate with the screened subnet.
C. Change the servers in the screened subnet from [Pv6 addresses to [Pv4 addresses.

D. Implement NAT64 on the router between the screened subnet and the internal network.

Ef#E: D
R

NAT64 provides automatic protocol translation between IPv6-only clients and IPv4-only servers at the router, letting your new
[Pv6-only servers commumicate seamlessly with existing IPv4 resources without changing their addresses.

B #T71
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A cafe uses a tablet-based point-of-sale system Customers are complaining that their food is taking too long to arrive. During an
investigation, the following is noticed:

Every kitchen printer did not print the orders.

Payments are processing correctly.

The cloud-based system has record of the orders.

This issue occurred when the cafe was busy.

Which of'the following is the best way to mitigate this issue?

¢ A Upgrading the kitchen printers' wireless dongles

¢ B. Adding an access point exclusively for the kitchen
¢ C. Assigning the kitchen printers static [P addresses
¢ D. Updating the application

IEf#: B

R -
By dedicating a separate Wi-Fi access point to the printers, you isolate their traffic from the customer-facing tablets. This prevents
congestion during busy periods, ensuring orders reliably print even when the main network is under heavy load.

H #72
An organization's Chief Technical Officer is concerned that changes to the network using IaC are causing unscheduled outages.
Which of the following best mitigates this risk?

A. Making code changes to the master branch

B. Forking the code repository before making changes
C. Adding review/approval steps to the CI/CD pipelines
D. Enforcing code review of the change by the author

Ef#: C

fERL:

Comprehensive and Detailed Explanation From Exact Extract:

The best way to prevent unscheduled outages caused by Infrastructure as Code (IaC) changes is to implement automated review
and approval gates in the CI/CD pipeline. This ensures that all changes undergo validation, peer review, testing, and possibly
approval from stakeholders before being deployed, thus reducing the likelihood of production-impacting issues.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "CI/CD Security and IaC Controls":
"Incorporating approval gates and automated validation into CI/CD pipelines helps detect misconfigurations and unauthorized
changes before deployment, reducing the risk of outages." Other options:

* A. Making changes directly to the master branch violates best practices.

* B. Self-review (by the author) lacks objectivity and fails peer validation.

* C. Forking creates a copy but does not introduce formal validation processes.

R #73

A network architect is designing a new network for a rural hospital system. Given the following requirements:
* Highly available

* Consistent data transmission

* Resilient to simultancous failures

Which of the following topologies should the architect use?

A. Star

B. Collapsed core
C. Mesh

D. Hub-and-spoke

Eff: C
L

Comprehensive and Detailed Explanation From Exact Extract:
A mesh topology provides multiple redundant paths between nodes. It offers the highest availability and fault tolerance by allowing



communication to continue even if one or more links or nodes fail. This is especially important in rural healthcare systems where
reliability and access to critical services are paramount.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Network Topologies and Redundancy Models":
"Mesh topologies provide optimal fault tolerance and support consistent data transmission through redundant links, ideal for mission-
critical systems." Other options:

* A. Collapsed core is cost-efficient but not fully redundant.

* B. Hub-and-spoke introduces a single point of failure at the hub.

* D. Star also relies on a central node and is not fault tolerant.

B #74
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