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GIAC Defending Advanced Threats Sample Questions (Q16-Q21):

NEW QUESTION # 16
Which of the following is a common persistence mechanism used by malware to ensure it runs afer system reboots?
Response:

¢ A. Modifying Windows Registry keys
¢ B. Disabling security services
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¢ (. Creating a new user account
¢ D. Deleting system logs

Answer: A

NEW QUESTION # 17

Which of'the following is NOT a common attack vector in compromising Kerberos authentication within an Active Directory
domain?

Response:

A. Silver Ticket

B. DNS Spoofing
C. Pass-the-Ticket
D. Golden Ticket

Answer: B

NEW QUESTION # 18
What role does role-based access control (RBAC) play in adhering to the least privilege principle?
Response:

A. Tt assigns user permissions based on the specific roles within an organization.
B. It restricts user access based solely on seniority within the company.

C. It automatically escalates user permissions when systems are underutilized.
D. It ensures that all users have the same baseline access for simplicity.

Answer: A

NEW QUESTION # 19

How can organizations effectively detect anomalies in outbound traffic to prevent data exfiltration?
(Choose Three)

Response:

A. Monitoring for unusual traffic patterns

B. Implementing strict external firewall rules

C. Using deep packet mnspection tools

D. Analyzing content for sensitive data signatures

Answer: A,C,D

NEW QUESTION # 20
Which of the following is a primary goal of the reconnaissance phase of a cyber attack?
Response:

A. To deny the target access to its network resources

B. To establish persistence on the target system

C. To encrypt the target's data

D. To gather as nuch information as possible about the target's infrastructure

Answer: D

NEW QUESTION # 21
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