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Splunk Enterprise Certified Architect Sample Questions (Q34-Q39):

NEW QUESTION # 34
Which of'the following is true for indexer cluster knowledge bundles?

A. Only app-name/default is pushed.

B. app-name/default and app-name/local are pushed without change.
C. Only app-name/local is pushed.

D. app-name/default and app-name/local are merged before pushing.
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Answer: D

Explanation:

According to the Splunk documentationl, indexer cluster knowledge bundles are the configuration files that the cluster master
distributes to the peer nodes as part of the cluster configuration bundle. The knowledge bundles contain the knowledge objects, such
as event types, tags, lookups, and so on, that are relevant for indexing and searching the data. The cluster master creates the
knowledge bundles by merging the app-name

/default and app-name/local directories from the apps that reside on the master node. The cluster master then pushes the knowledge
bundles to the peer nodes, where they reside under the SSPLUNK HOME/var/run directory2. The other options are false because:
* Only app-name/local is pushed. This is false because the cluster master pushes both the app-name

/default and app-name/local directories, after merging them, to the peer nodes. The app-name/local directory contains the local
customizations of the app configuration, while the app-name/default directory contains the default app configuration3.

* Only app-name/default is pushed. This is false because the cluster master pushes both the app-name

/default and app-name/local directories, after merging them, to the peer nodes. The app-name/default directory contains the default
app configuration, while the app-name/local directory contains the local customizations of the app configuration3.

* app-name/default and app-name/local are pushed without change. This is false because the cluster master merges the app-
name/default and app-name/local directories before pushing themto the peer nodes. This ensures that the peer nodes have the latest
and consistent configuration of the apps3.

NEW QUESTION # 35
Before users can use a KV store, an admin must create a collection. Where is a collection is defined?

A. kveollections.conf
B. collections.conf
C. kvstore.conf

D. collection.conf

Answer: B

NEW QUESTION # 36
To optimize the distribution of primary buckets; when does primary rebalancing automatically occur? (Select all that apply.)

A. Captain joins or rejoins cluster.

B. Master node rejoins the cluster.

C. A peer node joins or rejoins the cluster.
D. Rolling restart completes.

Answer: B,C,D

Explanation:

Explanation

Primary rebalancing automatically occurs when a rolling restart completes, a master node rejoins the cluster, or a peer node joins or
rejoins the cluster. These events can cause the distribution of primary buckets to become unbalanced, so the master node will initiate
a rebalancing process to ensure that each peer node has roughly the same number of primary buckets. Primary rebalancing does not
occur when a captain joins or rejoins the cluster, because the captain is a search head cluster component, not an indexer cluster
component. The captain is responsible for search head clustering, not indexer clustering

NEW QUESTION # 37
Which of the following server. conf stanzas indicates the Indexer Discovery feature has not been fully configured (restart pending) on
the Master Node?

e A
[indexer di scovépl}ﬁ
pass4SymmKey = $7$¥cX111lud4630Jbuid 49Ve295+mvx6gCKKvekf2zEaVB61e4DcZ318nLV1EW

Nk

e B



[clustering]
mode = master
pass4SymmKey = S7StYTsze+lr+3DULTHHDUTmYOthZJngﬁﬂﬁHﬂeRrJE20jSmicp9C3niO

e C.

[clustering]

mode = forwarder

pass4SymmEKey = S$ASPUASBHwwWE3IVz3UJARYGINOUrdscRh83ssC2pEpWEGP3gnS50iNFO94g==
all

. L [
[indexen isCovery]

pass4SymmKey = Jdldxdiscovery

e D
Answer: A

Explanation:

The Indexer Discovery feature enables forwarders to dynamically connect to the available peer nodes in an indexer cluster. To use
this feature, the manager node must be configured with the [indexer discovery] stanza and a pass4SymmKey value. The forwarders
must also be configured with the same pass4SymmKey value and the master uri of the manager node. The pass4SymmKey value
must be encrypted using the splunk

_encrypt command. Therefore, option A indicates that the Indexer Discovery feature has not been fully configured on the manager
node, because the pass4SymmKey value is not encrypted. The other options are not related to the Indexer Discovery feature.
Option B shows the configuration of a forwarder that is part of an indexer cluster. Option C shows the configuration of a manager
node that is part of an indexer cluster. Option D shows an invalid configuration of the [indexer discovery] stanza, because the
pass4SymmKey value is not encrypted and does not match the forwarders' pass4SymmKey value12

1: https://docs.splunk.comyDocumentation/Splunk/9. 1.2/Indexer/indexerdiscovery 2: httpsz/docs.sphunk.com
/Documentation/Sphunk/9.1.2/Security

/Secureyourconfigurationfiles#Encrypt the pass4SymmKey setting in_server.conf

NEW QUESTION # 38
Which of'the following statements describe search head clustering? (Select all that apply.)

A. A deployer is required.

B. At least three search heads are needed.

C. The deployer must have sufficient CPU and network resources to process service requests and push configurations.
D. Search heads must meet the high-performance reference server requirements.

Answer: A,B,C

Explanation:

Explanation

Search head clustering is a Splunk feature that allows a group of search heads to share configurations, apps, and knowledge objects,
and to provide high availability and scalability for searching. Search head clustering has the following characteristics:

* A deployer is required. A deployer is a Splunk instance that distributes the configurations and apps to the members of the search
head cluster. The deployer is not a member of the cluster, but a separate instance that communicates with the cluster master.

* At least three search heads are needed. A search head cluster must have at least three search heads to forma quorum and to
ensure high availability. Ifthe cluster has less than three search heads, it cannot function properly and will enter a degraded mode.

* The deployer must have sufficient CPU and network resources to process service requests and push configurations. The deployer
is responsible for handling the requests from the cluster master and the cluster members, and for pushing the configurations and apps
to the cluster members. Therefore, the deployer must have enough CPU and network resources to perform these tasks efficiently
and reliably.

Search heads do not need to meet the high-performance reference server requirements, as this is not a mandatory condition for
search head clustering. The high-performance reference server requirements are only recommended for optimal performance and
scalability of Splunk deployments, but they are not enforced by Sphunk.

NEW QUESTION # 39
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