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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q72-Q77):

NEW QUESTION # 72

You are developing a custom fuzzer for a proprietary protocol. Which of the following steps should you take to maximize code
coverage during fuzzing?

Response:

A. Randomly generate inputs without any knowledge of the protocol

B. Avoid any form of input mutation

C. Use protocol-specific mutations and track coverage with dynamic analysis tools
D. Rely solely on predefined inputs from previous tests

Answer: C

NEW QUESTION # 73

Which two techniques are commonly used to obflscate shellcode?
(Choose Two)

Response:

A. XOR encoding

B. Base64 encoding

C. Disabling error logging
D. Using clear text payloads

Answer: A,B

NEW QUESTION # 74
In the context of a stack overflow, what does the term "NOP sled" refer to?
Response:

A. A method for encrypting payload

B. A series of no-operation instructions preceding shellcode
C. A debugging tool to track stack usage

D. A type of error handling code

Answer: B

NEW QUESTION # 75
How can a penetration tester exploit weak hash finctions in a cryptographic system?
Response:

A. By generating hash collisions

B. By performing a MITM attack
C. By brute-forcing the hash

D. By reverse engineering the hash

Answer: A

NEW QUESTION # 76

In Scapy, how is a simple ARP request constructed?
(Choose Two)

Response:

o A send(ARP(pdst="192.168.1.1")



e B. ARP()

e C. arping()
e D. ARP(pdst="192.168.1.1")

Answer: AD

NEW QUESTION # 77
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