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Topic 1: Configure Flow Virtual Networking

- Configure Virtual Networking Components

1. VPCs (Virtual Private Clouds)
2. External Connectivity (Gateways)
3. Logical Networks and Subnets

- Network Segmentation

1. Overlay Networking
2. Isolation and Connectivity Policies

Topic 2: Configure Flow Network Security

- Security Enforcement

1. Address Groups
2. Allow/Deny Rules
3. Service Groups

- Security Policies

1. Microsegmentation
2. Application Security Policies
3. Flow Rules

Topic 3: Troubleshoot Flow Virtual Networking

- Connectivity Issues

1. Gateway Troubleshooting
2. MTU and Encapsulation Issues
3. Network Connectivity Validation

- Flow Policy Troubleshooting

1. External Path Analysis
2. Policy Hit Counters
3. Flow Visualization and Logs
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Nutanix Certified Professional - Network and Security (NCP-NS) 7.5 Sample
Questions (Q16-Q21):
NEW QUESTION # 16 
Users have recently reported intermittent connectivity issues and slower-than-usual application performance for a Nutanix cluster to
an administrator. The administrator needs to identify the root cause of these issues by analyzing the health of the infrastructure
components. What action should the administrator take first to diagnose the root cause of the problem?

A. Review cluster health status, checking for any warnings or alerts relevant to the performance issues.
B. Reboot the Nutanix cluster nodes to clear any potential performance-related cache or memory issues.
C. Rebalance virtual machines across the cluster to balance resource load and improve performance.
D. Enable network QoS to prioritize the performance of critical applications.

Answer: A

Explanation:
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The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is A, meaning "Review cluster health status, checking for any warnings or
alerts relevant to the performance issues.". The winning option is the one tied to the native Nutanix object or control that governs the
outcome described in the scenario. This is a Flow policy design question, so categories, secured entities, rule direction, policy mode,
and policy precedence matter more than simple IP connectivity assumptions. A strong exam habit is to ask which Nutanix construct
would have to change for the symptom or requirement to change. That mental shortcut usually separates the real answer from
distractors that mention generic networking steps, disruptive resets, or unrelated configuration objects. Notice that B does not fit
because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here. C does not
fit because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here. Seen
operationally, the correct response is the least.

NEW QUESTION # 17 
Which policy mode records traffic without enforcing rule actions?

A. Enforce
B. Monitor
C. Save
D. Isolate

Answer: B

Explanation:
The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is B, meaning "Monitor". The winning option is the one tied to the native
Nutanix object or control that governs the outcome described in the scenario. This is a Flow policy design question, so categories,
secured entities, rule direction, policy mode, and policy precedence matter more than simple IP connectivity assumptions.
Notice that A does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the
outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing
the outcome here. In practice, administrators who anchor their decisions to Prism Central constructs-such as VPCs, external
networks, ERPs, categories, and policy modes-arrive at the correct answer faster and avoid unnecessary changes.

NEW QUESTION # 18 
An administrator has a VPC with a single active gateway node that successfully peers with an external router using a single BGP GW
and session. To eliminate a single point of failure, the administrator deploys a second BGP gateway to the VPC. After the second
gateway is added and shows a healthy state, the external router still only sees a single BGP session. What is the most likely reason
for the second session not being established on the external router?

A. Network Security Groups are blocking BGP traffic from the second gateway's IP address.
B. The external router needs BGP peering configuration pointing to the IP address of the first gateway node.
C. The BGP Hold-down timer on the external router is set too high.
D. The second BGP gateway requires a BGP session configured to peer with the external router.

Answer: D

Explanation:
The most professional way to evaluate this question is to map the symptom to the Nutanix feature responsible for that function rather
than reacting to secondary details in the prompt. The correct response is D, meaning
"The second BGP gateway requires a BGP session configured to peer with the external router.". With BGP in Flow Virtual
Networking, route exchange depends on both gateway objects and a correctly defined peering session. A healthy gateway alone is
not enough; the session, peer parameters, and advertised prefixes must all align. Operationally, Flow Virtual Networking should be
checked from the control plane outward: gateway health, peering state, route advertisement, ERP coverage, external path, and MTU
when encapsulation is involved. By contrast, A does not fit because it targets a different layer of the Nutanix networking and security
stack than the one causing the outcome here. B does not fit because it targets a different layer of the Nutanix networking and security
stack than the one causing the outcome here. The key takeaway is that Flow is intentionally modular. Networking objects determine
reachability, security objects determine permission, and lifecycle steps determine supportability. Mixing those layers usually produces
the distractor answers..



NEW QUESTION # 19 
An enterprise has deployed a VPC called FinanceVPC using Nutanix Flow Virtual Networking. The Finance team needs the
following connectivity: Internal servers in the VPC must reach an on-premises corporate data- center via a point-to-point encrypted
link. Some servers in the VPC must also access the public internet with source NAT and receive inbound access via floating IPs.
The corporate network uses overlapping IP space with other VPCs in the environment, so address translation is necessary for those
workloads. The networking design must support routing via BGP for future site expansions and provide low-latency north-south
connectivity. Which actions should the administrator take to satisfy this requirement?

A. Use a No-NAT External Network for the on-premises link and a NAT External Network for Internet access. Configure a
VPN tunnel to the on-premises location and enable BGP on the VPC router for the on-premises link.
B. Use two No-NAT External Networks-one for the on-prem link and one for Internet access; configure static routes for
both without NAT.
C. Use a single NAT External Network for both the on-prem link and Internet access; configure a default route to the
external network and enable SNAT and floating IPs for all traffic.
D. Use a single No-NAT External Network for both on-prem and Internet access; configure BGP and direct routing out to
the internet without NAT.

Answer: A

Explanation:
The most professional way to evaluate this question is to map the symptom to the Nutanix feature responsible for that function rather
than reacting to secondary details in the prompt. The correct response is C, meaning
"Use a No-NAT External Network for the on-premises link and a NAT External Network for Internet access.
Configure a VPN tunnel to the on-premises location and enable BGP on the VPC router for the on-premises link.". A Floating IP is
the normal mechanism for exposing a workload in an overlay-backed VPC to external clients. It preserves internal VM addressing
while publishing a reachable external address through the VPC's north-south path. Externally Routable Prefixes determine which
overlay prefixes are advertised beyond the VPC. If the ERP does not cover the workload subnet, upstream devices never learn a
valid return path, even when the local VPC appears healthy. In practice, this falls into virtual network design: VPC structure, subnet
type, external network behavior, routing intent, and address exposure are what determine the result. A strong exam habit is to ask
which Nutanix construct would have to change for the symptom or requirement to change. That mental shortcut usually separates the
real.

NEW QUESTION # 20 
An administrator is configuring a Nutanix environment for Flow Network Security Next-Gen. Where should the MTU be set to
ensure that Geneve encapsulation overhead is properly accounted for?

A. On the AHV host's physical network interfaces
B. On the upstream virtual router
C. On the CVM's virtual network interfaces
D. On the virtual switch within Prism Central

Answer: A

Explanation:
From a Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is B, meaning
"On the AHV host's physical network interfaces". MTU planning matters because encapsulation adds overhead. When overlay,
Geneve, VXLAN, or IPSec is present, a path that looks healthy at 1500 bytes can still fragment or drop larger frames unless the
underlay and endpoints are sized correctly. This is a Flow policy design question, so categories, secured entities, rule direction,
policy mode, and policy precedence matter more than simple IP connectivity assumptions. By contrast, A does not fit because it
targets a different layer of the Nutanix networking and security stack than the one causing the outcome here. C does not fit because
it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here. The key takeaway is
that Flow is intentionally modular. Networking objects determine reachability, security objects determine permission, and lifecycle
steps determine supportability. Mixing those layers usually produces the distractor answers. A strong exam habit is to ask which
Nutanix construct would have to.

NEW QUESTION # 21
......
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