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HAE #34
Which two pieces of mformation can the diagnose test authserver ldap command provide? (Choose two.)

e A Itdisplays the LDAP groups found for the user
e B. It displays whether the admin bind user credentials are correct
e C. It displays whether the user credentials are correct
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e D. It displays the LDAP codes returned by the LDAP server

de: CD
Y.
Explanation

According to the FortiGate CLI Reference Guide, "The diagnose test authserver Idap command tests LDAP authentication with a
specific LDAP server. The command displays whether the user credentials are correct and whether the user belongs to any groups
that match a firewall policy. The command also displays the LDAP codes returned by the LDAP server." Therefore, options B and
C are true because they describe the information that the diagnose test authserver ldap command can provide. Option A is false
because the command does not display whether the admin bind user credentials are correct, but rather whether the user credentials
are correct. Option D is false because the command does not display the LDAP groups found for the user, but rather whether the
user belongs to any groups that match a firewall policy.

HE #35
Youare setting up an SSID (VAP) to perform RADIUS-authenticated dynamic VLAN allocation.
Which three RADIUS attributes must be supplied by the RADIUS server to enable successful VLAN allocation? (Choose three.)

A. Tunnel-MediumType

B. Tunnel-Pvt-Group-1D

C. Tunnel-Type

D. Tunnel-Preference

E. Tunnel-Private-Group-1D

HE. AB,C

2 #36
Refer to the exhibit showing a network topology and SSID settings. FortiGate is configured to use an external captive portal.
However, wireless users are not able to see the captive portal login page.
‘Which configuration change should the administrator make to fix the problem?
F:RBRTHIE
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¢ A Enable the captive-portal-exempt option in the firewall policy with the ID 12.
¢ B. Add the FortiAuthenticator and WindowsAD address objects as exempt destinations services.



¢ (. Remove the guest.portal user group in the firewall policy with the ID 12.
¢ D. Enable NAT in the firewall policy with the ID 13.

HE: B

Y.

According to the exhibit, the network topology and SSID settings show that FortiGate is configured to use an external captive portal
hosted on FortiAuthenticator, which is connected to a Windows AD server for user authentication. However, wireless users are not
able to see the captive portal login page, which means that they are not redirected to the external captive portal URL. Therefore,
option B is true because adding the FortiAuthenticator and WindowsAD address objects as exempt destinations services will allow
the wireless users to access the external captive portal URL without being blocked by the firewall policy.

EE #37
Refer to the exhibit
config vpn certificate ocsp-server
edit “FAC"™
set u 2560"
s&at C
ser
nex
end
config vpn certificate. seftting

wnable
optians-server =
Eau;:-se:x-e:ﬁ:!ﬁ_HTIrIET
ocsp-check enable
end
config user peer
edit "student
set ca "CA_Cert_l
next
end

-

Examine the sections of the configuration shown in the output
‘What action will FortiGate take when verifying the student certificate through OCSP?

A. Consider the student certificate status as valid if the OCSP server is unreachable

B. Use the OCSP URL included in the student certificate to verify the student certificate

C. Not verify the OCSP server certificate

D. Reject the student certificate if the OCSP server replies that the student certificate status is unknown

HE: B

Y.

Explanation

According to the exhibit, the FortiGate configuration has ocsp-status enabled and ocsp-option set to certificate.

This means that FortiGate will uise OCSP to verify the revocation status of certificates presented by clients. According to the
FortiGate Administration Guide2, "If you select certificate, FortiGate uses an OCSP URL included in a certificate to verify that
certificate." Therefore, option C is true because it describes what action FortiGate will take when verifying the student certificate
through OCSP. Option A is false because FortiGate will not reject the student certificate if the OCSP server replies that the student
certificate status is unknown, but rather accept it as valid. Option B is false because FortiGate will verify the OCSPserver certificate
by default, unless strict-ocsp-check is disabled. Option D is false because FortiGate will not consider the student certificate status as
valid if the OCSP server is unreachable, but rather reject it as invalid.

EE #38
Refer to the exhibits.

Examine the LDAP server configuration and output shown in the exhibits.



S T I E Y
Note that the Distinguished Name and Username settings on the LDAP server configuration have been expanded to display their full
contents.
An LDAP user named student cannot authenticate. While testing the student account, the admmistrator gets the CLI output shown in
the exhibit.
According to the output, which FortiGate LDAP server settings must the administrator check?

A. Username

B. Distinguished Name

C. Bind Type

D. Common Name Identifier
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