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ECCouncil Certified Threat Intelligence Analyst Sample Questions (Q67-
Q72):

NEW QUESTION # 67

Sam works as an analyst in an organization named InfoTech Security. He was asked to collect information from various threat
mtelligence sources. In meeting the deadline, he forgot to verify the threat intelligence sources and used data from an open-source
data provider, who offered it at a very low cost. Through it was beneficial at the initial stage but relying on such data providers can
produce unreliable data and noise putting the organization network into risk.

What mistake Sam did that led to this situation?

A. Samdid not use the proper standardization formats for representing threat data.
B. Samused unreliable intelligence sources.

C. Samused data without context.

D. Samdid not use the proper technology to use or consume the information.

Answer: B
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Explanation:

Sam's mistake was using threat intelligence from sources that he did not verify for reliability. Relying on intelligence from unverified or
unreliable sources can lead to the incorporation of inaccurate, outdated, or irrelevant information into the organization's threat
ntelligence program. This can result in "noise," which refers to irrelevant or false information that can distract from real threats, and
potentially put the organization's network at risk. Verifying the credibility and reliability of intelligence sources is crucial to ensure that
the data used for making security decisions is accurate and actionable.

References:

"Best Practices for Threat Intelligence Sharing," by FIRST (Forum of Incident Response and Security Tearns)

"Evaluating Cyber Threat Intelligence Sources," by Jon DiMaggio, SANS Institute InfoSec Reading Room

NEW QUESTION # 68

An analyst wants to disseminate the information effectively so that the consumers can acquire and benefit out of the intelligence.
Which of the following criteria must an analyst consider in order to make the intelligence concise, to the point, accurate, and easily
understandable and must consist of a right balance between tables, narrative, numbers, graphics, and multimedia?

A. The right content

B. The right order

C. The right presentation
D. The right time

Answer: C

Explanation:

For mtelligence to be effectively dissemmated and utilized by consumrers, it must be presented in a manner that is concise, accurate,
easily understandable, and engaging. This involves a careful balance of narrative, numerical data, tables, graphics, and potentially
multimedia elements to convey the information clearly and compellingly. The right presentation takes into account the preferences
and needs of the intelligence consumers, as well as the context andurgency of the information. By focusing on how the intelligence is
presented, the analyst ensures that the content is not only consumed but also actionable, facilitating informed decision-making,

NEW QUESTION # 69
In which of the following attacks does the attacker exploit vulnerabilities in a computer application before the software developer can
release a patch for them?

A. Distributed network attack
B. Active online attack

C. Zero-day attack

D. Advanced persistent attack

Answer: C

Explanation:

A zero-day attack exploits vulnerabilities in software or hardware that are unknown to the vendor or for which a patch has not yet
been released. These attacks are particularly dangerous because they take advantage of the window of time between the
wvulnerability's discovery and the availability of a fix, leaving systems exposed to potential exploitation. Zero-day attacks require a
proactive and comprehensive approach to security, including the use of advanced threat detection systems and threat intelligence to
identify and mitigate potential threats before they can be exploited.References:

* "Understanding Zero-Day Exploits," by MITRE

* "Zero-Day Threats: What They Are and How to Protect Against Them," by Symantec

NEW QUESTION # 70

During the process of threat intelligence analysis, John, a threat analyst, successfllly extracted an indication of adversary's
information, such as Modus operandi, tools, communication channels, and forensics evasion strategies used by adversaries.
Identify the type of threat intelligence analysis is performed by John.

e A Tactical threat intelligence analysis
e B. Operational threat intelligence analysis
e (. Technical threat intelligence analysis



¢ D. Strategic threat intelligence analysis

Answer: A

NEW QUESTION # 71

Bob, a threat analyst, works in an organization named TechTop. He was asked to collect intelligence to fulfil the needs and
requirements of the Red Tam present within the organization.

Which of'the following are the needs of a RedTeam?

A. Intelligence extracted latest attacks analysis on similar organizations, which includes details about latest threats and TTPs
B. Intelligence that reveals risks related to various strategic business decisions

C. Intelligence on latest vulnerabilities, threat actors, and their tactics, techniques, and procedures (TTPs)

D. Intelligence related to increased attacks targeting a particular software or operating system vulnerability

Answer: C

NEW QUESTION # 72
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