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¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
FEw 21 authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

e Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
NEy 22 implementing zero-touch provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisims, managing
FEy 23 FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring
tools for wireless connectivity.

e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
FEY 2 4 policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling,
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B #110
Which CLI command enables FortiLink on port] ofa FortiGate for FortiSwitch management?
Response:

A. set fortilink enable

B. edit port1

C. config system interface
D. All of the above

IEf#: D

=R #111

Which of the following are benefits of using FortiAIOps in large campus environments?
(Choose two)

Response:

A. Predictive alerting and diagnostics

B. Increased log retention

C. Faster mean time to resolution (MTTR)
D. License pooling

EME: AL C

HMR #112
What default port is used for FortiAuthenticator to send syslog messages over UDP?
Response:

A0
B. 1
C.2
D.3

EfE: A

HM #113
Refer to the exhibits which show the FortiSwitch and FortiGate interface configurations.
FortiSwitch VLAN configuration
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‘Which two statements describe how port2 handles tagged and untagged traffic? (Choose two.) Response:

A. Port2 accepts ingress tagged traffic for VLAN IDs 4091 and 4093 only.

B. Port2 tags egress traffic for VLAN 100.

C. Port2 assigns ingress untagged traffic to VLAN 100.

D. Port2 accepts ingress untagged traffic for VLAN IDs 100, 4091, and 4093 only.

IE%: A\ C

R #114
You configure FortiAuthenticator syslog to a remote FortiAnalyzer. What additional feature becomes available with this integration?
Response:

A. Log Analytics and Reports

B. Certificate Authority Management
C. RADIUS Dictionary Customization
D. Local Authentication Proxy

Ef: A
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