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Fortinet FCSS_EFW_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

Topic 2

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

Topic 3

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Topic 4
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Topic 5

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.
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Unlike other kinds of exam files which take several days to wait for delivery from the date of making a purchase, our
FCSS_EFW_AD-7.6 study materials can offer you immediate delivery after you have paid for them. The moment you money has
been transferred to our account, and our system will send our FCSS_EFW_AD-7.6training dumps to your mail boxes so that you
can download FCSS_EFW_AD-7.6 exam questions directly. It is fast and convenient out of your imagination.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q16-Q21):
NEW QUESTION # 16 
What does the command set forward-domain <domain_ID> in a transparent VDOM interface do?

A. It restricts the interface to managing traffic only from the specified VLAN, effectively segregating network traffic.
B. It isolates traffic within a specific VLAN by assigning a broadcast domain to an interface based on the VLAN ID.
C. It assigns a unique domain ID to the interface, allowing it to operate across multiple VLANs within the same VDOM.
D. It configures the interface to prioritize traffic based on the domain ID, enhancing quality of service for specified VLANs.

Answer: B

Explanation:
In a transparent mode Virtual Domain (VDOM) configuration, FortiGate operates as a Layer 2 bridge rather than performing Layer
3 routing. The set forward-domain <domain_ID> command is used to control how traffic is forwarded between interfaces within the
same transparent VDOM.
A forward-domain acts as a broadcast domain, meaning only interfaces with the same forward-domain ID can exchange traffic. This
setting is commonly used to separate different VLANs or network segments within the transparent VDOM while still allowing
FortiGate to apply security policies.

NEW QUESTION # 17 
Refer to the exhibit, which shows an enterprise network connected to an internet service provider.
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An administrator must configure a loopback as a BGP source to connect to the ISP.
Which two commands are required to establish the connection? (Choose two.)

A. ebgp-enforce-multihop
B. ibgp-enforce-multihop
C. recursive-next-hop
D. update-source

Answer: A,D

Explanation:
When configuring a loopback interface as the BGP source for connecting to an ISP, two important settings must be applied:
1. Enable EBGP Multihop (ebgp-enforce-multihop)
BGP normally expects directly connected neighbors, but since the ISP and FortiGate A are using loopback interfaces, packets will
not be sent directly between their physical interfaces.

The ebgp-enforce-multihop command allows BGP to form an eBGP peering over multiple hops.



2. Set the Update Source (update-source)
Since FortiGate is using a loopback interface as the source, the update-source command ensures that BGP updates originate from
the loopback interface rather than a physical interface.

This is essential because BGP peers must match the source IP with the configured neighbor address.

NEW QUESTION # 18 
A company that acquired multiple branches across different countries needs to install new FortiGate devices on each of those
branches. However, the IT staff lacks sufficient knowledge to implement the initial configuration on the FortiGate devices.
Which three approaches can the company take to successfully deploy advanced initial configurations on remote branches? (Choose
three.)



A. Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices.
B. Use provisioning templates and install configuration settings at the device layer.
C. Use the Global ADOM to deploy global object configurations to each FortiGate device.
D. Use metadata variables to dynamically assign values according to each FortiGate device.
E. Apply Jinja in the FortiManager scripts for large-scale and advanced deployments.

Answer: A,B,D

Explanation:
Use metadata variables to dynamically assign values according to each FortiGate device:
Metadata variables in FortiManager allow device-specific configurations to be dynamically assigned without manually configuring
each FortiGate. This is especially useful when deploying multiple devices with similar base configurations.
Use provisioning templates and install configuration settings at the device layer:
Provisioning templates in FortiManager provide a structured way to configure FortiGate devices. These templates can define
interfaces, policies, and settings, ensuring that each device is correctly configured upon deployment.
Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices:
Zero-Touch Provisioning (ZTP) and Local Touch Provisioning (LTP) help automate the deployment of FortiGate devices. By adding
devices as model devices in FortiManager, configurations can be pushed automatically when devices connect for the first time,
reducing manual effort.

NEW QUESTION # 19 
Refer to the exhibit, which shows a partial troubleshooting command output.

An administrator is extensively using IPsec on FortiGate. Many tunnels show information similar to the output shown in the exhibit.
What can the administrator conclude?

A. Only the inbound IPsec SA is copied to the NPU.
B. IPsec SAs cannot be offloaded.
C. The two IPsec SAs, inbound and outbound, are copied to the NPU.
D. Only the outbound IPsec SA is copied to the NPU.

Answer: C

Explanation:
The diagnose vpn tunnel list name Hub2Spoke1 command output provides key information about the offloading status of an IPsec
VPN tunnel to the Network Processing Unit (NPU).
# npu_flag=20:
# This flag indicates that both inbound and outbound IPsec Security Associations (SAs) have been offloaded to the NPU, meaning
the VPN traffic is processed in hardware instead of the CPU.
# npu_rgwy=10.10.2.2 and npu_lgwy=10.10.1.1:
# These IPs represent the remote gateway (rgwy) and local gateway (lgwy), confirming that the tunnel is successfully offloaded.
# npu_selid=1:
# This value means the session selector for the NPU offloaded SA is active.
Since both inbound and outbound SAs are offloaded, the administrator can conclude that the FortiGate NPU is handling IPsec
encryption and decryption efficiently, reducing CPU load and improving VPN performance.

NEW QUESTION # 20 
How will configuring set tcp-mss-sender and set tcp-mss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

A. The administrator must consider the payload size of the packet and the size of the IP header to configure a correct value in



the firewall policy.
B. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.
C. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.
D. The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured in
the firewall policy.

Answer: C

Explanation:
The set tcp-mss-sender and set tcp-mss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
Segment Size (MSS) of TCP packets.
This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.
# set tcp-mss-sender adjusts the MSS value for outgoing TCP traffic.
# set tcp-mss-receiver adjusts the MSS value for incoming TCP traffic.
This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

NEW QUESTION # 21
......
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