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最新的 Cloud Security Engineer CloudSec-Pro 免費考試真題 (Q208-Q213):
問題  #208 
A security team has a requirement to ensure the environment is scanned for vulnerabilities. What are three options for configuring
vulnerability policies? (Choose three.)

A. individual actions based on package type
B. individual grace periods for each severity level
C. apply policy only when vendor fix is available
D. customize message on blocked requests
E. output verbosity for blocked requests

答案：A,B,C

解題說明：
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute
/vulnerability_management/vuln_management_rules
Configuring vulnerability policies within Prisma Cloud involves several options that cater to different aspects of vulnerability
management and policy enforcement. Options A, C, and D are valid configurations for vulnerability policies:
A). Individual actions based on package type allow for tailored responses to vulnerabilities found in specific types of software
packages, enabling more granular control over the remediation process.
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C). Applying policies only when a vendor fix is available helps prioritize the remediation of vulnerabilities for which a patch or update
has been released by the software vendor, ensuring efficient use of resources in addressing the most actionable security issues.
D). Setting individual grace periods for each severity level allows organizations to define different time frames for addressing
vulnerabilities based on their severity, enabling a prioritized and risk-based approach to vulnerability management.
These configurations support a comprehensive vulnerability management strategy by allowing customization and prioritization based
on the nature of the vulnerability, the availability of fixes, and the risk level associated with each vulnerability.

問題  #209 
Which two attributes of policies can be fetched using API? (Choose two.)

A. policy violation
B. policy label
C. policy signature
D. policy mode

答案：B,D

解題說明：
Using the Prisma Cloud API, users can fetch various attributes of policies, including the policy label (Option A) and policy mode
(Option C). The policy label helps in categorizing and organizing policies, while the policy mode determines how the policy is
enforced (e.g., alert, enforce). The policy signature (Option B) is not a standard attribute exposed via the API for fetching, as it
relates more to the internal identification and handling of policies. The policy violation (Option D) is an outcome or event resulting
from a policy breach, not an attribute of the policy itself that can be fetched via the API.

問題  #210 
In which Console menu would an administrator verify whether a custom compliance check is failing or passing?

A. Defend > Compliance
B. Container Security > Compliance
C. Custom > Compliance
D. Monitor > Compliance

答案：D

解題說明：
In Prisma Cloud, the "Monitor > Compliance" menu is the centralized location where administrators can verify the status of custom
compliance checks, along with predefined compliance standards and frameworks.
This section provides a comprehensive view of the organization's compliance posture, displaying whether specific compliance checks
are passing or failing. It allows for detailed insights into compliance status across cloud environments, helping administrators identify
areas of non-compliance, understand the reasons behind compliance failures, and take corrective actions to address any identified
issues.

問題  #211 
Order the steps involved in onboarding an AWS Account for use with Data Security feature.

答案：

解題說明：

Explanation:
1 -Create Stack
2 - Ener SNS Topic in Cloudtrail
3 - Create Cloudtrail with S3 as Storage
4 - Enter RoleARN and SNSARN
https://docs.prismacloud.io/en/classic/cspm-admin-guide/prisma-cloud-data-security/enable-data-security- module/enable-data-
security-for-aws-org-account



問題  #212 
Prisma Cloud cannot integrate which of the following secrets managers?

A. IBM Secret Manager
B. HashiCorp Vault
C. AzureKey Vault
D. AWS Secret Manager

答案：A

解題說明：
Prisma Cloud integrates with various secret managers to manage sensitive information such as passwords, tokens, and keys.
However, it cannot integrate with IBM Secret Manager. The other options, Azure Key Vault, HashiCorp Vault, and AWS Secret
Manager, are supported for integration with Prisma Cloud, providing secure storage and handling of secrets.

問題  #213
......
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