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Topic 1
WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage
requirements, roaming considerations, and common proprietary features in wireless networks.

Topic 2
Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF
signal characteristics and the functionality of RF antennas.

Topic 3
RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
features of validation tools, and common wireless issues.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q111-
Q116):
NEW QUESTION # 111 
You are troubleshooting a client issue on a Windows laptop. The laptop can see and connect to 2.4 GHz APs, but is does not even
see 5 GHz APs. While evaluating the issue, you determine that this problem is happening for all of the laptops of this model in the
organization. Several other tablets connect on channel 48 and channel
52 in the same work areas. What is the likely problem?

A. The clients are configured to use WPA and 5 GHz channels only support WPA2.
B. The access points are configured to disallow 5 GHz.
C. The client drivers are faulty and should be upgraded.
D. The antennas in the laptop have insufficient gain to detect the 5 GHz signals.

Answer: C

Explanation:
The client drivers are faulty and should be upgraded is the likely problem for the laptop that can see and connect to 2.4 GHz APs,
but does not even see 5 GHz APs. The client drivers are the software components that enable the wireless adapter of the laptop to
communicate with the operating system and the network. The client drivers are responsible for scanning the available wireless
channels, detecting and connecting to the access points, negotiating the security and data rate parameters, and transmitting and
receiving data frames. If the client drivers are faulty, outdated, or incompatible, they may cause various issues with the wireless
performance and functionality, such as low data rates, poor signal strength, frequent disconnections, or inability to see or connect to
certain access points or channels.
One of the possible causes of faulty client drivers is that they do not support or recognize some of the features or standards of the
802.11ac technology, such as wider channel bandwidths, higher modulation schemes, or DFS (Dynamic Frequency Selection)
channels. This could explain why the laptop can see and connect to 2.4 GHz APs, but not 5 GHz APs, as 802.11ac operates only in
the 5 GHz band and uses channels that are wider (up to 160 MHz) and higher (up to channel 165) than those used by previous
standards. Moreover, some of the
5 GHz channels are subject to DFS rules, which require the access points and client stations to monitor and avoid using channels that
are occupied by radar systems or other primary users. If the client drivers do not support or comply with DFS rules, they may not
be able to see or connect to access points that use DFS channels.
To solve this problem, the client drivers should be upgraded to the latest version that supports and is compatible with 802.11ac
features and standards. This can be done by downloading and installing the updated driver software from the manufacturer's website
or using a device manager tool. Upgrading the client drivers may also improve other aspects of wireless performance and
functionality, such as data rates, signal strength, security, and stability. References: 1, Chapter 12, page 493; 2, Section 8.1

NEW QUESTION # 112 
When an ACK frame is not received by the transmitting STA, what is assumed?

A. The receiver is offline
B. The frame was correctly delivered
C. The frame was not delivered and must be retransmitted
D. The receiver processed the frame, but did not respond with an ACK frame because 802.11w is enabled

Answer: C



Explanation:
An ACK (Acknowledgement) frame is a short control frame that is sent by the receiver of a data or management frame to confirm
that the frame was received correctly. The ACK frame is sent after a SIFS (Short Interframe Space) interval, which is the shortest
time gap between frames in 802.11. If the transmitter does not receive an ACK frame within a specified time, it assumes that the
frame was not delivered and must be retransmitted. This is part of the 802.11 reliability mechanism that ensures reliable data delivery
over an unreliable wireless medium . References: [CWNA-109 Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 209;
[CWNA-109Study Guide], Chapter 5: IEEE 802.11 Medium Access, page 203.

NEW QUESTION # 113 
What is always required to establish a high quality 2.4 GHz RF link at a distance of 3 miles (5 kilometers)?

A. Grid antennas ateach endpoint
B. A minimum antenna gain of 11 dBi at both endpoints
C. A Fresnel Zone that is at least 60% clear of obstructions
D. Minimum output power level of 2 W

Answer: C

Explanation:
What is always required to establish a high quality 2.4 GHz RF link at a distance of 3 miles (5 kilometers) is a Fresnel Zone that is at
least 60% clear of obstructions. The Fresnel Zone is an elliptical-shaped area around the line-of-sight path between two antennas
that reflects and refracts the RF waves. The Fresnel Zone radius depends on the frequency of the RF signal and the distance
between the antennas. For optimal performance, the Fresnel Zone should be at least 60% clear of any obstructions that may cause
interference, attenuation, or multipath fading. The minimum output power level, antenna gain, and antenna type may vary depending
on the environmental conditions and regulatory constraints, but they are not always required for a high quality RF link. References:
[CWNP Certified Wireless Network Administrator Official Study Guide: Exam CWNA-
109], page 75; [CWNA: Certified Wireless Network Administrator Official Study Guide: Exam CWNA-109], page 65.

NEW QUESTION # 114 
You are deploying a WLAN monitoring solution that utilizes distributed sensor devices. Where should sensors be deployed for best
results? Choose the single best answer.

A. Above the plenum on each floor
B. In critical areas where WLAN performance must be high
C. In switching closets
D. Every 5 meters and alongside each AP

Answer: B

Explanation:
Sensors should be deployed in critical areas where WLAN performance must be high for best results when using a WLAN
monitoring solution that utilizes distributed sensor devices. A WLAN monitoring solution is a system that collects, analyzes, and
reports on the status and performance of a WLAN. A WLAN monitoring solution can use different methods to gather data from the
WLAN, such as embedded software agents, external hardware probes, or distributed sensor devices. Distributed sensor devices
are dedicated devices that are deployed throughout the WLAN coverage area to monitor the wireless traffic and environment.
Distributed sensor devices can perform various functions, such as scanning the spectrum, capturing wireless frames, measuring signal
quality, detecting rogue access points, testing connectivity, and generating alerts.
Distributed sensor devices can provide more accurate and comprehensive data than other methods, but they also require more
planning and deployment costs. Therefore, it is important to deploy sensors strategically in critical areas where WLAN performance
must be high, such as high-density zones, high-priority applications, or high-security locations. By deploying sensors in critical areas,
the WLAN monitoring solution can ensure optimal WLAN performance and reliability in those areas and identify and resolve any
issues or problems that may arise. The other options are not the best places to deploy sensors for best results. Deploying sensors in
switching closets is not effective because sensors need to be close to the wireless medium to monitor it properly. Deploying sensors
every 5 meters and alongside each AP is not efficient because sensors may overlap or interfere with each other and cause
unnecessary redundancy or complexity. Deploying sensors above the plenum on each floor is not practical because sensors may not
capture the wireless traffic and environment accurately due to attenuation or reflection from the ceiling materials or objects.
References: CWNA-109 Study Guide, Chapter 14: Troubleshooting Wireless LANs, page 4831



NEW QUESTION # 115 
A client STA must choose the best AP for connectivity. As part of the evaluation, it must verify compatible data rates. What can the
client STA use to verify that an AP supports the same data rates that it supports?

A. Data frames sent between the AP and current clients STAs
B. Beacon frames transmitted by the AP
C. Authentication frames transmitted by the other client STAs
D. Probe request frames transmitted by other client STAs

Answer: B

Explanation:
The client STA can use Beacon frames transmitted by the AP to verify that an AP supports the same data rates that it supports.
Beacon frames are management frames that are periodically broadcasted by the APs to announce their presence, capabilities, and
parameters. Oneof the information elements contained in the Beacon frames is the Supported Rates or Extended Supported Rates,
which lists the data rates that the AP can use for communication. The client STA can compare its own data rates with those
advertised by the AP to determine if they are compatible. Data frames, authentication frames, and probe request frames do not
contain information about data rates. References: [CWNP Certified Wireless Network Administrator Official Study Guide:
ExamCWNA-109], page 133; [CWNA: Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page
123.

NEW QUESTION # 116
......
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