Fortinet NSES_FNC_AD-7.65:#xf K& : Fortinet NSE
5 - FortiNAC-F 7.6 Administrator - JPTestKing5 & - &
LEERHE ANV — 0 THEFT 3

- Killtest
d :

EnREs /o

RS : HEEOMEE
/)Y — 2D BIEH

b, COF ) 7OF T, 10EEICHzY 7 v & L TNSES FNC AD-7.688E&R 21/ED £ L 12,
NSE5 FNC AD-7.6fE &R A& b MM 22 EETT. 2L T Blbd+oamMAN2/FE->T. ¥o¢&
NSE5 FNC AD-7.68fE &R OB W #A T & §. Folzc 5 ONSES FNC AD-7.680 B &R # R L 72 5 .
NSE5 FNC AD-7.6:ABRC B L L A2 D Z 0T T . Eh 6. B ONSES FNC AD-7.6488E &kl % B < i
ALZL D!

Zhig. 5B DONSE5 FNC AD-7.67 A F Dl ARG ABEFRER *BATIROFETT. #E@Y BRI
E 0. RFOFATUEOERNSB o . Y LRBREMC & 0. PHEL TSRS L. RN % EH
BT & &3, NSES FNC AD-7.6ABOEREIIEL WM ERT LI TH L EEORBHEDE LA %2 S
N—T&5d. RBONFLFERMCMSZZ N TE LT, Fortinet NSE5_FNC_AD-7.6:8 B 5 D H i & B %
EvAR—L. ABRKAS 2 EBKCHAB T2 L8 TEE T,

>>NSE5_FNC_AD-7.6% 37 xt 5% f & <<

NSE5_FNC_AD-7.6f& 18 2: 5 & NSE5_FNC_AD-7.65% it [ & £

TXTOM AN NSE5 FNC AD-7.658C D HCXBER LN TH Y, $1HE5DF v ) 7RRILDOZ L %
o> TwE 3. NSES FNC AD-7.6EHMEOFmOERB T — b F v 70 RBIC AL . BIFAHE2E T 20
CRIMDBE, FVROEF Y YT, SVROAEEBIIENTEET. Al 5OHFFANSES FNC AD-7.64 1
NERHE . BBTONSES FNC AD-7.67 A OB EBIZEDIFEAE EHWBL THWET. B IOHHFTMH
BOICELELIDEROLLTVEZ LS, REMODBERL DO L DX Y YTOREDHIVZHEBTL & Do

Fortinet NSE 5 - FortiNAC-F 7.6 Administrator 58 € NSE5_FNC_AD-7.6 5
B FRE (Q46-Q51):

HMA #46
‘When configuring FortiNAC-F to manage FortiGate VPN users, an endpoint compliance policy must be created for the integration.
Why is the endpoint compliance policy necessary for this type of integration?

e A To validate the VPN client being used

¢ B. To validate the VPN user credentials

e C. To designate the required agent type

e D. To confirm the installed endpoint certificate

EM: C
bt

The integration of FortiNAC-F with FortiGate VPN requires a specific policy workflow to bridge the gap between initial user
authentication and full network access. When a user connects to the VPN, the FortiGate typically provides the User ID and IP
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address, but FortiNAC-F requires a MAC address to uniquely identify and manage the endpoint's record.

According to the FortiGate VPN Integration Guide, the Endpoint Compliance Policy is a mandatory component of this setup
because it is used to designate the required agent type.

Because a VPN connection is Layer 3, FortiNAC cannot "see" the MAC address through traditional SNMP or L2 polling. The
compliance policy instructs the system to present a Captive Portal to the remote user, requiring them to download and run either the
Persistent or Dissolvable Agent. The agent then reports the device's MAC address back to FortiNAC, allowing the system to
correlate the VPN session with a host record.

Once the agent is running and the MAC is known, FortiNAC-F can evaluate the device's security posture (if scanning is configured)
and send the necessary FSSO tags back to the FortiGate to lift the nitial network restrictions. Without the compliance policy to
enforce the agent requirement, the connection would remain in an isolated "TP-only" state with no unique hardware identity.

"The Endpoint Compliance Policy is necessary to control the agent requirement for VPN users.

Create a default VPN Endpoint Compliance Policy to distribute an agent via captive portal for isolated machines. This policy allows
the admmnistrator to designate the required agent type (Persistent or Dissolvable) that will be used to collect the hardware (MAC)
address and perform health scans on the remote endpoint."

B #47
Which group type can have members added directly from the FortiNAC Control Manager?

A. Device

B. Host

C. Port

D. Administrator

Ef#: D

HM #48

An administrator wants to create a conference manager administrator account but would like to limit the number of conference
accounts that can be generated to 30.

Which statement about conference accounts is true?

¢ A. The administrator can set a maximum of 30 conference accounts in the administrative profile for the conference manager.

¢ B. In FortiNAC-F, conference accounts can be limited by multiples of 25, so the conference administrator could create 50
accouns.

e C. The conference account limit is defined in the onboarding conference portal.

e D. Conference account limits are defined in the conference guest and contractor template.

EfE: A

fiR .-

In FortiNAC-F, the Conference Manager is a specialized administrative role designed for delegated administration, often used by
receptionists or event organizers to create temporary guest accounts. To maintain security and prevent the over-provisioning of
credentials, FortiNAC-F allows for granular restrictions on these accounts.

According to the FortiNAC-F Administration Guide regarding Administrative Profiles, when an administrator creates a profile for a
Conference Manager, they can define specific "Account Limits." Under the profile settings (located in System > Settings > Admin
Profiles), there 1s a field specifically for "Max Accounts." By entering "30" into this field, the administrator ensures that any user
assigned to this profile cannot exceed 30 active conference accounts at any given time.

This setting is distinct from the Portal configuration or the Guest templates. While templates define the type of account (e.g., duration
and access level), the Administrative Profile defines the capabilities and limitations of the person creating those accounts. This
ensures that even if a guest template allows for unlimited registrations, the specific administrator is physically restricted by the system
from generating more than the allotted 30.

"Administrative Profiles define what an administrator can see and do within the system. For delegated administration roles like the
Conference Manager, the "Max Accounts' field in the Administrative Profile is used to specify the maximum number of accounts the
user is permitted to create. Once this limit is reached, the user will be unable to generate additional accounts until existing ones expire
or are deleted."

HR #49
A network administrator is troubleshooting a network access issue for a specific host. The administrator suspects the host is being



assigned a different network access policy than expected.
Where would the administrator look to identify which network access policy, if any, is being applied to a particular host?

A. The Connections view

B. The Port Properties view of the hosts port
C. The Policy Logs view

D. The Policy Details view for the host

IEf#: D

TR

‘When troubleshooting network access in FortiNAC-F, it is often necessary to verify exactly why a host has been granted a specific
level of access. Since FortiNAC-F evaluates policies from the top down and assigns access based on the first match, an
administrator needs a clear way to see the results of this evaluation for a specific live endpoint.

The Policy Details (C) view is the designated tool for this purpose. By navigating to the Hosts > Hosts (or Adapter View) in the
Administration U, an administrator can search for the specific MAC address or IP of the host in question. Right-clicking on the host
record reveals a context menu from which Policy Details can be selected. This view provides a real-time "look" into the policy
engine's decision for that specific host, showing the Network Access Policy that was matched, the User/Host Profile that triggered
the match, and the resulting Network Access Configuration (VLAN/ACL) currently applied.

HM #50
When creating a user or host profile, which three criteria can you apply? (Choose three.)

A. Host or user group memberships
B. Location

C. An applied access policy

D. Host or user attributes

E. Adapter current VLAN

iIFf#: A. B. D

fEEL:

The User/Host Profile is the primary mechanism in FortiNAC-F for identifying and categorizing endpoints to determine their level of
network access. According to the FortiNAC-F Administration Guide, a profile is built using a combination of criteria that define
"Who" is connecting, "What" device they are using, and "Where" they are located on the network.

The three main categories of criteria available in the configuration are:

Host or User Attributes (B): This includes specific details such as the host's operating system, the user’s role (e.g., Employee,
Contractor), or custom attributes assigned to the record.

Host or User Group Memberships (A): Profiles can be configured to match endpoints that are members of specific internal
FortiNAC groups or synchronized directory groups (like LDAP or Active Directory groups). This allows for broad policy
application based on organizational structure.

Location (E): The "Where" component allows administrators to restrict a profile match to specific physical or logical areas of the
network, such as a particular switch, a group of ports, or a specific SSID.

R #51
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