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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q35-Q40):

NEW QUESTION # 35
Which two statements about metadata variables are true? (Choose two.)
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A. They can be used as variables in scripts

B. They apply only to non-firewall objects.

C. The metadata format is $<metadata_variabie name>.
D. You create them on FortiGate

Answer: A,C

Explanation:

Metadata variables in FortiGate are created to store metadata associated with different FortiGate features.

These variables can be used in various configurations and scripts to dynamically replace the variable with its actual value during
processing. A: You create metadata variables on FortiGate. They are used to store metadata for FortiGate features and can be
called upon in different configurations. D: They can be used as variables in scripts. Metadata variables are utilized within the scripts
to dynamically insert values as per the context when the script runs.

Fortinet FortiOS Handbook: CLI Reference

NEW QUESTION # 36
Refer to the exhibit, which shows a partial routing table.

Partial routing table F HI II IE I

Routing table for VRF=0
B* 0.0.0.0/0 [20/0] via 100.64.1.254 (recursive is directly copnected, portl), 00:03:58, (1/
C 10.1.0.0/24 is directly connected, port3
B 10.1.1.0/24 [200/0) wvia 172.16.1.2 (recursive is diredbly &onnected, tunnel 0), 00:03:25,
B 10.1.2.0/24 [200/0]) via 172.16.1.3 (recursive is difectly connected, tunnel_1), 00:03:25,
0 10.1.4.0/24 [110/2) wvia 10.1.0.100, port3, 00904:56,(1/0)
© 10.1.10.0/24 [110/2) wvia 10.1.0.1, port3, O0RO04:56, [1/0]
C 100.64.1.0/24 is directly connected, portl
C 100.64.2.0/24 is directly connected, port2
C 172.16.1.1/32 i=s diract .'-}" connectied, Illnlau:_ﬂ
iz directly copnéctad, tunnel 1
C 172.16.1.2/32 is directly, connécted, tunnel O
© 172.16.1.3/32 is directly connected, tunnsel 1
C 172.16.100.0/24 is directly connected, porteé

What two conclusions can you draw from the FortiGate output shown in the exhibit? (Choose two.)

A. FortiGate is not using the destination subnets of the quick mode selectors to populate the routing table.
B. net-device is disabled in the tunnel IPSec phase 1 configuration.

C. add-route is enabled in the tunnel IPSec phase 1 configuration.

D. FortiGate creates separate virtual interfaces for each VPN client.

Answer: A.B

NEW QUESTION # 37
Refer to the exhibit, which contains an ADVPN network diagram and a partial BGP configuration.
Network diagram



BGP AS 65100

Partial BGP configuration

Hub # show router

e—-as 65100

Which two parameters should you configure in config neighbor-range? (Choose two.)

A. set route-reflector-client enable

B. set prefix 10.1.0 255.255.254.0

C. set neighbor-group advpn

D. set prefix 172.16.1.0 255.255.255.0

Answer: C,D

Explanation:

In the ADVPN configuration for BGP, you should specify the prefix that the neighbors can advertise. Option A is correct as you
would configure the BGP network prefix that should be advertised to the neighbors, which matches the BGP network in the
diagram. Option C is also correct since you should reference the neighbor group configured for the ADVPN setup within the BGP
configuration.

https:/docs.fortinet.com/document/fortigate/6.4.4/cli-reference/557620/config-router-bgp

NEW QUESTION # 38
After enabling IPS you receive feedback about traffic being dropped.
‘What could be the reason?

A. Np-accel-mode is set to enable
B. Traffic-submit is set to disable
C. Fail-open is set to disable

D. IPS is configured to monitor



Answer: C
Explanation:
Fail-open is a feature that allows traffic to pass through the IPS sensor without inspection when the sensor fails or is overloaded. If

fail-open is set to disable, traffic will be dropped in such scenarios1. Reference: = IPS | FortiGate / FortiOS 7.2.3 - Fortinet
Documentation

NEW QUESTION # 39
~onr'1gq rou i OF
set as 65200

set router-id 17244d6.1.254
config neighbqif

edit 100,N64.1.254
set” remote-as

You want to configure a loopback as the OGP source.
Which two parameters must you set in the BGP configuration? (Choose two)

A. ebgp-enforce-multihop
B. ibgp-enfoce-multihop
C. recursive-next-hop

D. update-source

Answer: A,D

Explanation:

To configure a loopback as the BGP source, you need to set the "ebgp-enforce-multihop" and

"update-source" parameters in the BGP configuration. The "ebgp-enforce-multihop” allows EBGP connections to neighbor routers
that are not directly connected, while "update-source" specifies the IP address that should be used for the BGP session.
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