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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-
scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments

Topic 1

e CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills

of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
Topic 2 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

e CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,

Topic 3
ope Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.
¢ CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
Topic 4 include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,

DFARS, FAR, and the structure and requirements of CMMC V2.0, including self-assessments and
certification levels.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q145-Q150):

NEW QUESTION # 145
Which document BEST determines the existence of FCI and/or CUI in scoping an assessment with an OSC?

A. OSC Evidence

B. OSC POA&M

C. OSC SSpP

D. OSC Contract with DoD

Answer: D

NEW QUESTION # 146
In scopinga CMMC Level 1 Self-Assessment, it is determined that an ESP employee has access to FCI. What is the ESP
employee considered?

A. Out of scope

B. Assessment Team Member
C. OSC point of contact

D. In scope

Answer: D

NEW QUESTION # 147


https://www.practicevce.com/Cyber-AB/CMMC-CCP-practice-exam-dumps.html
https://www.prepawayete.com/Cyber-AB/CMMC-CCP-latest-exam-dumps.html

When assessing SI.L.2-3.14.6: Monitor communications for attack, the CCA mterviews the person responsible for the intrusion
detection system and examines relevant policies and procedures for monitoring organizational systers. What would be a possible
next step the CCA could conduct to gather sufficient evidence?

¢ A Interview the intrusion detection system's supplier.

¢ B. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on
intrusion detection and prevention systems.

¢ C. Conduct a penetration test

¢ D. Upload known malicious code and observe the system response.

Answer: B

Explanation:

Understanding SI.L.2-3.14.6: Monitor Commumnications for AttacksThe practiceSI.L.2-3.14.6fromNIST SP

800-171(aligned with CMMC Level 2) requires an organization tomonitor organizational communications for indicators of attack.
This typically includes:

#Intrusion Detection Systems (IDS)andIntrusion Prevention Systems (IPS)

#Log analysis and network monitoring

#Incident response planningfor detected threats

As part of aCMMC Level 2 assessment, theCertified CMMC Assessor (CCA)must ensure that theOSC (Organization Seeking
Certification)hasproperly implemented and documenteditsmonitoring capabilities.

* TheCCA must collect sufficient objective evidenceto determine compliance.

* Reviewing anartifact(such as system configurations, IDS/IPS logs, or security policies)helps validatethat mtrusion detection is
properly implemented.

* Configuration settings providedirect evidenceof whethermonitoring for attacksis effectively applied.

Why "Review an artifact to check key references for the configuration of the IDS or IPS" is Correct?

Breakdown of Answer ChoicesOption

Description

Correct?

A: Conduct a penetration test

#Incorrect-Penetration testing isnot requiredfor CMMC Level 2 assessments and falls outside an assessor's responsibilities.

B: Interview the intrusion detection system's supplier.

#Incorrect-Thesupplier does not determine compliance; the assessor needs evidence from theOSC's implementation.

C: Upload known malicious code and observe the system response.

#Incorrect-This would beinvasive testing, which isnot part of a CMMC assessment.

D: Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on intrusion
detection and prevention systemns.

#Correct - Reviewing system artifacts provides direct evidence of compliance with SL.1.2-3.14.6.

* NIST SP 800-171 SI.L2-3.14.6- Requires monitoring communications for attack indicators.

* CMMC Assessment Process Guide (CAP)- Describesartifact reviewas an essential assessment method.

Official References from CMMC 2.0 and NIST SP 800-171 DocumentationFinal Verification and ConclusionThe correct answer
isD. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on intrusion
detection and prevention systemns.

This aligns withCMMC 2.0 Level 2 assessment requirementsandSI1.1.2-3.14.6 compliance verification.

NEW QUESTION # 148
An organization's sales representative is tasked with entering FCI data into various fields within a spreadsheet on a company-issued
laptop. This laptop is an FCI Asset being used to:

A. process and transmit FCI.
B. store, process, and organize FCL
C. store, process, and transmit FCIL.
D. process and organize FCI.

Answer: C

NEW QUESTION # 149
Which document BEST determines the existence of FCI and/or CUI in scoping an assessment with an OSC?



A. OSC Evidence

B. OSC POA&M

C. OSC SSpP

D. OSC Contract with DoD

Answer: D

Explanation:

Understanding DFARS Clause 252.204-7012TheDefense Federal Acquisition Regulation Supplement (DFARS) clause 252.204-
7012is a mandatory cybersecurity clause required inall DoD contracts and solicitationsthat involveControlled Unclassified
Information (CUI).

Key Requirements of DFARS 252.204-7012#Implements NIST SP 800-171security controls for contractors handlingCUIL.
#Requirescyber incident reportingto theDoD Cyber Crime Center (DC3)within72 hours.

#Mandatesadequate security measuresto protectDoD information systerns.

#Applies toall DoD contracts, except for those exclusively acquiring COTS itemrs.

* Option A (Correct):DFARS 252.204-7012must be included in all DoD contracts and solicitationswhen CUI is involved.

* Option B (Incorrect):FAR Part 12 procedures apply tocommercial item acquisitions, but DFARS 7012 appliesregardless of
procurement procedures.

* Option C (Incorrect):Contractssolely for COTS (Commercial Off-the-Shelf) productsare exemptfiom DFARS 7012.

* Option D (Incorrect):COTS itenmssold without modificationsarenot requiredto include DFARS 7012.

* DFARS Clause 252.204-7012 (Safeguarding Covered Defense Information and Cyber Incident Reporting)

* NIST SP 800-171- The required cybersecurity standard for contractors under DFARS 7012.

‘Why "All DoD Solicitations and Contracts" is Correct?Official References from DoD and DFARS DocumentationFinal Verification
and Conclusion

NEW QUESTION # 150

With the rapid development of science and technology today, people's work can gradually be replaced by machines. If you are an
unemployed person, our study materials also should be the best choice for you. CMMC-CCP Quiz torrent can help you calm down
and learn more knowledge of it, and what most important is that our study materials can help you use the shortest time to reach to
the top of your career. What are you waiting for? Come and buy it now!
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