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H R #615
During audit follow-up, an IS auditor finds that a control has been implemented differently than
recommended. The auditor should:

A. compare the control to the action plan.

B. verify whether the control objectives are adequately addressed.
C. mform management about incorrect implementation.

D. report as a repeat finding,

IEf#: A

fi .-
Section: Protection of Information Assets

HR #0616

Software is considered malware based on:

A. its particular features.
B. its location.

C. the intent of the creator.
D. its compatibility.

E. None of'the choices.

IEf: C

RN -

Malware is software designed to infiltrate or damage a computer system without the owner's informed consent. Software is
considered malware based on the intent of the creator rather than any particular features. It includes computer viruses, woris, trojan
horses, spyware, adware, and other malicious and unwanted software.

HA #617
An organization has recently moved to an agile model for deploying custom code to its in-house accounting software system. When
reviewing the procedures in place for production code deployment, which of the following is the MOST significant security concern
to address?

A. Software vulnerability scanning is done on an ad hoc basis.

B. Change control does not include testing and approval from quality assurance (QA).
C. Production code deployment is not automated.

D. Current DevSecOps processes have not been independently verified.

IEf#: B

fEEH -

Explanation

Change control is the process of managing and documenting changes to an information system or its components. Change control
ains to ensure that changes are authorized, tested, approved, implemented, and reviewed in a controlled and consistent manner.
Change control is an essential part of ensuring the security, reliability, and quality of an information system.

Ore of the key elements of change control is testing and approval from quality assurance (QA). QA is the fimction that verifies that
the changes meet the requirements and specifications, comply with the standards and policies, and do not introduce any errors or
vulnerabilities. QA testing and approval provide assurance that the changes are fit for purpose, finction as expected, and do not
compromise the security or performance of the system.

An organization that has recently moved to an agile model for deploying custom code to its in-house accounting sofiware system
should still follow change control procedures, including QA testing and approval.

Agile development methods emphasize flexibility, speed, and collaboration, but they do not eliminate the need for quality and security
checks. In fact, agile methods can facilitate change control by enabling frequent and iterative testing and feedback throughout the
development cycle.



However, if change control does not include testing and approval from QA, this poses a significant security concern for the
organization. Without QA testing and approval, the changes may not be properly validated, verified, or evaluated before being
deployed to production. This could result in introducing bugs, defects, or vulnerabilities that could affect the functionality, availability,
integrity, or confidentiality of the accounting software system For exanple, a change could cause data corruption, performance
degradation, unauthorized access, or data leakage. These risks could have serious consequences for the organization's financial
operations, compliance obligations, reputation, or legal liabilities.

Therefore, change control that does not include testing and approval from QA is the most significant security concern to address
when reviewing the procedures in place for production code deployment in an agile model.

References:

Change Control - ISACA

Quality Assurance - [SACA

Agile Development - ISACA

10 Agile Software Development Security Concerns You Need to Know

M #018
An organization has shifted from a bottom-up approach to a top-down approach in the development of IT policies. This should
result n:

e A. amore comprehensive risk assessment plan.
e B. greater adherence to best practices.

e (. greater consistency across the organization.
¢ D. a synthesis of existing operational policies.

Ef#: C

L

A top-down approach to the development of IT policies typically involves setting goals at the top and then developing policies to
meet those goals. This type of approach results in greater consistency across the organization, as all policies are developed in
alignment with the overall goals. Additionally, this approach may result in greater adherence to best practices, as the policies are
developed with the organization's long-term goals in mind. It may also result in a synthesis of existing operational policies, as the
goals set at the top are used to develop a unified IT policy. Finally, it may also result in a more comprehensive risk assessment plan,
as all policies must be evaluated for their potential risks to the organization.

R #0619
A LAN administrator normally would be restricted from:

A. having end-user responsibilities.

B. having programming responsibilities.

C. being responsible for LAN security administration.
D. reporting to the end-user manager.

IEf#: B

AR :

Section: Protection of Information Assets

Explanation:

A LAN administrator should not have programming responsibilities but may have end- user responsibilities.
The LAN admnistrator may report to the director of the IPF or, in a decentralized operation, to the end-user
manager. In small organizations, the LAN administrator also may be responsible for security administration
over the LAN.

HR #620
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