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212-89 Unterlagen mit echte Prüfungsfragen der EC-COUNCIL
Zertifizierung
Die Zertifizierung der EC-COUNCIL 212-89 zu erwerben bedeutet mehr Möglichkeiten in der IT-Branche. Wir PrüfungFrage
haben schon reichliche Erfahrungen von der Entwicklung der EC-COUNCIL 212-89 Prüfungssoftware. Unsere Technik-Gruppe
verbessert beständig die Prüfungsunterlagen, um die Benutzer der EC-COUNCIL 212-89 Prüfungssoftware immer leichter die
Prüfung bestehen zu lassen.

EC-Council Certified Incident Handler (ECIH) ist ein Zertifizierungsprogramm, mit dem Einzelpersonen die erforderlichen
Fähigkeiten ausstatten, um verschiedene Arten von Sicherheitsvorfällen zu verarbeiten und auf sie zu reagieren. Das ECIH -
Programm wird vom American National Standards Institute (ANSI) global anerkannt und akkreditiert. Das Programm deckt unter
anderem ein breites Spektrum von Themen ab, einschließlich Vorfälle, Vorfälle, Vorfälle und Vorfälle. Der Kurs ist ideal dafür und
Sicherheitsexperten, die ihre Fähigkeiten im Umgang mit Sicherheitsvorfällen verbessern und auf Sicherheitsvorfälle reagieren
möchten.

EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) 212-89
Prüfungsfragen mit Lösungen (Q90-Q95):
90. Frage 
Bonney's system has been compromised by a gruesome malware.
What is the primary step that is advisable to Bonney in order to contain the malware incident from spreading?

A. Turn off the infected machine
B. Leave it to the network administrators to handle
C. Complaint to police in a formal way regarding the incident
D. Call the legal department in the organization and inform about the incident

Antwort: D

91. Frage 
Sam received an alert through an email monitoring tool indicating that their company was targeted by a phishing attack. After
analyzing the incident, Sam identified that most of the targets of the attack are high-profile executives of the company. What type of
phishing attack is this?

A. Spear phishing
B. Puddle phishing
C. Whaling
D. Pharming

Antwort: C

Begründung:
Whaling is a specific type of phishing attack that targets high-profile executives or individuals within an organization, often with the
intent to steal sensitive information or gain access to their accounts for financial fraud. The term "whaling" is used because it targets
the "big fish" of an organization. Given that Sam identified the targets of the attack as high-profile executives, the described scenario
is indicative of a whaling attack.
References:The ECIH v3 curriculum includes a section on different types of phishing attacks, including whaling, emphasizing the
strategies attackers use to target individuals based on their roles within an organization.

92. Frage 
Ensuring the integrity, confidentiality and availability of electronic protected health information of a patient is known as:

A. Health Insurance Portability and Privacy Act
B. Gramm-Leach-Bliley Act
C. Social Security Act
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D. Sarbanes-Oxley Act

Antwort: A

93. Frage 
CSIRT can be implemented at:

A. All the above
B. National, government and military level
C. Vendor level
D. Internal enterprise level

Antwort: A

94. Frage 
In which of the following confidentiality attacks attackers try to lure users by posing themselves as authorized AP by beaconing the
WLAN's SSID?

A. Session hijacking
B. Honeypot AP
C. Evil twin AP
D. Masqueradin

Antwort: C

Begründung:
In the described attack, where attackers pose as legitimate access points (APs) by beaconing the WLAN's SSID to lure users, the
attack is known as an Evil twin AP attack. This type of attack involves setting up a rogue AP with the same SSID as a legitimate
wireless access point, making it appear as an authorized network to users. Unsuspecting users may connect to this malicious AP,
allowing attackers to intercept sensitive information, conduct man-in-the-middle attacks, or distribute malware. The Evil twin AP
attack exploits the trust users have in known SSIDs to compromise their security.References:Incident Handler (ECIH v3)
certification materials discuss various confidentiality and network attacks, including Evil twin AP attacks, highlighting their
mechanisms and how to defend against them.

95. Frage
......
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