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¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying

1 | and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-

scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to

determine accurate scoping for assessments

¢ CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

FE2

¢ CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative

skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
F&E3 includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.
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Fi 8 #167

A company has a governiment services division and a commercial services division. The government services division interacts
exclusively with federal clients and regularly receives FCI. The commercial services division interacts exclusively with non-federal
clients and processes only publicly available information. For this company's CMMC Level 1 Self- Assessment, how should the
assets supporting the commercial services division be categorized?

A. Operational Technology Assets
B. Specialized Assets

C. FCI Assets

D. Out-of-Scope Assets

ZX: D
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Understanding CMMC Asset CategorizationTheCMMC 2.0 Scoping Guidedefines how assets are categorized based on their
involverment withFederal Contract Information (FCI)andControlled Unclassified Information (CUI).

In this scenario:

* Thegovernment services divisioninteracts withfederal clientsandreceives FCI, making its assetsin- scopefor CMMC Level 1.

* Thecommercial services divisioninteractsonly with non-federal clientsanddoes not handle FCI-this means its assets arenot subject
to CMMC Level 1 requirementsand should be classified asOut-of-Scope Assets.

CMMC 2.0 Definition of Out-of-Scope AssetsAs per theCMMC Scoping Guide, assets that:

#Do not store, process, or transmit FCI/CUIL

#Do not directly impact the security of in-scope assets

#Are conpletely segregated from the FCI/CUI environment

are classified asOut-of-Scope Assets.

Since thecommercial services divisiononly processespublicly available mformation and has no interaction with FCI, its assets areout-
of-scopefor CMMC Level 1 assessiment.

* A. FCI AssetsttIncorrect. FCI assets areonly those that store, process, or transmit FCI. The commercial services division
doesnothandle FCI, so its assets donotqualify.

* B. Specialized Assets#Incorrect. Specialized assets refer tolnternet of Things (IoT), Operational Technology (OT), and test
equipment. These donot applyto a general commercial services division.

* D. Operational Technology Assets#Incorrect.Operational Technology (OT) Assetsinvolveindustrial control systems, SCADA, and
manufacturing equipment-which are not relevant to this scenario.

Why the Other Answers Are Incorrect

* CMMC 2.0 Scoping Guide - Level 1 & Level 2

* CMMC Assessment Process (CAP) Document

CMMC Official ReferencesThus,option C (Out-of-Scope Assets) is the correct answerbased on official CMMC scoping guidance.
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In performing scoping, what should the assessor ensure that the scope of the assessment covers?

A. All assets regardless if they do or do not process, store, or transmit FCI/CUI

B. All entities, regardless of the line of business, associated with the organization

C. All assets processing, storing, or transmitting FCI/CUI and security protection assets
D. All assets documented in the business plan

ZER: C
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Scoping Requirements in CMMC Assessments TheCMMC 2.0 Scoping GuideandCMMC Assessment Process (CAP)
Documentclearly define what should be included in the scope of an assessment.

The assessment scope must cover:

* All assets that process, store, or transmit FCI/CUIL

* Security Protection Assets (ESP)- these assets help protect FCI/CUIL, such as firewalls, endpoint detection systens, and
encryption mechanisis.

Thus, thecorrect scope includes both:

#FCI/CUI Assets(Data storage, processing, or transmission assets)

#Security Protection Assets (ESP)(Firewalls, security tools, etc.)

* A. All assets documented in the business plan#Incorrect. Business plans may include assets unrelated to FCI/CUI, making this
scopetoo broad. Only assets relevant to FCI/CUI should be assessed.



* B. All assets regardless if they do or do not process, store, or transmit FCI/CUI#Incorrect. CMMC doesnotrequire organizations
to include assets thathave no connection to FCI/CUL

* C. All entities, regardless of the line of business, associated with the organizatior#Incorrect.Only the assets relevant to FCI/CUI or
security protection should be assessed. Unrelated business divisions (like a non-federal commercial division) areout-of-scope.

Why the Other Answers Are Incorrect

* CMMC 2.0 Scoping Guide - Level 1 & Level 2

* CMMC Assessment Process (CAP) Document

CMMC Official ReferencesThus,option D (All assets processing, storing, or transmitting FCI/CUI and security protection assets) is
the correct answeras per official CMMC assessiment scoping requirements.
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Which statement BEST describes the requirements for a C3PA0?

A. AC3PAO nust be accredited by DoD before being able to conduct assessments.

B. An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements.

C. A C3PAO must be authorized by CMMC-AB before being able to conduct assessments.
D. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements.

ZR: C

fE A -

Understanding C3PAO RequirementsACertified Third-Party Assessiment Organization (C3PAO)is an entityauthorized by the
CMMC Accreditation Body (CMMC-AB)to conductCMMC Level 2 Assessmentsfor organizations handlingControlled
Unclassified Information (CUI).

Key Requirements for a C3PAO to Conduct Assessments#Must be authorized by CMMC-AB before conducting assessments.
#Must meet CMMC-AB and DoD cybersecurity and process requirements.

#Must comply with ISO/IEC 17020 standards for inspection bodies.

#Must undergo a rigorous vetting process, including cybersecurity verification.

A). An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements # Incorrect C3PAQOs must comply with
CMMC-AB authorization requirementsbefore performing assessments.

While they must align withISO/IEC 17020, they donotnecessarily meet all requirements upfront.

B). An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements # Incorrect C3PAQOs are not accredited by
DoD; they areauthorized by CMMC-ABto perform assessments.

Accreditation follows full compliance with CMMC-AB and ISO/IEC 17020 requirements.

C). A C3PAO nust be accredited by DoD before being able to conduct assessments # Incorrect The DoD does not directly
accredit C3PAOs-CMMC-AB is responsible forauthorization and oversight.

D). A C3PAO nuwst be authorized by CMMC-AB before being able to conduct assessments # Correct CMMC-AB grants
authorization to C3PAQOs, allowing them to perform assessmentsonly after meeting specific requirements.

Why is the Correct Answer "D" (A C3PAO must be authorized by CMMC-AB before being able to conduct assessments)?
CMMC-AB Certified Third-Party Assessment Organization (C3PAO) Guidelines States thatC3PAOs must receive CMMC-AB
authorization before conducting assessments.

CMMC 2.0 Assessmrent Process (CAP) Document

Specifies that onlyC3PAQOs authorized by CMMC-AB can conduct official CMMC assessments.

ISO/IEC 17020 Compliance for C3PAOs

Defines theinspection body requirements for C3PAOs, which must be met for accreditation.

CMMC 2.0 References Supporting This Answer.

& #170
When a conflict of interest is unavoidable, a CCP should NOT:

A. Conceal it fromthe Assessment Team lead
B. Inform their organization

C. Disclose it to affected stakeholders

D. Take action to minimize its impact

BE: A

fRRE R -
CMMC Assessmment Process (CAP) and CMMC Code of Professional Conduct emphasize that conflicts of interest (COI) must be



disclosed and managed transparently. A Certified CMMC Professional (CCP) is required to:

* Inform their organization,

* Disclose the COI to the affected stakeholders, and

* Take reasonable steps to minimize the impact.

What they must NOT do is conceal it from the Assessment Team Lead or others. Concealing a COI violates the CMMC Code of
Professional Conduct and compromises the integrity of the assessment.

Reference Documents:

* CMMC Assessment Process (CAP), v1.0

* CMMC Code of Professional Conduct, CMMC-AB

R #171
‘Who makes the final determination of the assessment method used for each practice?

A. Lead Assessor
B. CCP

C. osc

D. Site Manager

ER: A
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