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Topic 1

Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use
FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The
focus is on leveraging analytics for operational visibility and strengthening the organization’s security
posture.

Topic 2

Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systems.

Topic 3

SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the fundamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.

Topic 4

SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q16-Q21):
NEW QUESTION # 16 
Which secure internet access (SIA) use case minimizes individual workstation or device setup, because you do not need to install
FortiClient on endpoints or configure explicit web proxy settings on web browser-based end points?

A. SIA for SSLVPN remote users
B. SIA for agentless remote users
C. SIA for inline-CASB users
D. SIA for site-based remote users

Answer: B

Explanation:
The Secure Internet Access (SIA) use case that minimizes individual workstation or device setup is SIA for agentless remote users.
This use case does not require installing FortiClient on endpoints or configuring explicit web proxy settings on web browser-based
endpoints, making it the simplest and most efficient deployment.
SIA for Agentless Remote Users:
Agentless deployment allows remote users to connect to the SIA service without needing to install any client software or configure
browser settings.
This approach reduces the setup and maintenance overhead for both users and administrators.
Minimized Setup:
Without the need for FortiClient installation or explicit proxy configuration, the deployment is straightforward and quick.
Users can securely access the internet with minimal disruption and administrative effort.
FortiOS 7.2 Administration Guide: Details on different SIA deployment use cases and configurations.
FortiSASE 23.2 Documentation: Explains how SIA for agentless remote users is implemented and the benefits it provides.

NEW QUESTION # 17 
When viewing the daily summary report generated by FortiSASE, the administrator notices that the report contains very little data.
What is a possible explanation for this almost empty report?



A. There are no security profile groups applied to all policies.
B. Digital experience monitoring is not configured.
C. Log allowed traffic is set to Security Events for all policies.
D. The web filter security profile is not set to Monitor.

Answer: C

Explanation:
The issue of an almost empty daily summary report in FortiSASE can often be traced back to how logging is configured within the
system. Specifically, if "Log Allowed Traffic" is set to "Security Events" for all policies, it means that only security-related events
(such as threats or anomalies) are being logged, while normal, allowed traffic is not being recorded. Since most traffic in a typical
network environment is allowed, this configuration would result in very little data being captured and subsequently reported in the
daily summary.
Here's a breakdown of why the other options are less likely to be the cause:
B . There are no security profile groups applied to all policies: While applying security profiles is important for comprehensive
protection, their absence does not directly affect the volume of data in reports unless specific logging settings are also misconfigured.
C . The web filter security profile is not set to Monitor: This option pertains specifically to web filtering activities. Even if web filtering
is not set to monitor mode, other types of traffic and logs should still populate the report.
D . Digital experience monitoring is not configured: Digital Experience Monitoring (DEM) focuses on user experience metrics rather
than general traffic logging. Its absence would not lead to an almost empty report.
To resolve this issue, administrators should review the logging settings across all policies and ensure that "Log Allowed Traffic" is
appropriately configured to capture the necessary data for reporting purposes.
Fortinet FCSS FortiSASE Documentation - Reporting and Logging Best Practices FortiSASE Administration Guide - Configuring
Logging Settings

NEW QUESTION # 18 
Refer to the exhibit.

The daily report for application usage for internet traffic shows an unusually high number of unknown applications by category.
What are two possible explanations for this? (Choose two.)

A. The inline-CASB application control profile does not have application categories set to Monitor.
B. The private access policy must be to set to log Security Events.
C. Certificate inspection is not being used to scan application traffic.
D. Deep inspection is not being used to scan traffic.

Answer: A,D



NEW QUESTION # 19 
Which service is included in a secure access service edge (SASE) solution, but not in a security service edge (SSE) solution?

A. SD-WAN
B. CASB
C. SWG
D. ZTNA

Answer: A

Explanation:
SD-WAN is a networking component included in a SASE solution but not in an SSE solution. SSE focuses solely on security
services (like ZTNA, SWG, and CASB), while SASE combines both networking (e.g., SD- WAN) and security into a unified
cloud-delivered service.

NEW QUESTION # 20 
Refer to the exhibit.



Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two.)

A. All files executed on a USB drive will be sent to FortiSandbox for analysis.
B. All files will be sent to a on-premises FortiSandbox for inspection.
C. FortiClient quarantines only infected files that FortiSandbox detects as medium level.
D. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.

Answer: A,D

Explanation:
The sandbox feature applies only to endpoints assigned this profile, and the configuration explicitly enables the submission of all files
executed from removable media (like USB drives) to FortiSandbox for analysis.

NEW QUESTION # 21
......
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