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Ping Identity Certified Professional - PingAccess Sample Questions (Q59-
Q64):
NEW QUESTION # 59 
What is the purpose of thepa.operational.modeconfiguration setting?

A. To determine if a cluster node is enabled or disabled
B. To determine whether a server is a development or production server
C. To determine the role the server performs in a cluster
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D. To determine if a server should participate in cluster replication

Answer: C

Explanation:
Thepa.operational.modeproperty inrun.propertiesdefines therole of the nodein a PingAccess deployment (e.
g.,STANDALONE,CLUSTERED_CONSOLE,CLUSTERED_CONSOLE_REPLICA,ENGINE).
Exact Extract:
"Thepa.operational.modeproperty determines the role of the server in the cluster, such as standalone, console, console replica, or
engine."
* Option Ais incorrect - replication is implicit in certain roles, not controlled directly.
* Option Bis correct - the setting specifies whether the node is admin console, replica, or engine.
* Option Cis incorrect - development vs production is not a function of this setting.
* Option Dis incorrect - it does not enable/disable nodes.
Reference:PingAccess Administration Guide -run.properties

NEW QUESTION # 60 
PingAccess will terminate SSL for multiple proxied applications that share thecustomer.comURL domain.
The administrator needs different ways to minimize the number of SSL certificates to manage these user- facing applications.
What are two ways this requirement can be met? (Choose 2 answers.)

A. Assign a wildcard certificate to the Agent Listener
B. Assign a wildcard certificate to the Engine Listener
C. Assign a Subject Alternative Name Certificate to the Engine Listener
D. Assign a Subject Alternative Name Certificate to the Agent Listener
E. Assign unique Key Pairs to each Virtual Host

Answer: B,C

Explanation:
PingAccess usesEngine Listenersfor SSL termination of proxied applications. To minimize the number of certificates, administrators
can:
* Use awildcard certificate(e.g.,*.customer.com) on the engine listener.
* Use aSubject Alternative Name (SAN) certificatethat covers multiple FQDNs under thecustomer.
comdomain.
Exact Extract:
"PingAccess engine listeners can use certificates containing either wildcard entries or Subject Alternative Names to secure multiple
applications under a single domain."
* Option Ais incorrect - assigning unique key pairs increases, not decreases, certificate management overhead.
* Option Bis correct - a wildcard certificate covers all subdomains (e.g.,app1.customer.com,app2.
customer.com).
* Option Cis correct - a SAN certificate lists multiple FQDNs explicitly.
* Option Dis incorrect - agent listeners don't handle SSL termination for proxied apps.
* Option Eis incorrect for the same reason - agent listeners aren't used for SSL.
Reference:PingAccess Administration Guide -Certificates and Engine Listeners

NEW QUESTION # 61 
A business requires logs to be written to a centralized Oracle database. Which two actions must the PingAccess administrator take
to enable this? (Choose 2 answers.)

A. Import the database certificate into the Trusted Certificate Group.
B. Enable the Audit flag in the Resource.
C. Remove the logs located in PA_HOME/log.
D. Copy the database driver JAR file to the PA_HOME/lib directory.
E. Configure log4j2.xml and log4j2.db.properties.

Answer: D,E

Explanation:



PingAccess supports logging directly to a relational database usingLog4j database appenders. To enable this:
* Configurelog4j2.xmlto use a JDBC Appender.
* Configurelog4j2.db.propertieswith the database connection information.
* Provide the appropriate database driver in thePA_HOME/libdirectory.
Exact Extract:
"To log to a database, configure log4j2.xml and log4j2.db.properties, and place the JDBC driver JAR file in PA_HOME/lib."
* Option Ais correct - both files must be configured.
* Option Bis incorrect - existing logs do not need removal.
* Option Cis incorrect - enabling audit is unrelated to database logging.
* Option Dis correct - the Oracle JDBC driver must be installed in PA_HOME/lib.
* Option Eis incorrect unless TLS is used to connect to the DB, but it is not required for standard DB logging setup.
Reference:PingAccess Administration Guide -Log Configuration

NEW QUESTION # 62 
An administrator needs to support SLO (Single Logout) for a protected web application. What must be configured in a PingAccess
Web Session in this situation?

A. Idle timeout
B. Refresh User Attributes
C. SLO scope
D. Validate Session

Answer: C

Explanation:
To enableSingle Logout (SLO), theSLO scopemust be defined in the PingAccess Web Session configuration. This determines which
sessions are ended when a logout request occurs.
Exact Extract:
"The SLO scope option in a web session specifies which applications are included in a logout event when Single Logout is
triggered."
* Option A (SLO scope)is correct; it explicitly enables SLO support by linking session termination across apps.
* Option B (Idle timeout)is unrelated; this controls session expiration, not SLO.
* Option C (Validate Session)ensures session state is synchronized but does not configure SLO.
* Option D (Refresh User Attributes)is unrelated; it only controls whether attributes are reloaded.
Reference:PingAccess Administration Guide -Configuring Web Sessions

NEW QUESTION # 63 
Any user who accesses an application must be insalesunless the user is amanager in the marketing department. The administrator
creates the following web session rules:
* (A) Look for department = sales
* (B) Look for department = marketing
* (C) Look for job_title = manager
Which additional actions should be taken to properly enforce this requirement?

A. Create a Rule Set (D) to accept ALL (A) # Create a Rule Set (E) to accept ANY (B) (C) # Create a Rule Set Group (F)
to accept ALL (D) (E) # Add Rule Set Group (F) to the resource
B. Create a Rule Set (D) to accept ANY (A) (B) (C) # Add Rule Set (D) to the resource
C. Create a Rule Set (D) to accept ANY (A) # Create a Rule Set (E) to accept ALL (B) (C) # Create a Rule Set Group (F)
to accept ANY (D) (E) # Add Rule Set Group (F) to the resource
D. Create a Rule Set (D) to accept ALL (A) (B AND C) # Add Rule Set (D) to the resource

Answer: C

Explanation:
The requirement is:
* Allow access ifuser is in sales
* OR ifuser is in marketing AND is a manager
This is logically represented as:
(A) OR (B AND C)



To configure this in PingAccess:
* Rule Set (D) = ANY (A)
* Rule Set (E) = ALL (B, C)
* Rule Set Group (F) = ANY (D, E)
* Assign Group (F) to the resource
This exactly matchesOption D.
* Option Ais incorrect - requires both A and (B AND C), which is stricter than the requirement.
* Option Bis incorrect - ANY(A, B, C) would allow users in marketing or managers without requiring both.
* Option Cis incorrect - it uses ALL(D, E), which would require both conditions instead of OR.
* Option Dis correct - it models (A OR (B AND C)).
Reference:PingAccess Administration Guide -Rule Sets and Rule Set Groups

NEW QUESTION # 64
......
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