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In this version, you don't need an active internet connection to use the CISM practice test software. This software mimics the style of
real test so that users find out pattern of the real test and kill the exam anxiety. Pass4guide offline practice exam is customizable and
users can change questions and duration of Certified Information Security Manager (CISM) mock tests. All the given practice
questions in the desktop software are identical to the Certified Information Security Manager (CISM) actual test.

ISACA Certified Information Security Manager Sample Questions (Q302-
Q307):
NEW QUESTION # 302 
Which of the following is an example of a deterrent control?

A. An intrusion detection system (IDS)
B. Periodic data restoration
C. Segregation of responsibilities
D. A warning banner

Answer: D

NEW QUESTION # 303 
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Which of the following is the MOST appropriate method of ensuring password strength in a large organization?

A. Attempt to reset several passwords to weaker values
B. Sample a subset of users and request their passwords for review
C. Review general security settings on each platform
D. Install code to capture passwords for periodic audit

Answer: C

Explanation:
Reviewing general security settings on each platform will be the most efficient method for determining password strength while not
compromising the integrity of the passwords. Attempting to reset several passwords to weaker values may not highlight certain
weaknesses. Installing code to capture passwords for periodic audit, and sampling a subset of users and requesting their passwords
for review, would compromise the integrity of the passwords.

NEW QUESTION # 304 
Which of the following is the BEST way to obtain organization-wide support for an information security program?

A. Develop security performance metrics.
B. Mandate regular security awareness training.
C. Prioritize security initiatives based on IT strategy.
D. Position security as a business enabler.

Answer: D

Explanation:
Positioning security as a business enabler is the BEST way to obtain organization-wide support for an information security program,
because it helps to demonstrate the value and benefits of security to the organization's strategic objectives, performance, and
reputation. By aligning security with the business goals and needs, the information security manager can gain the buy-in and
commitment of senior management and other stakeholders, and foster a positive security culture across the organization.
Reference =
CISM Review Manual, 16th Edition, ISACA, 2020, p. 37: "The information security manager should position information security
as a business enabler that supports the achievement of the enterprise's business objectives and adds value to the enterprise." CISM
Review Manual, 16th Edition, ISACA, 2020, p. 39: "The information security manager should communicate the value and benefits
of information security to senior management and other stakeholders to obtain their support and commitment for the information
security program." CISM Review Manual, 16th Edition, ISACA, 2020, p. 40: "The information security manager should promote a
positive security culture within the enterprise by influencing the behavior and attitude of employees and other parties toward
information security."

NEW QUESTION # 305 
Which of the following MUST be defined in order for an information security manager to evaluate the appropriateness of controls
currently in place?

A. Risk appetite
B. Security standards
C. Security policy
D. Risk management framework

Answer: A

NEW QUESTION # 306 
What is the MOST cost-effective method of identifying new vendor vulnerabilities?

A. Periodic vulnerability assessments performed by consultants
B. Intrusion prevention software
C. External vulnerability reporting sources
D. honey pots located in the DMZ



Answer: C

Explanation:
Section: INFORMATION SECURITY PROGRAM MANAGEMENT
Explanation:
External vulnerability sources are going to be the most cost-effective method of identifying these vulnerabilities. The cost involved in
choices B and C would be much higher, especially if performed at regular intervals. Honeypots would not identify all vendor
vulnerabilities. In addition, honeypots located in the DMZ can create a security risk if the production network is not well protected
from traffic from compromised honey pots.

NEW QUESTION # 307
......

You will not only get familiar with the Certified Information Security Manager (CISM) exam environment but also enhance your time
management skills which will be quite helpful in the final CISM certification exam. The CISM desktop practice test software will
install on your Windows-based computer and laptop. Very easy to install and provide a user-friendly interface to CISM Exam
candidates. Whereas the CISM web-based practice test software is concerned, it is a browser-based application that works with all
the latest browsers.
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