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Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q64-Q69):

NEW QUESTION # 64
Refer to the exhibit. Which two statements are true about the routing entries in this database table? (Choose two.)
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FortiGate routing database

Local-FortiGate # get router info routing-table database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - CSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - Is-1S, L1 - 1S-1S level-l1l, L2 - 1S-IS level=2, ia - IS-IS inter area
V - BGP VPNv4

> = selected route, * - FIB roureyyp”- stale info

=RTINET

Routing table for VRF=0
0.0.0.0/0 [20/0Q) w48 10.200.2.254, port2, [1/0)
0.0.0.0/0 [1p/0) via 10.200.1.254, portl, ([1/0)
10.0.1.0/24 is directly connected, port3

10.200.1.0/24 is directly connected, portl
10.200.2.0/24 is directly connected, port2
172.16.100.0/24 is directly connected, port8

A. The port2 interface is marked as inactive.

B. All of the entries in the routing database table are installed in the FortiGate routing table.
C. The default route on port2 is marked as the standby route.

D. Both default routes have different administrative distances.

Answer: C,D

Explanation:

The routing table in the exhibit shows two default routes (0.0.0.0/0) with different administrative distances:

The default route through port2 has an administrative distance of 20. The default route through portl has an admmnistrative distance
of 10. Administrative distance determines the priority of the route; a lower value is preferred. Here, the route through port!l with an
administrative distance of

10 is the preferred route. The route through port2 with an administrative distance of 20 acts as a standby or backup route. If the
primary route (portl) fails or is unavailable, traffic will then be routed through port2. Regarding the statement that the port2 interface
is marked as inactive, there is no indication in the routing table that port2 is inactive. Similarly, all the routes displayed are not
necessarily installed in the FortiGate routing table, as the table could include both active and backup routes.

NEW QUESTION # 65
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.

You cannot access any of the Google applications, but you are able to access www.fortinet.com
‘What would you do to resolve this issue?



Application sensor
Edit Application Sensor

Categories
€ Mixed - All Categories

© ~ Business(157. O §) @+ CloudT (72, 5 12)
@~ Collaboration (266, O 13) @~ Email (76, 5 11)
© - Game(83) @« General Interest (254, O 15)

@~ Mobile(3) @~ Network Service (338

Operational Technology

Application and Filter Overrides
Priority Details Type Action

1 2N Excessive-Bandwidth  Filter  © Block
2 IEE2N Google Filter  © Monitor




Firewall policy

Edit Policy
Firewall / Network Options

Inspection Maode REAETEFITRE Proxy-based

NAT ©

IP Pool Configuration (RO N LT NI g F LG LT Use Dynamic |P Pool

Preserve Source Port ()

8 default v

=RATINET

Protocol Options

Security Profiles

AntiVirus »

Web Filter »

DNSFilter D

Application Control @ | &l default v |
IPS »

File Filter >

SSL Inspection certificate-inspection v
Logging Options

Log Allowed Traffic € Security Events RUKRESEOE

A. Move up Google in the Application and Filter Overrides section to set its priority to 1.
B. Set SSL inspection to deep-content-inspection.

C. Add *Google*.comto the URL category in the security profile.

D. Change the Inspection mode to Proxy-based.

Answer: A

Explanation:

In the Application and Filter Overrides, the Excessive-Bandwidth filter (set to Block) is priority 1, and Google (set to Monitor) is
priority 2. Since overrides are evaluated by priority, Google traffic is being blocked by the higher-priority rule. Moving Google to the
top (priority 1) ensures it is matched first, allowing access while still monitoring it.

NEW QUESTION # 66
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?

A. The NetSessionEnum finction is used to track user logouts.

B. NetAPI polling can increase bandwidth usage in large networks.

C. The collector agent must search Windows application event logs.

D. The collector agent uses a Windows API to query DCs for user logins.



Answer: B

Explanation:
NetAPI polling mode involves frequent queries to domain controllers, which can cause increased bandwidth usage, especially in
large networks with many login events.

NEW QUESTION # 67
Refer to the exhibits. Based on the current HA status, an administrator updates the override and priority parameters on HQ-
NGFW-1 and HQ-NGFW-2 as shown in the exhibit.

FortiGate HA cluster topology

Current HA status

HO-NGFW-1 # get system ha status

Contiguration Status:
FGVMB2TM24013423(updated @ seconds ago): in-sync
FGVMO2TM24013423 chksum dump: el 6@ 2e 42 b8 c1 c6 df 11 34 6¢ 2180 79 ad 9f
FGVMO2TM24013501 (updated 4 seconds ago): in-sync
FGVMO2TM24013501 chksum dump: el 6@ 2e 42 b8 cl1 c6 df (11 34 Oc 21 88 79 a4 9f
number of member: 2
HQ-NGFKW-1 , FGVMO2TM24013423, HA cluster iddex =1
HQ- NGFW- 2 , FGVMO2TM24013501, HA cluster index = ©
number of vcluster: 1
vcluster 1: work 169.254.0.2
Primary: FGVM@2TM24013423, HA operating indéx = 0
Secondary: FGVM2TM24013501, HA operating index = 1

New FortiGate HA configuration

HQ-NGFW-1

$ config system ha
set group-1d, S
set) group=name "Fortinet"
set ‘modea-p
set password *
set hbdev "port7™ 50 "port8"™ &0
set session-pick enable
set override disable
set priority 90
set monitor "port3i™




Rkt

S esdstl-dl AE T

set group=-id 5

set group-nameé "Fortinet"”
set mode a-p

set password *

set hbdev "port7" 50 "port8"™ €0
set session-pick enable
set override enable

set priority 110

set monitor "port3”

‘What would be the expected outcome in the HA cluster?

e A The HA cluster will become out of sync because the override setting must match on all HA members.

¢ B. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.

¢ C. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-
NGFW-1.

e D. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.

Answer: C
Explanation:

With override enabled on HQ-NGFW-2 and its higher priority (110 vs. 90), HQ-NGFW-2 will become the primary device,
preempting HQ-NGFW-1 despite the current primary status.

NEW QUESTION # 68
Refer to the exhibit showing a debug flow output.



Debug Flow output

vd-root:0 received a packet(proto=1, 10.0.11.50:3—>100.65.0.254:2048) tun_id=0.0.0.0
from portd, type=8, code=0, id=3, seq=5.

allocate a new session-00000721

in-[portd], out-[]
len=0
result:skb_flags-02000000, vid-0, ret no-match, act-accept, flag-00000000
find a route: flag=00000000 gw-0.0.0.0 via port2

in[port4], out-[port2], skb_flags-02000000, vid-0, app_id: 0, url_cat_id: 0
gnum-100004, use addr/intf hash, len=3

checked gnum-100004 policy-2, ref-matched. act-accept

ret-matched

gnum-4e20, check-ffiffififa002c9c7

checked gnum-4e20 policy-6, ret-no-match, act-accept

gnum-4e20 check result: ret-no-match, act-accept, flag-00000000, flag2-00000000

policy-2 is matched, act-drop

aﬂ'erlprope caprl Eeck{} is_captive-0, ret-matched, act-drop, idx-2

Denied by forward policy check (policy 2)

Which two conclusions can you make from the debug flow output? (Choose two.)

A. The debug flow is for UDP traffic.

B. The RPF check fails.

C. The matching firewall policy denies the traffic.
D. The default gateway is configured on port2.

Answer: C,D

Explanation:

The default gateway is configured on port2 — The debug output shows find a route:

flag=00000000 gw-0.0.0.0 via port2, which indicates that the default route (0.0.0.0/0) points out port2.

The matching firewall policy denies the traffic — The log line Denied by forward policy check (policy 2) confirms that policy 2
matched and explicitly dropped the traffic.

NEW QUESTION # 69
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https://myportal.utt.edu.tt/ICS/icsfs/c835d4d3-ba61-4393-a7ac-09a2b62ca21e.pdf?target=7e0c28ee-fda7-424d-9361-d475d0875d79
https://myportal.utt.edu.tt/ICS/icsfs/d679cb33-3275-4279-9ec3-0531bec0420b.pdf?target=9cc13a4c-3a04-4b67-944d-86dc4db13128
https://myportal.utt.edu.tt/ICS/icsfs/e1c0267d-1497-479d-b75b-fb1f02dcb0f2.pdf?target=9986c60b-60f6-457e-96a4-ba9aff1781cb
https://myportal.utt.edu.tt/ICS/icsfs/f45116ab-a323-4253-9189-1c8b1eec1ec5.pdf?target=1759f50e-988a-4183-97f5-c90f018dd805
https://myportal.utt.edu.tt/ICS/icsfs/fd25c746-6add-464d-b671-0e09679b4e95.pdf?target=dc163c85-8061-4b4f-8b0b-43e7873038a6
https://hashnode.com/post/cmjjoezcr000302l7bkuchpls
https://frvape.com

