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NEW QUESTION # 64 
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A. The port2 interface is marked as inactive.
B. All of the entries in the routing database table are installed in the FortiGate routing table.
C. The default route on port2 is marked as the standby route.
D. Both default routes have different administrative distances.

Answer: C,D

Explanation:
The routing table in the exhibit shows two default routes (0.0.0.0/0) with different administrative distances:
The default route through port2 has an administrative distance of 20. The default route through port1 has an administrative distance
of 10. Administrative distance determines the priority of the route; a lower value is preferred. Here, the route through port1 with an
administrative distance of
10 is the preferred route. The route through port2 with an administrative distance of 20 acts as a standby or backup route. If the
primary route (port1) fails or is unavailable, traffic will then be routed through port2. Regarding the statement that the port2 interface
is marked as inactive, there is no indication in the routing table that port2 is inactive. Similarly, all the routes displayed are not
necessarily installed in the FortiGate routing table, as the table could include both active and backup routes.

NEW QUESTION # 65 
Refer to the exhibits. You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
You cannot access any of the Google applications, but you are able to access www.fortinet.com.
What would you do to resolve this issue?





A. Move up Google in the Application and Filter Overrides section to set its priority to 1.
B. Set SSL inspection to deep-content-inspection.
C. Add *Google*.com to the URL category in the security profile.
D. Change the Inspection mode to Proxy-based.

Answer: A

Explanation:
In the Application and Filter Overrides, the Excessive-Bandwidth filter (set to Block) is priority 1, and Google (set to Monitor) is
priority 2. Since overrides are evaluated by priority, Google traffic is being blocked by the higher-priority rule. Moving Google to the
top (priority 1) ensures it is matched first, allowing access while still monitoring it.

NEW QUESTION # 66 
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?

A. The NetSessionEnum function is used to track user logouts.
B. NetAPI polling can increase bandwidth usage in large networks.
C. The collector agent must search Windows application event logs.
D. The collector agent uses a Windows API to query DCs for user logins.



Answer: B

Explanation:
NetAPI polling mode involves frequent queries to domain controllers, which can cause increased bandwidth usage, especially in
large networks with many login events.

NEW QUESTION # 67 
Refer to the exhibits. Based on the current HA status, an administrator updates the override and priority parameters on HQ-
NGFW-1 and HQ-NGFW-2 as shown in the exhibit.



What would be the expected outcome in the HA cluster?

A. The HA cluster will become out of sync because the override setting must match on all HA members.
B. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.
C. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-
NGFW-1.
D. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.

Answer: C

Explanation:
With override enabled on HQ-NGFW-2 and its higher priority (110 vs. 90), HQ-NGFW-2 will become the primary device,
preempting HQ-NGFW-1 despite the current primary status.

NEW QUESTION # 68 
Refer to the exhibit showing a debug flow output.



Which two conclusions can you make from the debug flow output? (Choose two.)

A. The debug flow is for UDP traffic.
B. The RPF check fails.
C. The matching firewall policy denies the traffic.
D. The default gateway is configured on port2.

Answer: C,D

Explanation:
The default gateway is configured on port2 → The debug output shows find a route:
flag=00000000 gw-0.0.0.0 via port2, which indicates that the default route (0.0.0.0/0) points out port2.
The matching firewall policy denies the traffic → The log line Denied by forward policy check (policy 2) confirms that policy 2
matched and explicitly dropped the traffic.
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