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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q189-Q194):

NEW QUESTION # 189
Which evasion technique is a fimction of ransomware?

e A resource exhaustion
e B. extended sleep calls
¢ C. encryption

e D. encoding
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Answer: C

NEW QUESTION # 190
A system administrator is ensuring that specific registry information is accurate.
‘Which type of configuration information does the HKEY LLOCAL MACHINE hive contain?

A. hardware, software, and security settings for the system

B. currently logged in users, including folders and control panel settings
C. all users on the system, including visual settings

D. file extension associations

Answer: A

Explanation:
Explanation
https:/docs.microsoft.conven-us/troubleshoot/windows-server/performance/windows-registry-advanced-users

NEW QUESTION # 191
Which security model assumes an attacker within and outside of the network and enforces strict verification before connecting to any
system or resource within the organization?

A. Zero Trust

B. Take-Grant

C. Object-capability
D. Biba

Answer: A

Explanation:
Zero Trust security is an IT security model that requires strict identity verification for every person and device trying to access
resources on a private network, regardless of whether they are sitting within or outside of the network perimeter.

NEW QUESTION # 192
Refer to the exhibit.

Employee Name

Empiloygd,1
E 7 ey W

A suspicious IP address is tagged by Threat Intelligence as a brute-force attempt source After the attacker produces many of failed
login entries, it successfully compromises the account. Which stakeholder is responsible for the incident response detection step?

A. enployee 2
B. enployee 5
C. employee 3
D. enployee 4

Answer: D

Explanation:

In the context of incident response, the detection step nvolves identifying potential security incidents. The Security Operation Center
(SOC) Analyst, which in this case is Employee 4, is typically responsible for monitoring and analyzing security alerts to detect
suspicious activities such as brute-force attempts. Therefore, Employee 4 would be the stakeholder responsible for the incident
response detection step. Reference: The role of a SOC Analyst in incident response is outlined in cybersecurity frameworks and best



practices, which describe the responsibilities of various stakeholders in detecting and responding to security incidents.

NEW QUESTION # 193
Refer to the exhibit.

10.44.101.23 - - [20/Nov/2017:14:18:06:x0500] "GET / HTTP/1.1"
200 1254 "-" "Mozilla/5.0(X1 I Ubuntt; Linux x86 64; rv:54.0)
Gecko/20100101 Firefox/54.0"

What does the message indicate?

A. an access attempt was made from the Mosaic web browser

B. a successful access attempt was made to retrieve the password file

C. a denied access attempt was made to retrieve the password file

D. a successful access attempt was made to retrieve the root of the website

Answer: D

NEW QUESTION # 194
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