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I #203

A company has AWS accounts in an organization in AWS Organizations. The company has built an AWS Lambda finction in one
account. The Lambda fimction needs to retrieve a list of Amazon EC2 instances that are running in another account.

‘Which solution will provide this access MOST securely?

e A Create an IAM user in the account where the EC2 mnstances are running. Collect access keys from the user. Store these
credentials in AWS Systenns Manager Parameter Store in the account of the Lambda fimction. Configure the Lambda
function to use the access key and the secret key.

¢ B. Configure the Lambda function's execution role to assume a cross-account IAM role in the account where the EC2
instances are running, Modify the trust policy of the cross-account role to allow the Lambda function to assume the role. Add
the AWS Security Token Service (AWS STS) AssumeRole API operation to the Lambda function's code.

e C. Create a new resource-based policy for the Lambda fimction. In the policy, set the Principal to """ and set the Action to
lambda:InvokeFunction. Create a condition on the policy to allow access when the value of the aws:PrincipalOrgID condition
key matches the organization's ID.
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¢ D. From the management account in the organization, call the Organizations CreatePolicy API operation to create a new
service control policy (SCP). Configure the SCP to grant lambda:InvokeFunction permission. Assign the SCP to the
organization root.

IEf#: B
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Have the Lambda fimction's execution role assurme a cross-account role in the EC2 account. The target role's trust policy allows the
Lambda role to assume it. The function calls AssumeRole to get short-lived credentials and then lists instances - no long-term keys
stored, least privilege, and native AWS cross-account pattern.
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A company has an organization in AWS Organizations. The company uses shared VPCs to provide networking resources across
accounts A SysOps administrator has been able to successfully launch and manage Amazon EC2 instances in a participant account
However the SysOps administrator is now receiving an InstanceLimitExceeded error when the SysOps administrator tries to launch
anew EC2 instance What should the SysOps admmnistrator do to resolve this error')

A. Request an instance quota increase from the account that owns the VPC

B. Launch additional EC2 instances in a different AWS Region

C. Launch additional EC2 mstances by using a different Amazon Machine image (AMI)
D. Request an instance quota increase from the parte pant account

Ef: D
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When receiving an InstanceLimitExceeded error in a participant account of a shared VPC, you need to request an instance quota
increase from the participant account.

* Requesting a Quota Increase:

* Open the AWS Service Quotas console in the participant account.

* In the navigation pane, choose "AWS services" and select "Amazon EC2."

* Select the quota you need to increase, such as "Running On-Demand Standard (A, C, D, H, I, M, R, T, Z) instances."
* Click "Request quota increase" and specify the desired limit.

* Quota Management in AWS Organizations:

* While shared VPCs allow resources to be used across accounts, quota limits are still managed per account.

* Each participant account must manage its own quotas independently.

References:

* Service Quotas

* Requesting a Quota Increase
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A company is releasing a new static website hosted on Amazon S3. The static website hosting feature was enabled on the bucket
and content was uploaded: however, upon navigating to the site, the following error message is received:

403 Forbidden - Access Denied

‘What change should be made to fix this error?

A. Configure cross-origin resource sharing (CORS) on the bucket.

B. Add a bucket policy that grants everyone read access to the bucket.

C. Add a bucket policy that grants everyone read access to the bucket objects.
D. Remove the default bucket policy that denies read access to the bucket.

IEf: C
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To fix the "403 Forbidden - Access Denied" error when accessing a static website hosted on Amazon S3, you need to ensure that
the objects in the bucket have the appropriate permissions for public access. Here's how to do it:

* Login to AWS Management Console:

* Open the Amazon S3 console at Amazon S3 Console.

* Navigate to the Bucket:

* Inthe S3 console, select the bucket hosting the static website.



* Add a Bucket Policy:
* Go to the Permissions tab.
* Choose Bucket Policy and add the following policy to grant public read access to all objects in the bucket:

{

"Version™ '"2012-10-17",
"Statement'’; [

{

"Effect™: "Allow",
YPriIlc'q)a ": "*H’

"Action™ "s3:GetObject",

"Resource": "arn:aws:s3::;your-bucket-name/*"
}

]

}
* Save the Policy:

* After adding the policy, save the changes.

This policy ensures that all objects in the bucket are publicly accessible, resolving the 403 Forbidden error.
Hosting a Static Website on Amazon S3

Bucket Policy Examples

M #206

A SysOps administrator maintains the security and compliance of a company's AWS account. To ensure the company's Amazon
EC2 mstances are following company policy, a SysOps administrator wants to terminate any EC2 instance that do not contain a
department tag, Noncompliant resources must be terminated in near real time.

‘Which solution will meet these requirements?

e A Ensure all users who can create EC2 instances also have the permissions to use the ec2:CreateTags and ec2:DescribeTags
actions. Change the mstance's shutdown behavior to terminate.

¢ B. Create an AWS Config rule with the required-tags managed rule to identify noncompliant resources.
Configure automatic remediation to run the AWS-Terminate EC2Instance automation runbook to terminate noncompliant
resources.

e C. Ensure AWS Systems Manager Compliance is configured to manage the EC2 instances. Call the AWS-StopEC2Instances
autormation runbook to stop nonconpliant resources.

¢ D. Create a new Amazon EventBridge rule to monitor when new EC2 instances are created. Send the event to an Simple
Notification Service (Amazon SNS) topic for automatic remediation.

IEf#: B
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To enforce compliance with tagging policies in real-time:

* AWS Config Setup: Implement an AWS Config rule to continuously monitor and evaluate EC2 mstances for compliance with the
tagging requirements. The required-tags managed rule can be configured to specifically check for the presence of a 'department’ tag,
* Automatic Remediation: Configure AWS Config to automatically execute the AWS-TermmnateEC2Instance Systems Manager
Automation document as a remediation action. This runbook will terminate any EC2 instance identified as noncompliant due to
missing required tags.

* Operational Efficiency: This setup allows for the enforcement of company tagging policies automatically and in near real-time,
reducing the manual overhead of monitoring and ensuring compliance.

This method provides an efficient and effective solution to ensure that all EC2 instances meet the company's tagging requirements
and that any noncompliant instances are dealt with promptly.

HA #207

A conpany is expanding its fleet of Amazon EC2 instances before an expected increase of traffic. When a SysOps administrator
attempts to add more instances, an InstanceLimitExceeded error is returned.

‘What should the SysOps admmnistrator do to resolve this error?

e A, Use Service Quotas to request an EC2 quota increase.
e B. Launch the EC2 instances in a different Availability Zone.
e (. Add an additional CIDR block to the VPC.



e D. Launch new EC2 mstances i another VPC.
IEf#E: A
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‘When encountering an InstanceLimitExceeded error, this indicates that you have reached your account limit for the number of EC2
mnstances.

* Use Service Quotas:

* Open the Service Quotas console.

* In the navigation pane, choose "AWS services" and then "Amazon EC2."

* Select the quota you want to increase, such as "Running On-Demand Standard (A, C, D, H, I, M, R, T, Z) instances."
* Click on "Request quota increase."

* Fill in the required information, specifying the new quota value.

* Submit the request.

* Launch Instances After Approval: Once the quota increase is approved, you will be able to launch additional instances.
References:

* BEC2 Service Quotas

* Service Quotas Console
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