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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q362-Q367):
NEW QUESTION # 362 
AWS has launched T2 instances which come with CPU usage credit. An organization has a requirement which keeps an instance
running for 24 hours. However, the organization has high usage only during 11 AM to 12 PM. The organization is planning to use a
T2 small instance for this purpose.
If the organization already has multiple instances running since Jan 2012, which of the below mentioned options should the
organization implement while launching a T2 instance?

A. While launching a T2 instance the organization must create a new AWS account as this account does not have the EC2-
VPC platform.
B. The organization must migrate to the EC2-VPC platform first before launching a T2 instance.
C. Create a VPC and launch a T2 instance as part of one of the subnets of that VPC.
D. While launching a T2 instance the organization must select EC2-VPC as the platform.

Answer: C

Explanation:
Explanation
A Virtual Private Cloud (VPC) is a virtual network dedicated to the user's AWS account. The user can create subnets as per the
requirement within a VPC. The AWS account provides two platforms:
EC2-CLASSIC and EC2-VPC, depending on when the user has created his AWS account and which regions he is using. If the
user has created the AWS account after 2013-12-04, it supports only EC2-VPC. In this scenario, since the account is before the
required date the supported platform will be EC2-CLASSIC. It is required that the organization creates a VPC as the T2 instances
can be launched only as a part of VPC.
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/vpc-migrate.html

NEW QUESTION # 363 
A financial services company logs personally identifiable information 10 its application logs stored in Amazon S3. Due to regulatory
compliance requirements, the log files must be encrypted at rest. The security team has mandated that the company's on-premises
hardware security modules (HSMs) be used to generate the CMK material.
Which steps should the solutions architect take to meet these requirements?

A. Create a CMK in AWS KMS with no key material and an origin of EXTERNAL. Import the key material generated from
the on-premises HSMs into the CMK using the public key and import token provided by AWS. Configure a bucket policy
on the logging bucket that disallows uploads of non-encrypted data and requires that the encryption source be AWS KMS.
B. Provision an AWS Direct Connect connection, ensuring there is no overlap of the RFC 1918 address space between on-
premises hardware and the VPCs. Configure an AWS bucket policy on the logging bucket that requires all objects to be
encrypted. Configure the logging application to query the on-premises HSMs from the AWS environment for the encryption
key material, and create a unique CMK for each logging event.
C. Create a new CMK in AWS KMS with AWS-provkJed key material and an origin of AWS_KMS.
Disable this CMK. and overwrite the key material with the key material from the on-premises HSM using the public key and
import token provided by AWS. Re-enable the CMK. Enable automatic key rotation on the CMK with a duration of 1 year.
Configure a bucket policy on the logging bucket that disallows uploads of non-encrypted data and requires that the encryption
source be AWS KMS.
D. Create an AWS CloudHSM cluster. Create a new CMK in AWS KMS using AWS_CloudHSM as the source (or the
key material and an origin of AWS_CLOUDHSM. Enable automatic key rotation on the CMK with a duration of 1 year.
Configure a bucket policy on the togging bucket thai disallows uploads of unencrypted data and requires that the encryption
source be AWS KMS.

Answer: A

NEW QUESTION # 364 
A retail company is hosting an ecommerce website on AWS across multiple AWS Regions. The company wants the website to be
operational at all times for online purchases. The website stores data in an Amazon RDS for MySQL DB instance.
Which solution will provide the HIGHEST availability for the database?



A. Configure global tables and automated backups on Amazon RDS. In the case of disruption, use AWS Lambda to copy
the read replicas from one Region to another Region.
B. Configure automated backups on Amazon RDS. In the case of disruption, promote an automated backup to be a
standalone DB instance. Direct database traffic to the promoted DB instance. Create a replacement read replica that has the
promoted DB instance as its source.
C. Configure global tables and read replicas on Amazon RDS. Activate the cross-Region scope. In the case of disruption, use
AWS Lambda to copy the read replicas from one Region to another Region.
D. Configure read replicas on Amazon RDS. In the case of disruption, promote a cross-Region and read replica to be a
standalone DB instance. Direct database traffic to the promoted DB instance. Create a replacement read replica that has the
promoted DB instance as its source.

Answer: D

NEW QUESTION # 365 
A live-events company is designing a scaling solution for its ticket application on AWS. The application has high peaks of utilization
during sale events. Each sale event is a one-time event that is scheduled. The application runs on Amazon EC2 instances that are in
an Auto Scaling group.
The application uses PostgreSQL for the database layer.
The company needs a scaling solution to maximize availability during the sale events.
Which solution will meet these requirements?

A. Use a scheduled scaling policy for the EC2 instances. Host the database on an Amazon RDS for PostgreSQL Multi-AZ
DB instance with automatically scaling read replicas. Create an Amazon EventBridge rule that invokes an AWS Lambda
function to create a larger read replica before a sale event. Fail over to the larger read replica. Create another EventBridge
rule that invokes another Lambda function to scale down the read replica after the sale event.
B. Use a predictive scaling policy for the EC2 instances. Host the database on an Amazon Aurora PostgreSQL Serverless v2
Multi-AZ DB instance with automatically scaling read replicas. Create an AWS Step Functions state machine to run parallel
AWS Lambda functions to pre-warm the database before a sale event. Create an Amazon EventBridge rule to invoke the
state machine.
C. Use a scheduled scaling policy for the EC2 instances. Host the database on an Amazon Aurora PostgreSQL Multi-AZ
DB cluster. Create an Amazon EventBridge rule that invokes an AWS Lambda function to create a larger Aurora Replica
before a sale event. Fail over to the larger Aurora Replica.
Create another EventBridge rule that invokes another Lambda function to scale down the Aurora Replica after the sale event.
D. Use a predictive scaling policy for the EC2 instances. Host the database on an Amazon RDS for PostgreSQL Multi-AZ
DB instance with automatically scaling read replicas. Create an AWS Step Functions state machine to run parallel AWS
Lambda functions to pre-warm the database before a sale event. Create an Amazon EventBridge rule to invoke the state
machine.

Answer: C

Explanation:
The correct answer is D.
D). This solution meets the requirements because it uses a scheduled scaling policy for the EC2 instances, which can adjust the
capacity according to the known sale events. It also uses Amazon Aurora PostgreSQL Multi-AZ DB cluster, which provides high
availability and durability for the database. It uses Amazon EventBridge rules and AWS Lambda functions to create a larger Aurora
Replica before a sale event and fail over to it, which can improve the performance and handle the increased traffic. It also uses
another EventBridge rule and Lambda function to scale down the Aurora Replica after the sale event, which can save costs123
A). This solution is incorrect because it uses predictive scaling policy for the EC2 instances, which is not suitable for one-time events
that are scheduled. Predictive scaling is based on historical data and machine learning, which may not accurately forecast the demand
for sale events. It also uses Amazon Aurora PostgreSQL Serverless v2 Multi-AZ DB instance, which does not support read
replicas. The use of AWS Step Functions state machine and Lambda functions to pre-warm the database is unnecessary and adds
complexity45
B). This solution is incorrect because it uses Amazon RDS for PostgreSQL Multi-AZ DB instance with automatically scaling read
replicas, which may not provide enough performance improvement for the sale events. The use of EventBridge rules and Lambda
functions to create a larger read replica and fail over to it is risky and may cause downtime or data loss. The use of another
EventBridge rule and Lambda function to scale down the read replica is also risky and may cause inconsistency or data loss67
C). This solution is incorrect because it uses predictive scaling policy for the EC2 instances, which is not suitable for one-time events
that are scheduled. Predictive scaling is based on historical data and machine learning, which may not accurately forecast the demand
for sale events. The use of AWS Step Functions state machine and Lambda functions to pre-warm the database is unnecessary and
adds complexity45 References:



1: Scheduled scaling for Amazon EC2 Auto Scaling 2: Amazon Aurora PostgreSQL features 3: Amazon EventBridge rules 4:
Predictive scaling for Amazon EC2 Auto Scaling 5: Amazon Aurora Serverless v2 6:
Multi-AZ DB instance deployments - Amazon Relational Database Service 7: Working with PostgreSQL read replicas - Amazon
Relational Database Service

NEW QUESTION # 366 
During an audit, a security team discovered that a development team was putting IAM user secret access keys in their code and then
committing it to an AWS CodeCommit repository. The security team wants to automatically find and remediate instances of this
security vulnerability.
Which solution will ensure that the credentials are appropriately secured automatically7

A. Configure a CodeCommit trigger to invoke an AWS Lambda function to scan new code submissions for credentials. It
credentials are found, disable them in AWS IAM and notify the user
B. Run a script nightly using AWS Systems Manager Run Command to search tor credentials on the development instances.
If found. use AWS Secrets Manager to rotate the credentials.
C. Configure Amazon Made to scan for credentials in CodeCommit repositories. If credentials are found, trigger an AWS
Lambda function to disable the credentials and notify the user.
D. Use a scheduled AWS Lambda function to download and scan the application code from CodeCommit.
If credentials are found, generate new credentials and store them in AWS KMS.

Answer: A

Explanation:
CodeCommit may use S3 on the back end (and it also uses DynamoDB on the back end) but I don't think they're stored in buckets
that you can see or point Macie to. In fact, there are even solutions out there describing how to copy your repo from CodeCommit
into S3 to back it up:
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-event-driven-backups-from-codecom

NEW QUESTION # 367
......
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