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Fortinet FCSS_SDW_AR-7.6 Priifungsplan:

Thema Einzelheiten
¢ SD-WAN Basic Setup: This domain covers initial SD-WAN configuration, member and zone setup, and
Thema 1 Performance SLA creation for link monitoring.

e Advanced IPsec: This section covers hub-and-spoke topologies, ADVPN configuration, and scalable
Thema 2 multihub and multiregion IPsec deployments.

¢ Rules and Routing; This section focuses on configuring SD-WAN rules for traffic steering and routing
Thema 3 policies for path selection and failover.

e SD-WAN Troubleshooting: This domain focuses on diagnosing SD-WAN rule behavior, routing issues,
Thema 4 and ADVPN tunnel problems.

¢ Centralized Management: This domain addresses FortiManager-based SD-WAN deployment, branch
Thema 5 configuration implementation, and overlay orchestration using SD-WAN Manager.
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mit Losungen (Q70-Q75):

70. Frage
(You are configuring SD-WAN to load balance network traffic and you want to take into account the link quality.
Which two facts should you consider? Choose two answers.)

A. You can select the best quality strategy and allow SD-WAN load balancing.

B. You can select the lowest cost service level agreement (SLA) strategy and allow SD-WAN load balancing,
C. The best quality strategy supports only the round-robin hash mode.

D. When applicable, FortiGate load balances the traffic through all members that meet the SLA target.

Antwort: B,D

Begrindung;

‘When SD-WAN load balancing is required with link quality awareness, FortiOS relies on SLA-based strategies. These strategies
evaluate link performance using performance SLAs (latency, jitter, packet loss, MOS) and then make forwarding decisions
accordingly.

Option A is correct.

In FortiOS 7.6, when an SLA-based SD-WAN rule has load balancing enabled, FortiGate distributes traffic only across the
members that meet the SLA targets. Any member that is out of SLA is excluded from load balancing. This behavior ensures that
traffic is not forwarded over degraded links while still allowing load distribution across healthy paths.

Option C is correct.

The lowest cost (SLA) strategy is an SLA-based strategy that considers link quality while also allowing SD-WAN load balancing.
‘When multiple members meet the SLA requirements and have equal cost, FortiGate can load balance traffic across them using the
configured hash mode. This makes the lowest cost SLA strategy suitable when both link quality and load balancing are required.
Why the other options are incorrect:

Option B is incorrect because the best quality strategy is designed to select the single best-performng link based on SLA metrics. It
does not support SD-WAN load balancing across multiple links.

Option D is incorrect because the best quality strategy does not support load balancing at all, so the statement about round-robin
hash mode is nvalid.

Therefore, the two correct facts to consider are A and C.
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71. Frage

Exhibit.

Two hub-and-spoke groups are connected through redundant site-to-site IPsec VPNs between Hub 1 and Hub 2 Which two
configuration settings are required for the spoke Al to establish an ADVPN shortcut with the spoke B2? (Choose two.)

A. On hubs, auto-discovery-forwarder must be enabled on the [Psec VPN to hubs.
B. On hubs, auto-discovery-forwarder must be enabled on the [Psec VPNs to spokes.
C. On hubs, auto-diacovery-sender must be enabled on the [Psec VPN to spokes

D. On hubs, auto-discovery-receiver must be enabled on the IPsec VPN to spokes.

Antwort: A,C

Begriindung;

To allow spokes in different hub-and-spoke groups to establish ADVPN shortcuts, the hubs must be configured to forward and
send ADVPN shortcut offers. The key required settings on the hub are auto-discovery-forwarder (for VPN to hubs) and auto-
discovery-sender (for VPN to spokes). This ensures the hub can facilitate and advertise ADVPN shortcut offers between spokes.
Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q1]

Fortinet SD-WAN 7.4 ADVPN Guide (Auto-discovery settings for hub-and-spoke topologies)

72. Frage
(You want FortiGate to use SD-WAN rules to steer ping local-out traffic.
Which two constraints should you consider? Choose two answers.)

A. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and traceroute.
B. By default, local-out traffic does not use SD-WAN.

C. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.

D. You must configure each local-out feature individually to use SD-WAN.

Antwort: B,C

Begrindung;

In FortiOS 7.6, local-out traffic is traffic generated by the FortiGate itself, such as ping, traceroute, FortiGuard updates, DNS, NTP,
and SNMP. Local-out traffic does not traverse the firewall policy engine and therefore behaves differently from forwarded traffic in
SD-WAN.

According to the FCSS SD-WAN 7.6 curriculum and Fortinet SD-WAN architecture documentation, local-out traffic does not use
SD-WAN by default. Instead, it follows the routing table (static and dynamic routes). To allow local-out traffic to be evaluated by
SD-WAN rules, the administrator must explicitly enable local-out SD-WAN processing.

The curriculum also states that onty SD-WAN rules using the manual strategy are supported for local-out traffic. SLA-based,
application-based, and dynamic strategies are not evaluated for traffic generated by the FortiGate itself. This is a findamental
architectural limitation of SD-WAN in FortiOS 7.6.

Option B is incorrect because FortiGate does not automatically apply SD-WAN rules to ping or traceroute traffic by default. Even
these tools follow the routing table unless local-out SD-WAN is enabled.

Option D is incorrect because local-out SD-WAN configuration is global. Individual local-out features do not require separate SD-
WAN enablement.

73. Frage

The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN
overlay template, the administrator must perform some post-run tasks.

What are two mandatory post-run tasks that must be performed? (Choose two.)

A. Configure SD-WAN rules.

B. Assign an sdwan_id metadata variable to each device (branch and hub).

C. Create policy packages and assign them to the branch devices.

D. Assign a hub id metadata variable to each hub device.

E. Configure routing through the overlay tunnels created by the SD-WAN overlay template.



Antwort: A,C

Begrindung;

On page 76 in the Study Guide:

"You nmust define a unique branch ID value for each branch device"
"Mandatory . . .

- Configure the SD-WAN rules by editing the SD-WAN template
- Create policy packages for branch and hub devices"

74. Frage
The FortiGate devices are managed by ForliManager, and are configured for direct internet access (DIA). You confirm that DIA is
working as expected for each branch, and check the SD- WAN zone configuration and firewall policies shown in the exhibits.

Then, you use the SD-WAN overlay template to configure the [Psec overlay tunnels. You create the associated SD-WAN rules to
connect existing branches to the company hub device and apply the changes on the branches.

After those changes, users complain that they lost internet access. DIA is no longer working,

Based on the exhibit, which statement best describes the possible root cause of this issue?

A. The SD-WAN overlay template didn't configure a firewall policy to allow traffic through the overlay.

B. The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into those zones.
C. The SD-WAN overlay template redefines the interface gateway addresses if they are defined with metadata variables.
D. The SD-WAN overlay template updates the SD-WAN template and the rules.

Antwort: B

Begrindung;

The SD-WAN overlay template defines a zone for each underlay nterface and moves the interfaces into those zones. This statement
perfectly describes the likely sequence of events. The template, when applied, re-organizes the interfaces and zones, causing the
existing firewall policy that relies on the old zone configuration to fail. This is the most plausible root cause.
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