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을 하루 빨리 취득하여 승진꿈을 이루세요.

최신 Certified Ethical Hacker 312-38 무료샘플문제 (Q633-Q638):
질문  # 633 
The company has implemented a backup plan. James is working as a network administrator for the company and is taking full
backups of the data every time a backup is initiated. Alex who is a senior security manager talks to him about using a differential
backup instead and asks him to implement this once a full backup of the data is completed. What is/are the reason(s) Alex is
suggesting that James use a differential backup?
(Select all that apply)

A. Faster than a full backup
B. Father restoration
C. Slower than a full backup
D. Less storage space is required
E. Less expensive than full backup

정답：A,D

질문  # 634 
Cindy is the network security administrator for her company. She just got back from a security conference in Las Vegas where they
talked about all kinds of old and new security threats; many of which she did not know of. She is worried about the current security
state of her company's network so she decides to start scanning the network from an external IP address. To see how some of the
hosts on her network react, she sends out SYN packets to an IP range. A number of IPs responds with a SYN/ACK response.
Before the connection is established, she sends RST packets to those hosts to stop the session. She has done this to see how her
intrusion detection system will log the traffic. What type of scan is Cindy attempting here?

A. She is utilizing a RST scan to find live hosts that are listening on her network.
B. Cindy is using a half-open scan to find live hosts on her network.
C. Cindy is attempting to find live hosts on her company's network by using a XMAS scan.
D. The type of scan she is usinq is called a NULL scan.

정답：B

질문  # 635 
Michelle is a network security administrator working at a multinational company. She wants to provide secure access to corporate
data (documents, spreadsheets, email, schedules, presentations, and other enterprise data) on mobile devices across organizations
networks without being slowed down and also wants to enable easy and secure sharing of information between devices within an
enterprise. Based on the above-mentioned requirements, which among the following solution should Michelle implement?

A. MAM
B. MEM
C. MDM
D. MCM

정답：D

설명：
Incident management enables an organization to analyze, identify, and rectify hazards and prevent future recurrence in business
continuity management. It involves a systematic process that manages the lifecycle of all incidents. Incident management ensures that
normal service operation is restored as quickly as possible and the business impact is minimized. It is an integral part of an
organization's business continuity and disaster recovery plan, focusing on the immediate response to incidents, establishing protocols
for communication, and promoting swift recovery actions.

질문  # 636 
Assume that you are a network administrator and the company has asked you to draft an Acceptable Use Policy (AUP) for
employees. Under which category of an information security policy does AUP fall into?



A. System Specific Security Policy (SSSP)
B. Issue Specific Security Policy (ISSP)
C. Enterprise Information Security Policy (EISP)
D. Incident Response Policy (IRP)

정답：B

설명：
An Acceptable Use Policy (AUP) is a type of Issue Specific Security Policy (ISSP) that outlines the constraints and practices that
users must agree to in order to access the corporate network, endpoints, applications, and the internet. It is designed to provide
guidelines for the appropriate use of an organization's IT resources, including employee conduct, data usage, system access
privileges, and the handling of confidential information. The AUP is a crucial part of the security policy framework as it directly
addresses specific issues related to the acceptable use of IT resources by employees.

질문  # 637 
John, a network administrator, is configuring Amazon EC2 cloud service for his organization.
Identify the type of cloud service modules his organization adopted.

A. Storage-as-a-Service (SaaS)
B. Platform-as-a-Service (PaaS)
C. Infrastructure-as-a-Service (IaaS)
D. Software-as-a-Service (SaaS)

정답：C

질문  # 638
......
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