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i 8 #338

An organization recently implemented a new email DLP solution. Emails sent from company email addresses to matching personal
email addresses generated a large number of alerts, but the content of the emails did not include company data. The security team
needs to reduce the number of emails sent without blocking all emails to common personal email services. Which of the following
should the security team implement first?

¢ A Create an acceptable use policy.

¢ B. Automatically quarantine outgoing email.

¢ C. Enforce emnil encryption standards.

e D. Perform security awareness training focusing on phishing,

ER: A

fR AR A«
An acceptable use policy (AUP) defines what is considered appropriate use of corporate email and prevents unnecessary emails to
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personal accounts. This helps in reducing false DLP alerts while maintaining compliance.
* Quarantining emails (A) is unnecessary since the content was not flagged as sensitive.
* Encryption (C) secures emails but does not address overuse.

* Phishing awareness training (D) is unrelated to policy enforcement for outgoing emmails.

i =8 #339

A company wants to implement hardware security key authentication for accessing sensitive information systems The goal is to
prevent unauthorized users from gaining access with a stolen password.

Which of the following models should the company implement to best solve this issue?

A. Context-based
B. Time-based
C. Role based
D. Rule based

ER: A

fE R -

Context-based authentication enhances traditional security methods by incorporating additional layers of mformation about the user's
current environment and behavior. This can include factors such as the user’s location, the time of access, the device used, and the
behavior patterns. It is particularly useful in preventing unauthorized access even if an attacker has obtained a valid password.
Rule-based (A) focuses on predefined rules and is less flexible in adapting to dynamic threats.

Time-based (B) authentication considers the time factor but doesn't provide comprehensive protection against stolen credentials.
Role-based (C) is more about access control based on the user's role within the organization rather than authenticating the user
based on current context.

By implementing context-based authentication, the company can ensure that even if a password is compromised, the additional
contextual factors required for access (which an attacker is unlikely to possess) provide a robust defense mechanism.

References:

CompTIA SecurityX guide on authentication models and best practices.

NIST guidelines on authentication and identity proofing,

Analysis of multi-factor and adaptive authentication techniques.
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A company wants to modify its process to comply with privacy requirements after an incident involving P11 data in a development
environment. In order to perform functionality tests, the QA team still needs to use valid data in the specified format. Which of the
following best addresses the risk without impacting the development life cycle?

A. Encrypting the data before moving into the QA environment
B. Truncating the data to make it not personally identifiable

C. Utilizing tokenization for sensitive fields

D. Using a large language model to generate synthetic data

ER: C

fE R A«

Tokenization replaces sensitive data (e.g., PII) with non-sensitive placeholders while maintaining format consistency, ensuring
compliance without disrupting testing. This method is commonly used for PCI-DSS and GDPR compliance while preserving data
structure for functional tests.

* Encryption (A) secures data but does not remove sensitivity or solve testing concerns.

* Truncation (B) removes portions of data but may impact testing if format requirements are strict.

* Synthetic data (C) can be usefll but may not always match real-world scenarios perfectly for testing purposes.

P #341
A global organization wants to manage all endpoint and user telemetry. The organization also needs to differentiate this data based
on which office it is correlated to. Which of the following strategies best aligns with this goal?

e A Sensor placement



¢ B. Continuous monitoring
¢ C. Centralized logging
¢ D. Data labeling

ZX: D

i RE B«

Managing telemetry and differentiating it by office requires a way to categorize data. Let's evaluate:

A). Sensor placement:Useful for data collection but doesn't inherently differentiate by office.

B). Data labeling:Assigns metadata (e.g,, office location) to telemetry, enabling differentiation. This aligns with CAS-005's focus on
data management for security operations.

C). Continuous monitoring:Ensures ongoing data collection but doesn't address differentiation.

Reference:CompTIA SecurityX (CAS-005) objectives, Domain 2: Security Operations, emphasizing telemetry management.
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A security analyst is reviewing suspicious log-in activity and sees the following data in the SIEM:

Authorization
Account Application s:rv;' e Status Risk
SALES1 |Customer manager |LDAP-US - |Success  |Low
SALES1 .Payroli LDAP-US  |Success |Low
ADMIN  |Email LDAP-US |Failure High
SALEST |Email LDAP-EU  |Unknown  |Unknown
MARKET1 |Customer manager LDAP-US |Sugcess Low
FINANCE1 |Payroll LDAP-EU  |UnknoWr ||-IUnKriGWn

‘Which of'the following is the most appropriate action for the analyst to take?

A. implement automation to disable accounts that nave been associated with high-risk activity.

B. Block enmployees from logging in to applications that are not part of their business area.

C. Have the admin account owner change their password to avoid credential stuffing,

D. Update the log configuration settings on the directory server that Is not being captured properly.

BE: A

i RE S «

The ADMIN account is showing a failure to authenticate on LDAP-US and a high-risk level, which is a cause for concern. The most
appropriate action would be to implement automation to disable accounts that have been associated with high-risk activity (like this
one). This helps prevent further misuse or potential attacks using compromised credentials.
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