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Nutanix Certified Professional - Network and Security (NCP-NS) 7.5 Sample
Questions (Q35-Q40):

NEW QUESTION # 35

An administrator is using Flow Network Security to secure a 3-tier application and has already created and assigned the categories.
The admmnistrator does not have the details of the rules that need to be allowed to secure the application. How can the administrator
use Flow Network Security to monitor the traffic and help with the policy creation without impacting the applications connectivity?

¢ A Create the Policy in Save mode, review the discovered traffic, allow the required traffic flows, and move Policy to Enforce
mode.

¢ B. Redirect the traffic to a Syslog server and monitor the traffic on the syslog server and then create the Flow Network
Security policy based on monitored data in syslog server.

e (. Use service insertion to redirect traffic through a monitoring service to capture the application traffic and create the Flow
Network Security policy based on data captured in monitoring service.

¢ D. Create the Policy in Monitor mode, review the discovered traffic, allow the required traffic flows, and move Policy to
Enforce mode.

Answer: D

Explanation:

From a Nutanix exam perspective, this question is really testing whether the admmistrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is C, meaning

"Create the Policy in Monitor mode, review the discovered traffic, allow the required traffic flows, and move Policy to Enforce
mode.". Monitor mode is designed for observation rather than enforcement. In Nutanix Flow, it discovers and visualizes matching
traffic so an administrator can validate real application behavior before converting the policy to active enforcement. That is why the
correct response focuses on visibility, not blocking, Enforce mode is the stage where Flow stops acting like a discovery tool and
starts behaving like a stateful control point. Traffic allowed by the policy continues normally, while traffic that does not match an
allowed rule is denied according to policy logic. This is a Flow policy design question, so categories, secured entities, rule direction,
policy mode, and policy precedence matter more than simple IP connectivity assumptions. Notice that A sounds plausible, but it
does not align with the specific Flow policy object or precedence rule that controls this case. B sounds plausible, but it does not.

NEW QUESTION # 36

An administrator has been tasked with upgrading the Nutanix cluster to a newer version of AOS. The cluster is running a mix of
different versions across nodes... What is the recommended first step when upgrading a Nutanix cluster with different AOS versions
across nodes?

A. Upgrade the entire cluster at once to minimize downtime and ensure consistency.

B. Upgrade all nodes to the same version of AOS before proceeding with any other components.

C. Upgrade the Nutanix Controller VM first to ensure compatibility with the new AOS version.

D. Begin by upgrading the storage and network components to the latest version before upgrading the controller VM.

Answer: B

Explanation:

‘What makes this a strong certification question is that several answers look technically related, but only one aligns with the exact
behavior of Flow networking or Flow security. The correct response is B, meaning

"Upgrade all nodes to the same version of AOS before proceeding with any other components.". The winning option is the one tied
to the native Nutanix object or control that governs the outcome described in the scenario. In lifecycle terms, Nutanix expects
administrators to respect prerequisites, compatibility, and dependency order before enabling or upgrading Flow-related services. A
strong exam habit is to ask which Nutanix construct would have to change for the symptom or requirement to change. That mental
shortcut usually separates the real answer from distractors that mention generic networking steps, disruptive resets, or unrelated
configuration objects. Notice that A does not fit because it targets a different layer of the Nutanix networking and security stack than
the one causing the outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack
than the one causing the outcome here. That is the underlying Nutanix principle being validated: solve the issue at the.
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NEW QUESTION # 37

An administrator is designing a Transit VPC to provide shared corporate services (e.g., DNS) for two tenant VPCs: VPC-A
requires WAN access using NAT. VPC-B requires WAN access without NAT. Both VPCs connect to the Transit VPC for shared
services hosted on the corporate network. Shared services residing in the Transit VPC use routed IP addressing for WAN
connectivity. Which two configuration elements should the administrator implement on the Transit VPC? (Choose two.)

A. Use one Overlay external subnet in the Transit VPC to which both VPCs will connect.

B. Associate botha NAT and a No-NAT external VLAN to the Transit VPC to support separate egress paths.
C. Create two Overlay external subnets in the Transit VPC: one for VPC-A and one for VPC-B.

D. Associate one No-NAT external VLAN to the Transit VPC router for underlay connectivity.

Answer: AD

Explanation:

Froma Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is CD, which corresponds to Use one Overlay external subnet in
the Transit VPC to which both VPCs will connect. and Associate one No-NAT external VLAN to the Transit VPC router for
underlay connectivity.. A Transit VPC acts as the routing hub for spoke VPCs and is commonly used when administrators want
shared services or inter- VPC commumication without pushing route complexity into the physical network. In practice, this falls into
virtual network design: VPC structure, subnet type, external network behavior, routing intent, and address exposure are what
determine the result. In other words, this is less about broad infrastructure suspicion and more about finding the exact Nutanix
decision point that explains the behavior. Notice that A is not appropriate because NAT changes addressing behavior and does not
solve the routing or policy condition described in the scenario. B does not fit because it targets a different layer of the Nutanix
networking and security stack than the one causing the outcome here. For exam preparation, remember that.

NEW QUESTION # 38
Before creating a new Application Security Policy in Prism Central, what prerequisite must exist?

A. The Network Controller must be deployed on each cluster in the policy's scope.
B. A category key/value pair must be defined for use i the policy.

C. Flow Network Security must be enabled on all registered clusters.

D. Targeted VMs must have category assignments.

Answer: D

Explanation:

This tem s best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is C, meaning "Targeted VMs must have category
assignments.". The Network Controller supplies the control plane services required for Flow Virtual Networking, Without it, Prism
Central cannot build and manage overlays, gateways, and related virtual networking constructs consistently across the cluster. In
lifecycle terms, Nutanix expects administrators to respect prerequisites, compatibility, and dependency order before enabling or
upgrading Flow-related services. By contrast, A sounds plausible, but it does not align with the specific Flow policy object or
precedence rule that controls this case. B does not fit because it targets a different layer of the Nutanix networking and security stack
than the one causing the outcome here. The key takeaway is that Flow is intentionally modular. Networking objects determine
reachability, security objects determine permission, and lifecycle steps determine supportability. Mixing those layers usually produces
the distractor answers. A strong exam habit is to ask which Nutanix construct would have to change for the symptom or requirement
to change. That mental.

NEW QUESTION # 39

An administrator is building a new VPC in Prism Central to isolate a test environment. The administrator plans to connect it to an
external network later, but they want to complete the nitial creation first. Which configuration itens are the minimum required to
successfully create the VPC?

A. VPC narmre and Transit VPC toggle switch
B. VPC nane and one External Access VLAN
C. VPC nanx and cluster selection

D. VPC namre and one Overlay Subnet

Answer: B



Explanation:

The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is A, meaning "VPC name and one External Access VLAN". A Transit VPC
acts as the routing hub for spoke VPCs and is commonly used when administrators want shared services or inter- VPC
commumnication without pushing route complexity into the physical network. In practice, this falls into virtual network design: VPC
structure, subnet type, external network behavior, routing intent, and address exposure are what determine the result. A strong exam
habit is to ask which Nutanix construct would have to change for the symptom or requirement to change. That mental shortcut
usually separates the real answer from distractors that mention generic networking steps, disruptive resets, or unrelated configuration
objects. Notice that B does not fit because it targets a different layer of the Nutanix networking and security stack than the one
causing the outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than the
one causing the outcome here. The key takeaway is that Flow is.

NEW QUESTION # 40
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