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PR #128
‘What obligation does a data controller or processor have after appointing a data protection officer?

e A To ensure that the data protection officer receives sufficient instructions regarding the exercise of his or her defined tasks.

¢ B. To ensure that the data protection officer acts as the sole point of contact for individuals' Questions:
about their personal data.

e (. To submit for approval to the data protection officer a code of conduct to govern organizational practices and demonstrate
compliance with data protection principles.
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¢ D. To provide resources necessary to carry out the defined tasks of the data protection officer and to maintain his or her
expert knowledge.

EX: D
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According to the UK GDPR, the controller and the processor must support the data protection officer in performing the tasks
referred to in Article 39 by providing resources necessary to carry out those tasks and access to personal data and processing
operations, and to maintain his or her expert knowledgel. The controller and the processor must also ensure that the data protection
officer does not receive any instructions regarding the exercise of those tasks and that he or she reports directly to the highest
management level of the controller or the processorl.

i RE #129
When assessing the level of risk created by a data breach, which of the following would NOT have to be taken into consideration?

A. The special characteristics of the data controller.
B. The nature, sensitivity and volume of personal data.
C. The ease of identification of individuals.

D. The size of any data processor involved.
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When assessing the level of risk created by a data breach, the size of any data processor nvolved would not have to be taken into
consideration. According to the GDPR, a data breach is "a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of; or access to, personal data transmitted, stored or otherwise processed" 1. The GDPR requires
data controllers and processors to notify the relevant supervisory authority of a data breach within 72 hours, unless the breach is
unlikely to result in a risk to the rights and freedons of natural persons 2. The GDPR also requires data controllers to commumicate
the data breach to the affected data subjects without undue delay, if the breach is likely to result in a high risk to their rights and
freedoms 3.

The GDPR does not specify the exact criteria for determining the level of risk, but it provides some guidance in Recital 85, which
states that "the likelihood and severity of the risk to the rights and freedoms of the data subject should be determned by reference to
the nature, scope, context and purposes of the processing” . The recital also mentions some factors that could increase the risk, such
as the ease of identification of individuals, the special categories of personal data, the large scale of the processing, or the special
characteristics of the data controller . Therefore, these factors should be taken into consideration when assessing the level of risk
created by a data breach.

However, the size of any data processor involved is not relevant for the risk assessment, as it does not affect the impact of the
breach on the data subjects. The data processor is only responsible for processing the personal data on behalf of the data controller,
and has no direct relationship with the data subjects . The data processor's obligations in case of a data breach are to notify the data
controller without undue delay, and to assist the data controller in complying with its obligations under the GDPR . The data
processor’s size may affect its ability to fulfill these obligations, but it does not change the level of risk created by the data breach
itself. Reference: 1: Article 4(12) of the GDPR 2: Article 33 ofthe GDPR 3: Article 34 of the GDPR : Recital 85 of the GDPR :
Article 4(8) of the GDPR : Article 28 of the GDPR I hope this helps. If you have any other questions, please feel free to ask.

PR #130

Please use the following to answer the next question:

Due to rapidly expanding workforce, Company A has decided to outsource its payroll finction to Company B. Company B is an
established payroll service provider with a sizable client base and a solid reputation in the industry.

Company B's payroll solution for Company A relies on the collection of time and attendance data obtained via a biometric entry
system installed in each of Company A's factories. Company B won't hold any biometric data itself; but the related data will be
uploaded to Company B's UK servers and used to provide the payroll service. Company B's live systems will contain the following
information for each of Company A's employees:

Name

Address

Date of Birth

Payroll number

National Insurance number

Sick pay entitlement

Maternity/paternity pay entitlement



Holiday entitlement

Pension and benefits contributions

Trade union contributions

Jenny is the compliance officer at Company A. She first considers whether Company A needs to carry out a data protection impact
assessment in relation to the new time and attendance system, but isn't sure whether or not this is required.

Jenny does know, however, that under the GDPR there must be a formal written agreement requiring Company B to use the time
and attendance data only for the purpose of providing the payroll service, and to apply appropriate technical and organizational
security measures for safeguarding the data. Jenny suggests that Company B obtain advice fromits data protection officer. The
company doesn't have a DPO but agrees, in the interest of finalizing the contract, to sign up for the provisions in full. Company A
enters into the contract.

Weeks later, while still under contract with Company A, Company B embarks upon a separate project meant to enhance the
functionality of its payroll service, and engages Company C to help. Company C agrees to extract all personal data from Company
B's live systers in order to create a new database for Company B.

This database will be stored in a test environment hosted on Company C's U.S. server. The two companies agree not to include any
data processing provisions i their services agreement, as data is only being used for IT testing purposes.

Unfortunately, Company C's U.S. server is only protected by an outdated IT security system, and suffers a cyber security incident
soon after Company C begins work on the project. As a result, data relating to Company A's employees is visible to anyone visiting
Company C's website. Conmpany A is unaware of this until Jenny receives a letter from the supervisory authority in connection with
the mvestigation that ensues. As soon as Jenny is made aware of the breach, she notifies all affected employees.

The GDPR requires sufficient guarantees of a company's ability to implement adequate technical and organizational measures. What
would be the most realistic way that Company B could have filfilled this requirement?

A. Avoiding the use of another company's data to improve their own services.

B. Hiring companies whose measures are consistent with recommendations of accrediting bodies.
C. Requesting advice and technical support from Company A's IT team.

D. Vetting companies' measures with the appropriate supervisory authority.
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SCENARIO

Please use the following to answer the next question:

Jane Stan's her new role as a Data Protection Officer (DPO) at a Malta-based company that allows anyone to buy and sell
cryptocurrencies via its online platform The company stores and processes the personal data of its customers in a dedicated data
center located in Malta (EU).

People wishing to trade cryptocurrencies are required to open an online account on the platform. They then must successfully pass a
KYC due diligence procedure aimed at preventing money laundering and ensuring compliance with applicable financial regulations.
The non-European customers are also required to waive all their GDPR rights by reading a disclaimer written in bold and belong a
checkbox on a separate page in order to get their account approved on the platform

The customers must likewise accept the terms of service of the platform. The terms of service also include a privacy policy section,
saying, among other things, that ifa Are the cybersecurity assessors required to sign a data processing agreement with the company
in order to comply with the GDPR"

® A. No, the assessors do not quality as data processors as they only have access to encrypted data.

® B. Yes, the assessors are data processors and their processing of personal data must be governed by a separate contract or
other legal act.

e (. Yes. the assessors a-e considered to be joint data controllers and must sign a mutual data processing agreement.

¢ D. No. the assessors do not quality as data processors as they do not copy the data to their facilities.

ZX: B

R RE #132
Ifa company is planning to use closed-circuit television (CCTV) on its premises and is concerned with GDPR compliance, it should

first do all of the following EXCEPT?

¢ A Create an information retention policy for those who operate the system.
¢ B. Performa data protection impact assessment (DPIA).
¢ C. Notify the appropriate data protection authority.



ER:

D. Ensure that safeguards are in place to prevent unauthorized access to the footage.
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