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I # 663
Which two preventive measures are used to control cross-site scripting? (Choose two.)

A. Disable cookie inspection in the HTML inspection engine.
B. Enable client-side scripts on a per-domain basis.

C. Incorporate contextual output encoding/escaping.

D. SameSite cookie attribute should not be used.
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¢ E. Run untrusted HTML input through an HTML sanitization engine.
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Explanation/Reference:

A # 664
On Cisco Firepower Management Center, which policy is used to collect health modules alerts from managed devices?

A. correlation policy

B. health policy

C. health awareness policy
D. system policy

E. access control policy

Ef#: B

R -

On Cisco Firepower Management Center, a health policy is used to collect health modules alerts frommanaged devices. A health
policy is a collection of tests, or health modules, that monitor the health status of the hardware and software in the system. You can
apply a health policy to one or more appliances and configure the frequency and conditions for running the health modules and
generating alerts. The health monitor on the Firepower Management Center tracks the health events based on the health policy
settings and displays them on the Health Monitor page and the event views. You can also use external alerting mechanisis, such as
SNMP traps or syslog messages, to notify you of health events. References =
httpsy/www.cisco.comyc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide- v60/Health
httpsy//www.cisco.comvc/en/us/td/docs/security/secure-firewall/management-center/admin/7 1 0/management-cen

H R # 665
Drag and drop the features of Cisco ASA with Firepower from the left onto the benefits on the right.

| dbfection, blocking and remediation to protect

Full Context
Wl CoRteot Amarenase Sthe enterprise against targeted malware attacks

policy enforcement based on complete visibility of users and
Communication between virtual machines

NGIPS

AMP real-time threat intelligence and security protection

threat prevention and mitigation for

Collective Secunty Intelligence e i e




Full Context Awareness Bl B [ B NGIPS

N B 4
NGIPS Full Context Awareness
AMP Collective Security Intelligance

Collective Security Intelligence || | AMP
A IR W

1 # 666
Which feature is configured for managed devices in the device platform settings of the Firepower Management Center?

A. time synchronization

B. intrusion policy

C. quality of service

D. network address translations

Ef: A

A -

Time synchronization is one of the features that can be configured for managed devices in the device platform settings of the
Firepower Management Center (FMC). Time synchronization ensures that the FMC and its managed devices have the same date
and time settings, which is important for accurate event logging and reporting, The FMC can act as a Network Time Protocol (NTP)
server for its managed devices, or it can use an external NTP server as a time sourcel. The FMC can also synchronize its time with
the system clock of the device where 1t is installed2. References = 1: Firepower Management Center Device Configuration Guide,
7.1 - Platform Settings 2: Firepower Management Center Configuration Guide, Version 6.6 - Device Management Basics

E # 667
Drag and drop the capabilities from the left onto the correct technologies on the right.

detection, blocking, fracking, analysis,
and remediation to protect against : :
targeted persistent malware attacks Intrusion Prevention System

Next Generation

superior threat prevention and mitigation Advanced Malware
for known and unknown threats Protection

application-layer control and abiliiy to
enforce usage and tailor detection pclicies
based on custom appiications and URLsS

combined integrated soldfion of strong o ¥ Ci
defense and web protection, visibility, and | | -W"' s iy i
controlling solutions 41 & AVebSecurty Appliance

application
control and URL filtering




detection, blogking, tracking, analysis,
and remediation toprotect against
targeted persistent malware attacks

| superior threat prevention and mitigation
for known and unknown threats

|superior threat prevention and mitigation detection, blocking, fracking, analysis,

for known and unknown threats and remediation to protect against
— targeted persistent malware attacks =~ |
application-layer control and abiiity to | [application fayer control and ability to

enforce usage and tailor detection policies || |enforce usage and tailor detection policies
based on custom applications and URLS || |pased on custom applications and URLS

combined integraied solufion of strong combined integraied solufion of strong
defense and web protection, visibility, and ‘ defense and web protection, visibility, and
controlling solutions controlling solutions
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