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Which is one of the PRIMARY goals of providing a framework addressing secure product development
life-cycle requirements?

Available Choices (select all choices that are correct)

¢ A Aligned needs of industrial users

¢ B. Aligned development process

e C. Well-documented security policies and procedures
¢ D. Defense-in-depth approach to designing

ZX: D

"8 #210
How many element qroups are in the "Addressing Risk" CSMS cateqorv?
Available Choices (select all choices that are correct)
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EX: B

i RE R -

The "Addressing Risk" CSMS category consists of three element groups: Security Policy, Organization and Awareness; Selected
Security Countermeasures; and Implementation of Security Programl. These element groups cover the aspects of defining the
security objectives, roles and responsibilities, policies and procedures, awareness and training, security countermeasures selection
and implementation, and security program execution and maintenance 1. The "Addressing Risk" CSMS category ains to reduce the
security risk to an acceptable level by applying appropriate security measures to the system under consideration (SuC)1. References:
1: ISA/IEC 62443-2-1: Security for industrial autormation and control systemns:

Establishing an industrial automation and control systens security program

R #211
Electronic security, as defined in ANSI/ISA-99.00.01:22007. includes which of the following?
Available Choices (select all choices that are correct)

¢ A Personnel, policies, and procedures related to the security of computers, networks. PLCs, and other
programmable configurable components of the system

¢ B. Security guidelines for the proper configuration of IACS computers and operating systens

e C. Computers, networks, operating systens, applications, and other programmable configurable
components of the system

¢ D. Security guidelines for the proper configuration of IACS PLCs and other programmable configurable
components of the system

ER: A

P& #212
In a defense-in-depth strategy, what is the purpose of role-based access control?

Available Choices (select all choices that are correct)

A. Ensures that users can access only certain devices on the network

B. Ensures that users can access only the functions they need for their job
C. Ensures that users can access systems from remote locations

D. Ensures that users correctly manage their username and password

Z%: B

SRR

Role-based access control (RBAC) is a method of restricting access to resources based on the roles of individual users within an
organization. RBAC assigns permissions and responsibilities to roles, rather than to individual users, and then assigns users to those
roles. This way, users can only perform the actions that are relevant and necessary for their role, and not access or modify any other
resources that are beyond their scope of authority. RBAC is one of the security countermeasures that can be inplemented in a
defense-in-depth strategy, which is a layered approach to protect industrial automation and control systems (IACS) from cyber
threats. RBAC can help prevent unauthorized access, misuse, or sabotage of IACS resources, as well as reduce the risk of human
error or insider attacks.

References:

* ISA/IEC 62443-3-3:2013, Security for industrial automation and control systens - Part 3-3: System security requirements and
security levels, Clause 5.3.2.11

* ISA/IEC 62443-2-1:2010, Security for industrial autormation and control systems - Part 2-1: Establishing an industrial automation
and control systens security program, Clause 6.2.2.32

* ISA/IEC 62443-4-1:2018, Security for industrial autormation and control systers - Part 4-1: Product security development life-
cycle requirements, Clause 5.2.3.23

* ISA/IEC 62443-4-2:2019, Security for industrial autormation and control systems - Part 4-2: Technical security requirements for
TACS components, Clause 4.2.3.24
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‘Which part of the standard provides a list of possible Foundational Requirements to address assessed risks?

A. ISA/IEC 62443-3-3
B. ISA/IEC 62443-3-1
C. ISA/IEC 62443-3-2
D. ISA/IEC 62443-3-4

BE&R: A

it B B -

ISA/TEC 62443-3-3 provides the list of Foundational Requirements (FRs) for IACS cybersecurity, mapping security controls to
each FR to address risks identified during the risk assessment process. The seven FRs include: Identification & Authentication
Control (IAC), Use Control (UC), System Integrity (SI), Data Confidentiality (DC), Restricted Data Flow (RDF), Timely Response
to Events (TRE), and Resource Availability (RA).

Reference: ISA/IEC 62443-3-3:2013, Section 4.3 and Table 3 ("List of Foundational Requirements").

i RE #214
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