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HEE #31

SCENARIO

Please use the following to answer the next question:

Jane is a U.S. citizen and a senior software engineer at California-based Jones Labs, a major software supplier to the U.S.
Department of Defense and other U.S. federal agencies Jane's manager, Patrick, is a French citizen who has been living in California
for over a decade. Patrick has recently begun to suspect that Jane is an insider secretly transmitting trade secrets to foreign
ntelligence. Unbeknownst to Patrick, the FBI has already received a hint from anonymous whistleblower, and jointly with the
National Secunty Agency is investigating Jane's possible implication in a sophisticated foreign espionage campaign.

Ever since the pandemic. Jane has been working from home. To complete her daily tasks she uses her corporate laptop, which after
each togin conspicuously provides notice that the equipment belongs to Jones Labs and may be monitored according to the enacted
privacy policy and employment handbook Jane also has a corporate mobile phone that she uses strictly for business, the terms of
which are defined in her employment contract and elaborated upon in her employee handbook. Both the privacy policy and the
employee handbook are revised annually by a reputable California law firm specializing in privacy law. Jane also has a personal
iPhone that she uses for private purposes only.

Jones Labs has its primary data center in San Francisco, which is managed internally by Jones Labs engineers The secondary data
center, managed by Amazon AWS. is physically located in the UK for disaster recovery purposes. Jones Labs' mobile devices
backup is managed by a mid- sized mobile delense company located in Denver, which physically stores the data in Canada to
reduce costs. Jones Labs MS Office documents are securely stored in a Microsoft Office 365 data.

Under Section 702 of FISA. the NSA may do which of the following without a Foreign Intelligence Surveillance Court warrant?

A. Compel AWS to disclose Jane's email commumnications with a Taiwanese national residing in Taiwan.
B. Compel Microsoft to disclose Patnck's Skype calls with a Brazilian national living in Peru.

C. Compel Jane to disclose the PIN code for her corporate mobile phone.

D. Conpel AWS to disclose email commumications between two Chinese nationals residing in the EU.

HEe. D

ME:

Under Section 702 of the Foreign Intelligence Surveillance Act (FISA), the National Security Agency (NSA) is authorized to collect
and analyze communications of non-U.S. persons located outside the United States for foreign intelligence purposes. Section 702
allows the NSA to compel

U.S.-based service providers, such as AWS or Microsoft, to provide access to data without requiring a warrant from the Foreign
Intelligence Surveillance Court (FISC) if certain criteria are met.

Key Aspects of Section 702:

Scope of Surveillance:

Section 702 applies to non-U.S. persons located outside the United States. It cannot be used to target U.S. citizens or individuals
located within the United States, even if they communicate with non-U.S.

persons.

Provider Obligations:

The NSA can compel U.S.-based service providers (e.g., AWS, Microsoft) to disclose information about commumications involving
foreign individuals if the data is relevant to foreign intelligence purposes.

EE #32
What is the most likely reason that states have adopted their own data breach notification laws?

A. Many lawmakers believe that federal enforcement of current laws has not been effective

B. Many types of organizations are not currently subject to federal laws regarding breaches

C. Many states have unique types of businesses that require specific legislation

D. Many large businesses have intentionally breached the personal information of their customers
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SCENARIO

Please use the following to answer the next question:

Cheryl is the sole owner of Fitness Coach, Inc., a medium-sized company that helps individuals realize their physical fitness goals
through classes, individual mstruction, and access to an extensive indoor gym. She has owned the company for ten years and has
always been concerned about protecting customer's privacy while maintaining the highest level of service. She is proud that she has
built long-lasting customer relationships.

Although Cheryl and her staff have tried to make privacy protection a priority, the company has no formal privacy policy. So Cheryl
hired Janice, a privacy professional, to help her develop one.

After an initial assessment, Janice created a first of a new policy. Cheryl read through the draft and was concerned about the many
changes the policy would bring throughout the company. For example, the draft policy stipulates that a customer’s personal
mformation can only be held for one year after paying for a service such as a session with personal trainer. It also promises that
customer nformation will not be shared with third parties without the written consent of the customer. The wording of these rules
worry Cheryl since stored personal information often helps her company to serve her customers, even if there are long pauses
between their visits. In addition, there are some third parties that provide crucial services, such as aerobics instructors who teach
classes on a contract basis. Having access to customer files and understanding the fitness levels of their students helps instructors to
organize their classes.

Janice understood Cheryl's concerns and was already formulating some ideas for revision. She tried to put Cheryl at ease by pointing
out that customer data can still be kept, but that it should be classified according to levels of sensitivity. However, Cheryl was
skeptical. It seemed that classifying data and treating each type differently would cause undue difficulties in the company's day-to-
day operations. Cheryl wants one simple data storage and access system that any employee can access if needed.

Even though the privacy policy was only a draft, she was begnning to see that changes within her company were going to be
necessary. She told Janice that she would be more comfortable with implementing the new policy gradually over a period of several
months, one department at a time. She was also interested in a layered approach by creating documents listing applicable parts of
the new policy for each department.

What is the most likely risk of Fitness Coach, Inc. adopting Janice's first draft of the privacy policy?

A. Leaving the company susceptible to violations by setting unrealistic goals
B. Not being in standard compliance with applicable laws

C. Showing a lack of trust in the organization's privacy practices

D. Failing to meet the needs of customers who are concerned about privacy

HE: A

Y.

Janice's first draft of the privacy policy may be too restrictive and impractical for Fitness Coach, Inc. to follow, given the nature of its
business and the expectations of its customers. By limiting the retention of personal information to one year and requiring written
consent for any third-party sharing, the policy may create operational challenges and customer dissatisfaction. For exanple,
customers may want to resume their fitness prograns after a long hiatus and expect the company to have their previous records and
preferences. Similarly, third-party contractors may need access to customer information to provide better services and tailor their
classes. Ifthe company fails to adhere to its own privacy policy, it may face legal consequences, reputational damage, and loss of
trust fromits customers. Therefore, the company should adopt a more realistic and flexible privacy policy that balances its business
needs and its customers' privacy rights.

AE #34

Read this notice:

Our website uses cookies. Cookies allow us to identify the computer or device you're using to access the site, but they don't identify
you personally. For mstructions on setting your Web browser to refuse cookies, click here.

What type of legal choice does not notice provide?

A. Opt-in

B. Mandatory

C. Opt-out

D. Implied consent

g: D

X



Y.

A cookie is a small piece of data that a website sends to a user's browser and stores on the user's device, usually for the purpose of
remembering the user's preferences, settings, or actions.

A cookie notice is a message that informs the user about the website's use of cookies and the user's choices regarding the
acceptance or rejection of cookies. A legal choice is the mechanism that the website provides to the user to express their consent or
dissent to the use of cookies.

There are different types of legal choices for cookie notices, depending on the applicable laws and regulations, such as the General
Data Protection Regulation (GDPR) in the European Union or the California Consurmer Privacy Act (CCPA) in the United States.
The four types of legal choices mentioned in the question are:

Mandatory: The website does not allow the user to access the site unless they accept the use of cookies. This type of choice is
generally considered unlawful and non-compliant with the GDPR and the CCPA.

Implied consent: The website assumes that the user consents to the use of cookies by continuing to browse the site or by dismissing
the cookie notice. This type of choice is often used by websites that operate in the U.S. or other jurisdictions that do not have strict
cookie laws, but it may not be sufficient for the GDPR or the CCPA.

Opt-in: The website requires the user to explicitly agree to the use of cookies by clicking a button or checking a box. This type of
choice is usually compliant with the GDPR and the CCPA, as it ensures that the user gives informed and affirmative consent. Opt-
out: The website allows the user to reject the use of cookies by clicking a link or changing their browser settings. This type of choice
is also compliant with the GDPR and the CCPA, as it gives the user the right to withdraw their consent at any time. Based on the
description of the cookie notice in the question, the type of legal choice that the notice provides is implied consent, as the website
does not explicitly ask for the user's agreement, but rather assumes that the user accepts the use of cookies by using the site. The
notice also provides a link for the user to opt out of cookies by setting their browser to refuse them.

EE #35
‘What information did the Red Flag Program Clarification Act 0of2010 add to the original Red Flags rule?

A. The most common methods of identity theft.

B. The process for proper disposal of sensitive data.

C. The definition of what constitutes a creditor.

D. The components of an identity theft detection program
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