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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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HEE #175
Which guide remedies the challenge of the international nature of cloud forensics and is known for becoming the premier standard for
eDiscovery?

A. ISO/IEC 270372012
B. ISO/IEC 27050-1:2016
C. ISO/IEC 270412015
D. ISO/IEC 270422015

He: B

3.

ISO/IEC 27050-1:2016 is the guide that addresses the international challenges of cloud forensics and is recognized as the premier
standard for electronic discovery (eDiscovery). Managing Cloud documentation explains that eDiscovery involves identifying,
collecting, preserving, and producing electronically stored information in legal proceedings.

This standard provides guidance for handling digital evidence across jurisdictions, which is especially important in cloud environments
where data may reside in multiple countries. It establishes consistent processes and terminology to support legal defensibility and
compliance.

The other ISO standards address evidence handling, investigation readiness, or incident management, but ISO

/IEC 27050 specifically focuses on eDiscovery. Therefore, ISO/IEC 27050-1:2016 is the correct answer.

EE #176
Which aspect of strong authentication is part of enterprise risk management?

A. Federated identities

B. Entitlement consideration
C. Distributed organizations

D. Privileged user management

He. D

ME:

Privileged user management is a critical aspect of strong authentication within enterprise risk management.

Managing Cloud guidance explains that privileged accounts have elevated access to systems, data, and configurations, making them
high-value targets for attackers.

Enterprise risk management requires identifying, protecting, and monitoring these accounts through strong authentication mechanisims
such as muilti-factor authentication, session monitoring, and just-in-time access.

Controlling privileged access reduces the risk of msider threats, credential compromise, and unauthorized system changes.
Federated identities support access integration, entitlement consideration relates to authorization, and distributed organizations
describe structure rather than authentication strength. Therefore, privileged user management is the correct answer.

AR #177

An organization's security architects determined that all authentication and authorization requests need to be validated before any
employee can access corporate resources. Because of this, the organization needs to implement a system that stores and manages
the employees' credential information and then validates any requests sent. Which system would allow the organization to meet the
architects' requirements?

e A. Hardware security module (HSM)


https://www.koreadumps.com/Managing-Cloud-Security-practice-test.html

¢ B. Bastion host
e C. Zero trust
e D. Identity provider (IdP)

HE: D

Y.

Anldentity Provider (IdP)is a system that stores and manages identity information and validates authentication and authorization
requests. IdPs are critical in cloud and hybrid environments, supporting protocols such as SAML, OAuth, and OpenID Connect for
federated access.

An HSM manages encryption keys, not identities. Zero Trust is a security philosophy requiring continuous verification, but the
system that enforces authentication is the IdP. A bastion host provides secure administrative access but does not manage identity.
By using an IdP, organizations centralize credential management, enforce multifactor authentication, and integrate with Single Sign-
On (SSO). This reduces password fatigue, increases security, and ensures consistent access control policies across applications and
services.

HEE #178
Which characteristic of cloud computing refers to sharing physical assets among multiple customers?

A. Resource pooling

B. Rapid scalability

C. Measured service

D. On-demand self-service

HE: A

MH.

Resource pooling is one of the core characteristics of cloud computing defined by NIST. It refers to the provider's ability to serve
multiple customers by dynamically allocating and reallocating computing resources such as storage, processing, memory, and
network bandwidth. These resources are abstracted using virtualization, ensuring that customers remain isolated from one another
even though they share the same physical assets.

Rapid scalability describes elasticity, on-demand self-service allows users to provision resources without provider intervention, and
measured service refers to metering usage. None of these concepts directly describe the multi-tenant model of shared resources.
Resource pooling improves efficiency, reduces costs, and provides flexibility, but it also introduces new security considerations such
as data isolation and hypervisor security. Customers must ensure that providers implement strong controls to prevent data leakage or
cross-tenant compromnise.

EE2#179
‘Which component allows customers to transfer data into and out of a cloud computing vendor's environment?

A. Firewall

B. Load balancer
C. Network

D. Virtual display

He. C

LR

Thenetworkis the component that enables customers to transfer data into and out of a cloud environment. It provides the
connectivity through which data is uploaded, downloaded, and exchanged between customer systems and cloud infrastructure.
Firewalls protect the network by filtering traffic, load balancers distribute requests across resources, and virtual displays present
mterfaces, but none directly facilitate the transfer of data.

In cloud models, secure networking is critical. Protocols like TLS encrypt traffic, while VPNs and private links provide additional
isolation. Reliable networking ensures availability, while strong controls safeguard confidentiality and integrity. Customers must
ensure that the cloud provider offers secure, high-performance network services to support business needs.

EE #180
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