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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q547-Q552):

NEW QUESTION # 547

You are monitoring your network traffic with the Wireshark utility and noticed that your network is experiencing a large amount of
traffic fiom certain region. You suspect a DoS incident on the network.

‘What will be your first reaction as a first responder?

A. Make an initial assessment

B. Communicate the ncident

C. Disable Virus Protection

D. Avoid Fear, Uncertainty and Doubt

Answer: A

Explanation:

As a first responder to a suspected DoS incident, the initial step is to make an assessment of the situation. This involves analyzing the
network traffic using tools like Wireshark to confirm the nature of the traffic and determine if it is indeed a DoS attack. The
assessment will help in understanding the scope and impact of the incident and is crucial for deciding the subsequent steps in the
response process123.

References: The importance of making an initial assessment is highlighted in various cybersecurity incident response guidelines and
best practices, which recommend starting with an evaluation of the situation before proceeding with any other actions123.

NEW QUESTION # 548
Which of the following attacks combines dictionary and brute force attacks?

A. Man-in-the-middle attack
B. Phishing attack

C. Hybrid attack

D. Replay attack

Answer: C

NEW QUESTION # 549
Which of the following firewalls are used to track the state of active connections and determine the network packets allowed to enter
through the firewall?Each correct answer represents a complete solution. Choose all that apply.

A. Proxy server

B. Circuit-level gateway

C. Dynamic packet-filtering
D. Stateful

Answer: C,D

NEW QUESTION # 550

Simon had all his systems administrators implement hardware and software firewalls to ensure network security. They implemented
IDS/IPS systems throughout the network to check for and stop any unauthorized traffic that may attempt to enter. Although Simon
and his administrators believed they were secure, a hacker group was able to get into the network and modify files hosted on the
company's website. After searching through the firewall and server logs, no one could find how the attackers were able to get in. He
decides that the entire network needs to be monitored for critical and essential file changes. This monitoring tool alerts administrators
when a critical file is altered. What tool could Simon and his administrators implement to accomplish this?

e A They can implement Wireshark
e B. Snort is the best tool for their situation
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¢ C. They need to use Nessus
e D. They could use Tripwire

Answer: D

Explanation:

Simon's situation requires a tool that can monitor and alert administrators of critical file changes across the network. Tripwire is a File
Integrity Monitoring (FIM) tool that serves this exact purpose. It can detect changes to system and configuration files, directories,
and registry keys, and it is especially useful for spotting unauthorized changes that could indicate a security breach. Tripwire can help
ensure that important files have not been tampered with, which seems to be the concern for Simon's network following the incident.

NEW QUESTION # 551
How is application whitelisting different from application blacklisting?

A. Tt allows execution of trusted applications in a unified environment

B. It allows all applications other than the undesirable applications

C. It allows execution of untrusted applications in an isolated environment
D. It rejects all applications other than the allowed applications

Answer: D

Explanation:

Application whitelisting is a security approach that allows only pre-approved applications to execute within a system or network.
This method operates on a 'default deny' principle, meaning if an application is not explicitly listed as approved, it will not be allowed
to run. This is in contrast to application blacklisting, which operates on a 'default allow' principle where all applications are allowed to
run unless they have been specifically identified as malicious or undesirable and added to a blacklist. Whitelisting is generally
considered more secure because it prevents any unapproved applications from running, which can include new or unknown threats.
However, it can be more challenging to maintain as it requires a comprehensive understanding of all the necessary applications for
business operations.

References: The concept of application whitelisting and its differentiation from blacklisting is well-documented in cybersecurity
literature and aligns with the guidelines provided by the EC-Council's Certified Network Defender (CND) program It is also
supported by various cybersecurity frameworks and best practices, including those from authoritative sources such as the National
Institute of Standards and Technology (NIST).
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