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certificate. With the Fortinet NSE6_OTS_AR-7.6 Exam Dumps, you can not only validate your skill set but also get solid proof of
your proven expertise and knowledge.

Fortinet NSE 6 - OT Security 7.6 Architect Sample Questions (Q17-Q22):

NEW QUESTION # 17
Refer to the exhibit. A Security Fabric logical topology view is shown. Which two statements are correct? (Choose two.)

Logical topology

@& = =
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Fabric Root
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FortiAnalyzer ] LAN [port5) FortiGate-2
Devices
e A Device detection is enabled on port5 of the Edge-FortiGate device.
¢ B. FortiAnalyzer is connected only to Edge-FortiGate.
e C. FortiAnalyzer has the Security Fabric configured.
]

D. Edge-FortiGate, FortiGate- 1, and FortiGate-2 have the Security Fabric configured.
Answer: A,B

Explanation:

The topology shows two detected devices grouped behind LAN (port5), which indicates device detection is enabled on port5 of the
Edge-FortiGate. It also shows FortiAnalyzer linked directly only to the Edge-FortiGate, not as a separate Security Fabric member
comnected to the downstream FortiGates.

NEW QUESTION # 18
You want to protect OT devices that are not updated against known vulnerabilities so you apply virtual patching to the firewall
policies. What must you check to confirm that the OT devices are virtually patched? (Choose one answer)

A. The Asset Identity List page

B. The output of the CLI command get rule otvp status

C. The OT View page

D. The output of the CLI command get virtual-patch profile

Answer: B

Explanation:

The correct answer is C. The output of the CLI command get rule otvp status. In the Virtual Patching section, the study guide shows
the workflow where FortiGate queries FortiGuard for device-specific vulnerabilities, receives OT virtual patching signatures, maps
themto the device MAC address, and then explicitly displays the CLI verification command get rule otvp status together with fields
such as Rule-name, Vuln type, and Cve. This is the direct confirmation mechanism shown in the guide for checking whether OT
devices have virtual patching rules associated with them.

The other options are less accurate for confirmation. The OT View page is for Purdue-level visualization, and the Asset Identity List
page shows device and asset information, but neither is presented in the guide as the command or control used to verify virtual
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patching status. The study guide specifically uses get rule otvp status as the status check tied to virtual patching behavior.

NEW QUESTION # 19
To improve the protection of your OT network, you want to automate on FortiGate the handling of compromised devices notified by
FortiAnalyzer. What nmust you configure?

A. An Automation with a LOCAL HOST connector on FortiAnalyzer

B. A FortiOS Event Log trigger on FortiGate

C. The Security Fabric settings on FortiGate

D. An event handler with the parameter Automation Stitch enabled on FortiAnalyzer

Answer: D

Explanation:

Automation between FortiAnalyzer and FortiGate relies on event handlers configured on FortiAnalyzer with Automation Stitch
enabled, which allows FortiAnalyzer to trigger automated actions on FortiGate when specific events, such as compromised devices,
are detected.

NEW QUESTION # 20
Refer to the exhibit.

A pl Application Sensor profile is shown. When you apply this profile in a firewall policy, which two statements are correct?
(Choose two answers)

A. OT signatures are enabled.

B. A logis provided for each IEC command.

C. AllOT protocols are blocked.

D. A log is provided for each Modbus command.

Answer: A,B



Explanation:

The correct answers are A and C.

Option C is correct because the profile clearly contains the Operational Technology category and specific OT application signatures
such as Modbus and TEC.60870.5.104. The study guide says "You can use application control signatures to detect OT protocols”
and "You can filter to a specific OT protocol." That means OT application signatures are active in this sensor profile.

Option A is correct because the guide explains that application control works at different levels: "Detection of protocol (one
detection per session)" and "Message level (one detection per protocol message)." It also says you can use application signatures for
"granular message type identification.” In the exhibit, IEC.60870.5.104.Control. Functions is explicitly configured, which is a granular
IEC message/control-level signature rather than only a protocol-level match. That means logging and control can occur at the IEC
command level.

Option B is not correct because the profile shows Modbus configured at the parent protocol level as Monitor, while the guide states
that the "parent signature takes precedence over the child signature." Since protocol-level detection is one detection per session, that
does not mean FortiGate will necessarily log each Modbus command individually.

Option D is incorrect because even though the broader Operational Technology category is set to block, the profile includes specific
application and filter overrides for Modbus and IEC 104 behavior. So the resulting effect is not simply that all OT protocols are
blocked.

NEW QUESTION # 21
Which three Fortinet products can be used for device identification in an OT industrial control system (ICS)? (Choose three.)

A. FortiManager
B. FortiSIEM

C. FortiGate

D. FortiNAC

E. FortiAnalyzer

Answer: B,C,D

Explanation:
NGFW, FortiNAC and FortiSIEM can be used in an OT network to achieve asset identification and management.

NEW QUESTION # 22
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