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EE #64
How can you prevent a file from being scanned for malware?

e A Edit the "Scan Exclusions" section of the dsa.properties configuration file on the Deep Security Agent computer to include
the file name. Save the configuration file and restart the Deep Security Agent service.

¢ B. Enable 'File Types scanned by IntelliScan" in the Malware Scan Configuration prop-erties in the Deep Security Manager
Web console. Click "Scan All Except" and type the filename to exclude from the scan.
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e (. Add the file to the Exclusions list in the "Allowed Spyware/Grayware Configuration'.
e D. Add the file to the Exclusions list in the Malware Scan Configuration.

HE: D

Y.

To exclude files from malware scans, add them to the Exclusions list in the Malware Scan Configuration via the Deep Security
Manager Web console. This is the official and recommended method.

From the official documentation:

"Files or folders added to the Exclusions list in the Malware Scan Configuration will not be scanned for malware." References:
Trend Micro Deep Security Anti-Malware Guide: Scan Exclusions

Deep Security Help: Excluding Files from Scans

HEE #65
Based on the details of event displayed in the exhibit, which of the following statements is false?

e A The Intrusion Prevention Protection Modules must be enabled to detect reconnaissance scans.

¢ B. The scan may be generated froman IP address which may be known to you. If so, the source IP address can be added to
the reconnaissance whitelist.

¢ C. You can instruct the Deep Security Agents and Appliances to block traffic from the source IP address for a period of time.

¢ D. Youcan create a firewall rule to permanently block traffic from the originating IP ad-dress.

HY:. B

EHE #66
The Firewall Protection Module is enabled on a server through the computer details. What is default behavior of the Firewall if no
rules are yet applied?

A. All traffic is permitted through the firewall until either a Deny or Allow rule is assigned.

B. All traffic is passed through the Firewall using a Bypass rule

C. A collection of default rules will automatically be assigned when the Firewall Protection Module is enabled.
D. All traffic is blocked by the firewall until an Allow rule is assigned.

HE. A

M.

‘When you enable the Firewall Protection Module in Trend Micro Deep Security and no firewall rules are assigned, the default
behavior is to permit all network traffic. This default-allow approach ensures that enabling the firewall module does not
unintentionally block legitimate traffic and cause disruptions.

According to the official administration guide:

"When you enable the Firewall module but do not assign any rules, all network traffic is permitted by default until you create and
assign firewall rules to allow or deny specific traffic." (Source: Trend Micro Deep Security Administrator's Guide, Firewall
Protection Module section) Option B is incorrect because Deep Security does not automatically assign a collection of default rules;
you must explicitly assign or create them. Option C is incorrect because there is no default-deny stance when rules are absent.
Option D does not accurately reflect the module's default operation.

References:

Trend Micro Deep Security Help Center: About firewall rules

Trend Micro Deep Security Administrator's Guide, "Firewall Protection Module"

A2 #67
A Deep Security administrator wishes to monitor a Windows SQL Server database and be alerted of any critical events which may
occur on that server. How can this be achieved using Deep Security?

e A. The admnistrator could install a Deep Security Agent on the server hosting the Win-dows Server 2016 database and
enable the Intrusion Prevention Protection Module. A Recommendation Scan can be run and any suggested rule can be
assigned to monitor the Windows SQL Server for any vulnerabilities, with Alerts enabled.

e B. The admmistrator could install a Deep Security Agent on the server hosting the Win-dows Server 2016 database and



enable the Log Inspection Protection Module. A rule can be assigned to monitor the Windows SQL Server for any critical
events, with Alerts enabled.

¢ (. The administrator could install a Deep Security Agent on the server hosting the Win-dows Server 2016 database and
enable the Integrity Monitoring Protection Module. A rule can be assigned to monitor the Windows SQL Server for any
modifications to the server, with Alerts enabled.

¢ D. This can not be achieved using Deep Security. Instead, the administrator could set up log forwarding within Window SQL
Server 2016 and the administrator could monitor the logs within the syslog device.

HE: B

EE #68
What is the role of Apex Central in the Connected Threat Defense infrastructure?

e A. Apex Central distributes Deep Security policies to Agents on the protected Servers.

¢ B. Apex Central submits suspicious files to Deep Discovery Analyzer for further analysis.

¢ C. Apex Central compiles the Suspicious Objects List based on the result of file analysis in Deep Discovery Analyzer.
¢ D. Apex Central stores suspicious files that are awaiting submission to the Deep Discovery Analyzer.

e C

CEr

Apex Central receives threat intelligence from Deep Discovery Analyzer, compiles the Suspicious Objects List, and distributes it to
mtegrated security products across the environment, enhancing coordinated defense.

Reference:

Trend Micro Deep Security Admmnistrator's Guide, Connected Threat Defense and Apex Central Section
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