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Fortinet NSE7 EFW-7.2 Exam Syllabus Topics:

Topic Details

Topic 1 ¢ Central management: The topic of Central management covers implementing central management.

¢ System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.
Topic 2 Furthermore, it delves into configuring various operation modes for an HA cluster.
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o Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an

Topic 3
ope enterprise network.
¢ VPN: Implementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
Topic 4 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.

¢ Routing; It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
Topic 5 route enterprise traffic.
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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q81-Q86):

NEW QUESTION # 81
Which FortiGate in a Security I auric sends togs to FortiAnalyzer?

A. Only the last FortiGate that handled a session in the Security Fabric

B. Each FortiGate in the Security fabric.

C. Only the root FortiGate.

D. The FortiGate devices performing network address translation (NAT) or unified threat management (UTM). if configured.

Answer: B

Explanation:

Option B is correct because each FortiGate in the Security Fabric can send logs to FortiAnalyzer for centralized logging and
analysis12. This allows you to monitor and manage the entire Security Fabric froma single console and view aggregated reports and
dashboards.

Option A is incorrect because the root FortiGate is not the only device that can send logs to FortiAnalyzer. The root FortiGate is the
device that initiates the Security Fabric and acts as the central point of contact for other FortiGate devices3. However, it does not
have to be the only log source for FortiAnalyzer.

Option C is incorrect because the FortiGate devices performing NAT or UTM are not the only devices that can send logs to
FortiAnalyzer. These devices can perform additional security fimctions on the traffic that passes through them, such as firewall,
antivirus, web filtering, etc4. However, they are not the only devices that generate logs in the Security Fabric.

Option D is incorrect because the last FortiGate that handled a session in the Security Fabric is not the only device that can send
logs to FortiAnalyzer. The last FortiGate is the device that terminates the session and applies the final security policy5. However, it
does not have to be the only device that reports the session information to FortiAnalyzer. Reference: =

1: Security Fabric - Fortinet Documentationl

2: FortiAnalyzer Demo6

3: Security Fabric topology

4: Security Fabric UTM features

5: Security Fabric session handling

NEW QUESTION # 82
Winch two statements about ADVPN are true? (Choose two)

e A. Routing is configured by enabling add-advpn-route
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e B. It supports NAI for on-demand tunnels
¢ (. auto-discovery-receiver must be set to enable on the spokes
¢ D. Spoke to-spoke traffic never goes through the hub

Answer: B,C

Explanation:

ADVPN (Auto Discovery VPN) is a feature that allows to dynamically establish direct tunnels (called shortcuts) between the spokes
of a traditional Hub and Spoke architecture. The auto- discovery receiver must be set to enable on the spokes to allow them to
receive NHRP messages from the hub and other spokes. NHRP (Next Hop Resolution Protocol) is used for on-demand tunnels,
which are established when there is traffic between spokes. Routing is configured by enabling add-nhrp-route, not add-advpn-route.

NEW QUESTION # 83
Exhibit.

Network diagram
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Refer to the exhibit, which contains an ADVPN network diagram and a partial BGP con figuration Which two parameters Should
you configure in config neighbor range? (Choose two.)

A. set prefix 10.1.0 255.255.254.0

B. set prefix 172.16.1.0 255.255.255.0
C. set neighbor-group advpn

D. set route reflector-client enable

Answer: B,C

Explanation:
In the ADVPN configuration for BGP, you should specify the prefix that the neighbors can advertise. Option A is correct as you



would configure the BGP network prefix that should be advertised to the neighbors, which matches the BGP network in the
diagram. Option C is also correct since you should reference the neighbor group configured for the ADVPN setup within the BGP

configuration.

NEW QUESTION # 84
Refer to the exhibit, which shows a routing table.
Network Gateway IP 3 Interfaces © Distance = Type =

0.0.0.0/0 10.1.0.254 ™ portl
10.1.0.0/24 0.0.0.0 " portl 0 Connected
10.1.4.0/24 10.1.0.100 ™ portl 110 OSPF
10.1.10.0/24 0.0.0.0 ™ port3 0 Connected
172.16.100.0/24 0.0.0.0 = L L3 0 Connected

‘What two options can you configure in OSPF to block the advertisement of the 10.1.10.0 prefix?
(Choose two.)

A. Configure a route-map out

B. Remove the 10.1.10.0 prefix from the OSPF network
C. Disable Redistribute Connected

D. Configure a distribute-list-out

Answer: B,C

Explanation:
On OSFP distribute-list and route-maps exist only incoming, and because you want to exclude a connected network from
redistribution you can not use the option "redistibute connected", so you have to specify the networks manually.

NEW QUESTION # 85
Which three conditions are required (or two FortiGate devices to form an OSPF adjacency? (Choose three.)

A. OSPF peer interface must have same Hello and Wait time

B. OSPF peer nterface must have same MTU size

C. OSPF peer mterfaces must have same network and mask

D. OSPF peer nterface must have same Hello and Dead time
E. OSPF peer mterface must have same cost value

Answer: B,C,D

NEW QUESTION # 86
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