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Microsoft Security Operations Analyst Sample Questions (Q255-Q260):

NEW QUESTION # 255

Hotspot Question

You have muitiple Azure subscriptions that contain multiple Microsoft Sentinel workspaces.

Youare creating a Microsoft Sentinel workbook that will include references to the AzureActivity table.
Youneed to create a KQL query that will perform the following actions:

- Check whether the AzureActivity table exists in each workspace.


https://drive.google.com/open?id=1Pih5uGWtlX_h4OVCGY7HEyyVB64W4YqS
https://www.prep4sures.top/SC-200-exam-dumps-torrent.html
https://www.examcollectionpass.com/Microsoft/SC-200-latest-exam-dumps.html
https://www.updatedumps.com/Microsoft/SC-200-updated-exam-dumps.html
https://www.examdiscuss.com/Microsoft/exam/SC-200/questions/

- Ifthe table exists, return a single row that has the isMissing
columm set to 0.

- Ifthe table does NOT exist, return a single row that has the
isMlissing columm set to 1.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
 (ismissing:int) [1]; Om

‘

let mTable =

union v -l'able,

| top 1 |isfuzzy=true
kind=outer

dgatsthon | summarize c=count() | project isMiss-ing=iff(c > @, @, 1))

Mlcrosoft

withsource=isMissing

Answer:

Explanation:
Answer Area

. R
let mTable = - (is-lng:M!lg rOSOft
datatable
extend
makelist

union e
| top 1 M‘“

kind=outer
withsource=isMissing

mTable, (AzureAgtiffty ]| /getschema | summarize c=count() | project isMiss-ing=iff(c > 0, 0, 1))

NEW QUESTION # 256

You have on-premises servers that run Windows Server.

You have a Microsoft Sentinel workspace named SW1. SW1 is configured to collect Windows Security log entries from the servers
by using the Azure Monitor Agent data connector.

You plan to limit the scope of collected events to events 4624 and 462S only.

You need to use a PowerShell script to validate the syntax of the filter applied to the connector.

How should you complete the script? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ANSWET Area

sevents = ' | Security!*[System|(EventiD=4
@(Log="Security";EventType=
<Security>» <

Securty!*|Syste

Get-WinEvent

-LogName ‘Security ' ¥ | Sevents

a : .terHashtable
6 -FilterXml

Filter XPath
Answer:
Explanation:
ANSWET Area

e
Sevents = ' [Se-:urlty!‘[System{([ventlD:4624 or EventiD=4 I v I Icﬂ I O S o I t v |

@[Log="Security";EventType="System";EventID ="4624",EventiD 2°4625"
<Security > <System> < EventlD > 4624 < /EventiD X <EventlD> 4625 < /EventID » < /System » < /Security >

Security!®|System{(EventiD - 4624 or EventID -4

Get-WinEvent oLoghime {sBcdcley” | FilterxPath v | sevents
FilterHashtable

~Filterml. . —

oo ——]

Explanation:



Answer Area

sevents = ' Security!*[System|[{EventiD=4624 or EventiD=4625}]] v
Get-WinEvent -LogName 'sfo(ufmi'c rOthé-f(f”ath ¥ Sevents
According to Microsoft Sentinel and Azure Monitor Agent (AMA) documentation, when configuring data collection from Windows
Security logs, you can use XPath filtering to limit which event IDs are collected.
This helps optimize data ingestion by filtering out unnecessary events.
In this scenario, the requirement is to collect only event IDs 4624 (successful sign-in) and 4625 (failed sign- in). The PowerShell
cmdlet Get-WinEvent supports several filtering methods: -FilterXPath, -FilterHashtable, and -FilterXml. To test the same XPath
syntax used by the connector, you must use -FilterXPath, because this option accepts the same XPath query string format as used in
the AMA data collection rule (DCR).
The correct XPath syntax for filtering specific event IDs fiom the Security log is:
Security!*[Systen] (Event]D=4624 or EventID=4625)]]
This expression mstructs the event query to return only events from the Security log whose EventID equals
4624 or 4625.
Finally, to validate the filter, you run:
Get-WinEvent -LogName 'Security -FilterXPath $events
This command executes the filter locally and confirms that the syntax correctly retrieves the intended events.
Therefore, the correct completed script is:
# Sevents = 'Security!*[System[(EventID=4624 or EventID=4625)]]'
# Get-WinEvent -LogName 'Security' -FiltterXPath Sevents

NEW QUESTION # 257

You have an Azure subscription that contains a user named User] and a Microsoft Sentinel workspace named WS1.

You need to ensure that Userl can enable User and Entity Behavior Analytics (UEBA) for WS1. The solution must follow the
principle of least privilege.

Which roles should you assign to User1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Microsoft Entra role:
'Security Administrater .
seanyopeser 2= M icrosoft
RoleforWs1: [ Mi entinel Contributc =]
Microsoft Sentinel Automation Contributor
Microsoft Sentinel Cantributor
Answer:
Explanation:
Answer Area
Microsoft Entra role: | giaha inistrato
) Global Administrator
Security Administrator
| Security Operator
Role for WS1:
Explanation:
Andwer Ares

Microsolt Entra roles| Global Administrator 3 -

Role fgr W51: | Microsoft Sentipel Comributor =

Microsoft




NEW QUESTION # 258

You use Microsoft Sentinel.

You need to receive an alert in near real-time whenever Azure Storage account keys are enumerated. Which two actions should you
perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point

A. Create an analytics rule.
B. Create a hunting query.
C. Add a data connector.
D. Create a livestream.

E. Create a bookmark.

Answer: A,D

Explanation:
In Microsoft Sentinel, to receive near real-time alerts when specific activities occur-such as Azure Storage account key enumeration-
you combine two Sentinel capabilities: Livestream and Analytics rules

* Livestream provides real-time monitoring of events based on KQL queries. According to Microsoft Sentinel documentation,
Livestream "lets you run queries continuously and get notified immediately when results match specific conditions." This allows SOC
analysts to detect ongoing attacks (such as credential enumeration) as they happen.

* Analytics rules provide ongoing autormated monitoring and alerting, A scheduled analytics rule runs periodically (for example, every
5 minutes) and generates an alert when a defined condition is met. The

"Storage account keys enumerated" event comes from Microsoft Defender for Cloud (or Azure Activity) logs, so you can define a
KQL-based rule to detect these activities.

Therefore:

* B (Analytics rule): to automatically generate alerts when the condition is met.

* C (Livestream): to receive those alerts or detections in near real-time as they occur.

Together, these meet the requirement for near real-time detection and alerting with minimal manual monitoring,

NEW QUESTION # 259

You have an Azure subscription.

You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.
You need to configure storage for the workspace. The solution must meet the following requirements:

* Minimize costs for daily ingested data.

* Maximize the data retention period without incurring extra costs.

‘What should you do for each requirement? To answer, select the appropriate options in the answer are a. NOTE Each correct
selection is worth one point.

Minimize costs for daily ngested data I Use a 'u]‘h*n'."]w[.

APpPlY a Caily cap

Use the Pay-As-You-Go (RAYG] inadel

Maximize the data retention periog wathout
ipCuming extra fosts | Set retention to 90 days @
Set retention to 31 days

Set retenbon to 90 days.

Set retention to 365 days

Answer:

Explanation:
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NEW QUESTION # 260
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