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ER #16
Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. Customers can encrypt data in their file system using their own Vault encryption key.
B. File systens use Oracle-managed keys by default.

C. Communication with file systems in a mount target is encrypted via HITPS.

D. Customrers can encrypt the communication to a mount target via export options.

EME: AL B
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Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.

B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault
service. This gives customers control over their encryption keys and enhances data security.

D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the custorer.

Incorrect Statements:

A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.

C . Encryption of communication to a mount target is handled via network configurations, not through export options.
Reference:

Oracle Cloud Infrastructure Documentation: File Storage Encryption

B #17
How will moving a database instance to a different compartment impact user access?

A. Conmpartiments are not covered by IAM policies.
B. IAM policies are not tied to compartments.

C. Compartments prevent resource movement.

D. Access will be revoked for all users.

Ef#: D

R

In Oracle Cloud Infrastructure (OCI), when you move a database instance to a different compartiment, the following impact on user
access OCCUrs:

Impact of Moving Resources: When you move a resource, like a database instance, to a different compartment, the IAM policies
that grant access to that resource in the original compartment no longer apply. This effectively revokes access for users or groups
unless equivalent policies are in place in the new compartment.

Restoring Access: To restore access, you would need to create new IAM policies in the destination compartment that grant the
necessary permissions to the users or groups who need access.

Relevant OCI Documentation:

Managing Compartments

Moving Resources

These resources provide detailed steps on how compartment changes impact resource access and management.

ER#18
What is the primary fimction of the Network Path Analyzer (NPA) tool provided by Oracle Cloud Infrastructure (OCI)?

A. Collecting and analyzing network configuration to identify virtual network configuration issues impacting connectivity
B. Providing real-time monitoring of network traffic to detect security threats and unauthorized access attempts

C. Optimizing network performance by dynamically adjusting routing paths based on traffic patterns

D. Sending actual traffic between source and destination to diagnose connectivity issues

IEf#: A

AR :

The primary finction of the Network Path Analyzer (NPA) tool in Oracle Cloud Infrastructure (OCI) is to help users troubleshoot
and diagnose network connectivity issues by analyzing the network path between a source and a destination within OCI. The tool
collects and analyzes the configuration of the virtual network, identifying any misconfigurations or issues that might impact
connectivity.

NPA Usage: The Network Path Analyzer allows administrators to trace the network path and check for issues such as incorrect
security list rules, route table misconfigurations, or any other factors that could prevent network traffic from reaching its destination.
Reference:

Oracle Cloud Infrastructure Docummentation: Network Path Analyzer

R #19



By default, OCI IAM policies follow the principle of least privilege. What does this principle mean in the context of policy creation?

¢ A Policies should provide only the minimum set of permissions required for users to perform their tasks effectively.
¢ B. Policies should be written in a complex and technical manner to enhance security.

¢ C. Policies should be identical for all users within a tenancy.

¢ D. Policies should grant all possible permissions to simplify access control.

Ef#: A

fiR e«

The principle of least privilege is a security best practice that dictates that users should only be granted the mmimum set of
permissions necessary to perform their tasks. This principle helps to minimize the risk of accidental or malicious actions that could
COMPIoMIise security.

IAM Policies in OCT: When creating IAM policies in OCI, you should carefully evaluate the required permissions and only grant
those that are absolutely necessary for the users or groups to perform their specific roles. This helps to reduce the attack surface and
prevent unauthorized access to sensitive resources.

Reference:

Oracle Cloud Infrastructure Documentation: Identity and Access Management (IAM) Best Practices

HM #20
Which TWO statements are true about performing a multipart upload using the Multipart Upload API?

A. Each part can be as large as 50 GIB.

B. You do not have to commit the upload after uploading all parts.

C. You do not need to split the object into parts.

D. You can keep adding parts as long as the total number is less than 10,000.

Ef#: A. D

L2

When performing a multipart upload using the Multipart Upload API in Oracle Cloud Infrastructure (OCI) Object Storage, the
following points are true:

C . Each part can be as large as 50 GiB: OCI allows each part of a multipart upload to be up to 50 GiB in size. This enables the
efficient uploading of large objects in smaller, manageable parts.

D. You can keep adding parts as long as the total number is less than 10,000: The Multipart Upload API supports up to 10,000
parts for a single object. This allows the upload of very large objects by dividing them into multiple parts.

Incorrect Statements:

A . After uploading all parts, you must commit the upload to finalize the multipart upload and combine all parts into a single object.
B . The object must be split into parts before uploading when using the Multipart Upload APL

Reference:

Oracle Cloud Infrastructure Documentation: Multipart Uploads
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