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FS5 Security Solutions Sample Questions (Q105-Q110):

NEW QUESTION # 105
When responding to a ransonware attack, what should be a priority in the incident response plan?
Response:

A. Ignoring the attack and hoping it goes away

B. Isolating infected systemns to prevent further spread
C. Deleting all backups to prevent data leaks

D. Paying the ransom to the attackers

Answer: B

NEW QUESTION # 106
For a software application that processes personal health information, which security framework should be considered?
Response:

e A NIST Cybersecurity Framework
e B.ISO 27001
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e C.HIPAA
e D.GDPR

Answer: C

NEW QUESTION # 107
For a web application that handles healthcare data, which security framework is typically the most relevant?
Response:

A.ISO 9001
B. COBIT
C. PCIDSS
D. HIPAA

Answer: D

NEW QUESTION # 108
What is the main purpose of analyzing logs for security incidents?
Response:

A. To increase server bandwidth

B. To identify emerging threats and vulnerabilities
C. To create new security policies

D. To develop marketing materials

Answer: B

NEW QUESTION # 109
What is the primary goal of a proactive security response plan?
Response:

A. To react quickly after a breach

B. To prevent security incidents from occurring
C. To increase the budget for security tools

D. To document security incidents

Answer: B

NEW QUESTION # 110
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