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HEE #709
What is the purpose of the Business Impact Assessment (BIA)?

¢ A. To work with executive management to establish a DRP policy

¢ B. To create a document to be used to help understand what impact a

disruptive event would have on the business

C. To define a strategy to minimize the effect of disturbances and to allow for the resumption of business processes
D. To emphasize the organizations commitment to its employees and

vendors

HE: B

Y.

The correct answer is: to create a document to be used to help

understand what impact a disruptive event would have on the business.

Answer '"To define a strategy to minimize the effect of disturbances and to allow for the resumption of business processes" is the
definition of business continuity planning,

AR #710
Are companies legally required to report all data breaches?

A. No, not if the data is encrypted.

B. No, different jurisdictions have different rules.
C. No, only if the breach had a material impact.
D. No, conmpanies' codes of ethics don't require it.
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W
=

A2 #711
Which of the following would be the FIRST step to take when implementing a patch management program?

A. Priorttize vulnerability remediation.

B. Perform automatic deployment of patches.
C. Create a system inventory.

D. Monitor for vulnerabilities and threats.

X
m

: C

AR #712
Which of the following management process allows those services required for users to accomplish their tasks, change default user
passwords, and set servers to retrieve antivirus updates?

A. Patch

B. Identity
C. Conpliance
D. Configuration

: D

o2
m

A2 #713
‘Which of the following is the BEST way to protect an organization's data assets?

e A. Encrypt data in transit and at rest using up-to-date cryptographic algorithirs.
¢ B. Monitor and enforce adherence to security policies.



¢ (. Require Multi-Factor Authentication (MFA) and Separation of Duties (SoD).
e D. Create the Demilitarized Zone (DMZ) with proxies, firewalls and hardened bastion hosts.

HE: A

Y.

The best way to protect an organization's data assets is to encrypt data in transit and at rest using up-to-date cryptographic
algorithims. Encryption is a process of transforming data into an unintelligible form using a secret key, so that only authorized parties
can access or modify the data. Encryption can protect data in transit, which is data that is moving across a network or a
commumnication channel, from eavesdropping, interception, or modification. Encryption can also protect data at rest, which is data
that is stored on a device or a media, from unauthorized access, theft, or loss. Encryption should use up-to-date cryptographic
algorithims, such as AES, RSA, or SHA, that are proven to be secure and resistant to attacks. Monitoring and enforcing adherence
to security policies is a good practice, but it may not be sufficient to protect data assets from internal or external threats. Creating the
DMZ with proxies, firewalls, and hardened bastion hosts is a way to isolate and protect the network perimeter, but it may not
protect data assets that are inside or outside the network. Requiring MFA and SoD is a way to enhance the identity and access
management, but it may not protect data assets from unauthorized disclosure or modification.
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