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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q72-Q77):
NEW QUESTION # 72 
The head of an IT department sent a directive stating that all company communication must use TLS in order to prevent unauthorized
disclosure of information. Which part of the C-l-A model is the head of IT concerned with?

A. Integrity
B. Authorization
C. Confidentiality
D. Availability
E. Identity

Answer: C

Explanation:
The use of TLS (Transport Layer Security) is intended to encrypt data in transit, thereby preventing unauthorized interception and
disclosure.
This is primarily a concern with Confidentiality (D), ensuring information is only accessible to authorized parties.
Identity (A) and Authorization (C) involve user verification and access control but are not the main purpose of TLS.
Availability (B) concerns system uptime.
Integrity (D) ensures data is not altered but encryption mainly addresses confidentiality.
GICSP aligns TLS usage with protecting data confidentiality in ICS communications.
Reference:
GICSP Official Study Guide, Domain: ICS Security Principles
NIST SP 800-52 Rev 2 (Guidelines for TLS Use)
GICSP Training on Encryption and Data Protection

NEW QUESTION # 73 
An administrator relaxes the password policy during disaster recovery operations. What is the result of this action?

A. Increased risk
B. Negative effect on recovery point objective (RPO)
C. Positive effect on recovery time objective (RTO)
D. Reduced insurance needs

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Relaxing password policies during disaster recovery often leads to increased risk (C) by weakening authentication controls and
potentially allowing unauthorized access.
Recovery Point Objective (RPO) (A) relates to data loss tolerance and is unlikely directly affected by password policies.
Recovery Time Objective (RTO) (B) relates to restoration speed, and while relaxed policies may speed access, this is outweighed
by security risk.
Reduced insurance needs (D) is not a direct consequence of relaxed security policies.
GICSP stresses that even during emergencies, security controls should be maintained to prevent additional vulnerabilities.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-34 Rev 1 (Contingency
Planning) GICSP Training on Disaster Recovery and Security Risk Management

NEW QUESTION # 74 
Which of the following is located in user mode of a typical realtime OS, but in kernel mode of a typical standard OS?

A. Virtual memory
B. Process scheduling
C. Device drivers
D. Interprocess communication



Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In many real-time operating systems (RTOS), interprocess communication (IPC) mechanisms (A) operate in user mode to minimize
latency and overhead.
In typical standard operating systems, IPC is usually handled by the kernel (kernel mode) for security and control.
Virtual memory (B), device drivers (C), and process scheduling (D) are typically kernel mode in both OS types.
GICSP covers these architectural differences important in ICS device security and performance.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
Real-Time Systems Literature
GICSP Training on Operating Systems in ICS

NEW QUESTION # 75 
Which type of server would be deployed to provide stratum level 2 clock synchronization for ICS systems?

A. RADIUS
B. TFTP
C. ARP
D. PTP

Answer: D

Explanation:
PTP (Precision Time Protocol) (B) is a protocol designed for high-precision clock synchronization across networked devices and is
commonly used in ICS for stratum level 2 time sources.
RADIUS (A) is an authentication protocol.
TFTP (C) is a trivial file transfer protocol.
ARP (D) resolves network addresses and is unrelated to time synchronization.
Accurate time synchronization is critical for ICS operations, event correlation, and forensic analysis, and PTP is the preferred
method.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
NIST SP 800-82 Rev 2, Section 7.6 (Time Synchronization)
GICSP Training on ICS Network Protocols

NEW QUESTION # 76 
What differentiates a real-time operating system from a standard operating system?

A. Memory usage
B. CPU speed
C. User accounts
D. Process scheduling

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The defining characteristic of a real-time operating system (RTOS) is its process scheduling mechanism (C), which guarantees
deterministic and predictable timing for critical tasks.
Memory usage (A), CPU speed (B), and user accounts (D) are secondary or unrelated to the core distinction.
RTOS uses priority-based or time-constrained scheduling to ensure timely task completion, crucial for ICS environments.
GICSP training emphasizes the importance of real-time scheduling in ICS control devices to meet operational safety and reliability.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
Real-Time Systems Concepts and Scheduling
GICSP Training on Operating System Fundamentals
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